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TREASURY AND GENERAL GOVERNMENT
APPROPRIATIONS FOR FISCAL YEAR 1998

TUESDAY, APRIL 15, 1997

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The subcommittee met at 10:17 a.m., in room SD-138, Dirksen
Senate Office Building, Hon. Ben Nighthorse Campbell (chairman)
presiding.

Present: Senators Campbell, Shelby, Faircloth, and Kohl.

Also present: Senator Glenn.

PANEL 1

CONGRESSIONAL WITNESS
STATEMENT OF HON. JOHN GLENN, U.S. SENATOR FROM OHIO
OPENING REMARKS OF SENATOR CAMPBELL

Senator CAMPBELL. The Subcommittee on Treasury and General
Government will be in order. I want to apologize to all of the wit-
nesses for having to delay the hearing this morning. We scheduled
this hearing before we realized there were going to be votes this
morning. | guess this goes to prove to you that we are in our usual
confused state. I know some of you had other appointments, so |
really apologize for inconveniencing you.

This morning the subcommittee is here to discuss an issue of per-
sonal interest to most of the members; that is, the Internal Reve-
nue Service’s employee misuse of taxpayers’ files. Abuse by employ-
ees in the IRS has been a concern of many Members of Congress
for many years. Here are some of the examples of letters that |
have received. Some of our constituents have written very vehe-
mently about the problems they have had with the IRS.

One constituent from Longmont, CO, thought his problems with
the IRS had been resolved when he followed the instructions of the
U.S. Attorney before they moved to Colorado from Massachusetts.
This constituent says—I will just read an excerpt from each of
these letters. We have just recently moved back to Colorado and
the Internal Revenue Service in Worcester, MA, will not release
our file back to the Denver office unless we agree to sign a Form
300 to allow this problem to be investigated 10 more years.

Another constituent from Lakewood, CO, has a story of an abu-
sive IRS employee in an attempt to get answers by the phone. Here
is her account of what happened. This person talked in a raised
voice during the whole conversation, obviously meant to intimidate
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me. He hammered and hammered about two missed payments. |
tried to explain that | acknowledged this and previously cor-
responded about this and | needed clarification on the issues that
concerned me. | was told, listen, do not argue with me. Be quiet
or 1 will hang up. He asked me what my letter said and | read it
to him. His reply was, well, then it tells you what to do, does it
not?

By now my frustration had turned to tears. | said, | am making
an effort. 1 need to know how and when so that | can make the
necessary arrangements. There is no need to get nasty with me. |
hoped he was happy that | was this upset. He said exactly, | do
not care if you cry or you do not cry. You do not make my day. By
now | had had enough. | asked for confirmation of his nhame and
he told me, Mr. Christenson, like | told you 5 minutes ago. You do
not listen very well, do you?

A citizen in Broomfield, CO, found out the hard way not to count
on information supplied by the IRS. Every time he was told that
the situation had been resolved, the IRS found yet another prob-
lem. Here was his bottom line.

I have made many business, financial, and personal decisions
based on my information received from the IRS. I have ruined my
credit rating, my good name, and if | do not receive a minimum of
$5,000 by January 21 | will most probably be forced to file bank-
ruptcy. | do not understand how a Government agency can mislead
and deceive the people of this country. They are not accountable to
anyone. You, as an elected official, should be concerned and under-
stand that these are some of the reasons that the anti-Government
are becoming more visible.

A certified public accountant in Fort Collins, CO, has written on
behalf of thousands of citizens who were bilked out of millions of
dollars by a fraudulent scheme. When it was discovered, most tax-
payers wrote off their losses for income tax purposes. But there
were hoops created by the IRS. This gentleman says in part, the
IRS moved in, changed the returns, but granted 87 percent of the
investments as theft loss or capital loss. This was agreeable. But
to claim the loss, the taxpayer had to sign an agreement drawn up
by the IRS.

The kicker to the agreement was that in any future recovery of
the loss, the taxpayers had to report the recovery not at face value,
but at an inflated amount based upon a stated factor for each po-
tential year of recovery. The wording of this agreement was very
ambiguous. | still interpret it differently from the IRS. I am con-
fident that a majority of the taxpayers signing it did not under-
stand its results. They also signed under coercion. No sign, no loss
allowed.

There is more; several other parts in that letter. | will not go into
them because we did get started late. But those were a few exam-
ples of letters that | have received, and I know many of my col-
leagues receive the same type of letters. | will be inserting all of
these in the record, without objection.

[The letters follow:]
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EXCERPTS OF CONSTITUENT CORRESPONDENCE

Some things seem so logical that they are not apparent, but wouldn't it be a good
time to do something about the IRS and the present tax system? The tax system
is out of control, not understood by anyone, including tax accountants. The billions
of dollars spent on the up-dating the computer system was money down the drain.

DENVER, CO.

| have always prided myself on my skill to figure out my own Federal income tax,
while many of my friends (engineers, school teachers, retired military officers, and
businessmen) have reverted to professionals to accomplish the same * * *. This
year | had made some stock & bond transactions which require submission of the
“Gains and Losses from Section 1256 Contracts and Straddles, Form 6781.” | called
the IRS and asked for verification of my entries. The lady said she did not have
the form. | said to her “Please get it and help me out.” The line went dead for about
two minutes and she came back on and said “We don't have Form 6781". | replied
“Surely, if you're the IRS you must have the form.” She reiterated “Form 6781 is
on my list but | can't get one.” Then | just laughed and said, “I don't believe this”
and then | thanked her for her time.

COLORADO SPRINGS, CO.

When 1 called the IRS information line to obtain answers to questions, they were
not able to answer them with consistency * * *. The tax rules are so complex, that
no one, including the IRS, can interpret them. Yet the IRS constantly uses them
to penalize and terrorize the American public.

GRAND JUNCTION, CO.

We are average taxpayers. We required five different IRS publications in addition
to the instructions accompanying our 1040. High powered mathematicians and ac-
countants must be paid plenty to devise all of the formulas that go with these var-
ious publications. For example, Form 4797 takes 18 hours and 53 Minutes to pre-
pare. Form 6252 takes 56 minutes. Form 1040 takes 4 hours and 33 minutes, (just
to mention a couple). This information is directly from the IRS. This has gone be-
yond good sense. The money wasted in the devising, publishing, and distributing
these forms and publications would go a long way toward balancing the budget.

GoLDEN, CO.

We just had our taxes done. It is interesting to note that when 1 first filed an
income tax return, in 1956, | was able to do it myself, without any help from any-
one. Plus, | had a refund. Now, 41 years later | have to pay someone to do my taxes.
Something has really gone wrong with our tax system when the average person has
to pay someone to do their taxes. The IRS seems driven towards making everything
so confusing as to make it impossible to do your tax return without outside help
* * * | may be wrong, but our tax system seems to be designed to punish you if
you are successful in any way.

Lakewoob, CO.

| do want to say that | do not know why the IRS does what they do to the middle
and lower-middle class of America.
LAkEwWoOOD, CO.

INAPPROPRIATE BROWSING THROUGH TAXPAYER FILES

Senator CAamMPBELL. Obviously, there are many problems and con-
cerns about IRS interaction with U.S. citizens. Today we are going
to focus on one of those concerns which was brought to our atten-
tion by a recent story in the Washington newspapers about inap-
propriate browsing through taxpayer files. We have heard allega-
tions of IRS employees accessing the computerized tax records of
celebrities, friends, and enemies; most often just for the fun of it.
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But I know most of my constituents certainly do not believe that
is funny.

This morning we are going to hear first from the ranking mem-
ber of the Senate Governmental Affairs Committee, Senator John
Glenn. Senator Glenn has spent considerable time on the issue of
the IRS computer security and we are pleased to have him here
this morning.

We will also hear from Treasury Deputy Secretary Larry Sum-
mers. We are particularly interested in knowing what leadership
has been provided from the Department on these issues.

Next, the General Accounting Office will brief us on their recent
report dealing with IRS computer security in general and employee
browsing in particular. We will then talk with other representa-
tives of the Department of the Treasury, the IRS Commissioner
Margaret Milner Richardson, and the Inspector General Valerie
Lau. Hopefully, we will learn what the Treasury Inspector Gen-
eral’s office and the IRS itself has done to address these problems.

PREPARED STATEMENT

The president of the National Treasury Employees Union, Robert
Tobias, was invited to join us, but unfortunately had to be out of
town. Without objection though, he has sent a statement and we
will introduce that in the record.

[The statement follows:]

PREPARED STATEMENT OF ROBERT M. ToBIAS, NATIONAL PRESIDENT, NATIONAL
TREASURY EMPLOYEES UNION

Mr. Chairman, Ranking Member Kohl, Members of the Subcommittee, on behalf
of the 150,000 federal employees, |nc|ud|ng many at the IRS, represented by the Na-
tional Treasury Employees Union, thank you for inviting me to testify today on the
issue of electronic browsing of tax return information by IRS employees. | deeply
regret that a previous commitment does not allow me to be here in person, but I
sincerely appreciate the opportunity to submit this statement for the hearing record
and would be happy to answer specific questions for the record as well.

Let me state at the outset that NTEU does not condone “browsing,” or the unau-
thorized inspection of taxpayer information by IRS employees or anyone else. We
have worked with the IRS to emphasize the seriousness of these offenses to the IRS
work force. In a joint Memorandum For All Employees, dated November 16, 1994,
(which is included in Appendix Il of the April 1997 GAO report on IRS Systems Se-
curity) Commissioner Richardson and | wrote: “Safeguarding public confidence in
the integrity and competence of the Service is a top priority for all employees. Each
of us must take seriously any perceived or real breach in public confidence and trust
in our ability to administer tax laws.”

The joint memo went on to say: “Our efforts to maintain taxpayer privacy also
includes continually improving Service ability to identify any employee who fails to
safeguard taxpayer information and, where appropriate, taking disciplinary action,
up to and including removal. This effort is not intended to impose an additional bur-
den on conscientious employees in their use of tax systems. It is, however, intended
as a concerted effort to maintain a work environment that reflects the highest
standard for the protection of sensitive taxpayer information.”

I am very distressed that recent information compiled by GAO and IRS indicates
that browsing has not been stopped by these efforts. | am particularly disturbed by
published reports concerning incidents of browsing by those with truly heinous ob-
Jectives such as the white supremacist, Mr. Czubinski.

While NTEU is committed to the total eradication of browsing and for that reason
will not oppose Senator Glenn’s bill, S. 523, to criminalize the unauthorized inspec-
tion of tax returns, the Subcommittee should know that my belief is the large major-
ity of browsing is misguided rather than malicious. Curiosity, rather than personal
gain seems to be the common motivation. In fact, the IRS report that was the basis
of the 1,515 instances of browsing in 1994 and 1995 also states: “It should be noted,
however, that many of these cases (about one third) which are detected through reg-
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ular IDRS security systems, are situations of accessing one’'s own account that is
generally attributable to trainee error.”

I would like to emphasize that | do not mean to try to excuse incidents of brows-
ing by noting that the motivation is for the most part not malicious. | understand
the serious impact that browsing has on the public’s ability to feel secure that their
tax documents are being held in a truly confidential manner and | pledge the co-
operation of my union, as | have in the past, in efforts to end any browsing.

As | stated earlier, | do not intend to oppose Senator Glenn’s bill, S. 523, but have
been working with him and the Treasury Department to clear up some concerns
about the adequacy of the language of the bill to clearly identify the distinctions be-
tween authorized and unauthorized inspections. IRS employees must inspect tax re-
turns and tax return information on a daily basis and care must be taken to ensure
that only willful and intentional actions of unauthorized browsing will be subject to
criminal penalties.

I realize that by the time of this hearing the House and Senate bills to make
browsing of tax returns a criminal offense will be very close to being on the Presi-
dent’s desk. It is not lost on me that the date of this hearing is April 15th, tax filing
day. | have been President of the National Treasury Employees Union, which rep-
resents IRS employees, for 13 years and associated with the Union for much longer.
| recognize that Americans do not enjoy paying their taxes and that many in Con-
gress choose the symbol laden April 15th to highlight their sympathy with their con-
stituents on the issue by acts aimed at reforming the IRS or the tax code. | don't
fault anyone for that, but | do hope that symbolism will not obscure the importance
of legislating in a prudent and judicious manner, especially when criminal penalties
are involved.

In addition to April 15th, this week holds another symbolically important date for
federal employees and, | hope, the country. April 19th will mark the second anniver-
sary of the bombing of the Oklahoma City Federal Building, which resulted in 169
deaths, mostly of federal employees who worked in the building. The GAO report
on IRS Systems Security that was the subject of a hearing in the Governmental Af-
fairs Committee last week and mentioned in numerous media stories associated
with the issue of browsing also found serious weaknesses in physical security for
IRS work sites. In fact, the report states that “primary weaknesses were in the
areas of physical and logical security.” (p.5, emphasis added.) The physical security
weaknesses were so serious that GAO refused to publish them for public review for
fear of further endangering IRS employees and the information kept at their work
sites. Yet, no hearings, closed to the public or otherwise, have been called. No bills
have been introduced. No symbolically important dates have been targeted for ac-
tion that would highlight Congressional concern or commitment to corrective legisla-
tion.

My hope, Mr. Chairman, is that you and other Members of Congress who have
jurisdiction over matters dealing with the IRS will request briefings from GAO on
the physical security threats they found in doing their recent report and address
those threats, which pose life threatening consequences, with the same zeal and
speed that the issue of unauthorized glancing at tax returns is being addressed. |
would suggest April 19th as an appropriate day to undertake corrective action.

| am attaching to my testimony an article that appeared in the New York Post
recently outlining a plan to have retail shops on the first floor of a New York City
federal building that houses IRS and FBI offices as an example of the kind of seri-
ous security problems that need to be addressed at IRS facilities.

Before concluding, Mr. Chairman, | would like to return to the issue of browsing
by IRS employees. Because | have honestly worked hard to make it clear to the
members of my union that browsing was totally unacceptable, I've been asking my-
self in light of the recent disclosures that it has not abated, why? Again, please do
not take my words as offering excuses, but as providing you with a sense of the cul-
ture IRS workers operate in that could help explain why seemingly clear directives
do not have the impact they should.

As any parent knows, consistency and fairness are the cornerstones to good be-
havior. Rules are more likely to be followed when expectations are consistently put
forth and the measures of meeting expectations fairly applied. Unfortunately, con-
sistency and fairness do not reflect the current culture at IRS. And some of that
is Congress’ fault.

Budget cuts and policy changes swing back and forth on a yearly pendulum. In
debates on Taxpayer Bill of Rights and other similar legislation, IRS employees hear
sentiments that would indicate that their most important priority is to ensure that
taxpayers (or in many instances, tax-owers) are treated with the utmost in tact and
politeness, regardless of the fact that they may have thrown a brick through your
car window when you tried to get them to pay what they owe. Just weeks later,
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in Congressional debates IRS workers can hear loud support for contracting out tax
collection to the private sector because the IRS employees aren’t aggressive enough
(and can't legally be motivated by quotas or monetary incentives) at collecting the
revenue that is owed to the Treasury.

One of my personal favorite Congressional flip-flops was on the administration of
the Earned Income Tax Credit. First, IRS was called to Congress to explain why
there was so much fraud being perpetrated under the program. They were beaten
up pretty badly and instituted a good fraud detection system for the program. Then
they were called to the Hill to explain why EITC refunds were being delayed in
order to ensure that no fraud was committed.

As I'm sure you know, IRS employees have also recently been facing downsizing,
furloughs and Reductions in Force. | cannot overstate how much these proposals un-
dermine employees’ morale, especially when these actions are accurately perceived
as being not thoroughly analyzed or fairly implemented, as in the case of the IRS
Field RIF.

As | said at the outset of this section, | do not mention these things to provide
excuses for browsing tax returns, but to illustrate that the current real or perceived
inconsistencies and unfairnesses of the current IRS culture make it difficult to con-
vince IRS employees that the important “must follow” rules of today (such as those
against browsing) will be the same tomorrow, because they often aren't.

Thank you again for inviting me to testify today. | would be happy to provide an-
swers for the record to any questions you might have.

[From the New York Post, Mar. 7, 1997]
G-MEN FEAR WHOLESALE SLAUGHTER IN NEW HQ

(By Niles Lathem)

Jittery FBI and IRS agents say a government plan to let trendy shops rent space
in their high-security downtown Manhattan building will make them vulnerable to
terrorist attack.

The General Services Administration, which manages federal buildings is going
ahead with a plan to lease prime first-floor space in the federal building at 290
Broadway to private vendors despite the security concerns, The Post has learned.

The rentals could make millions of dollars for Uncle Sam.

Agents fear that the shops, uncontrolled by federal security, would offer terrorists
and madmen an easy way into their building.

The building is considered a prime target for terrorists because both the FBI and
the IRS do their business there.

The controversy comes just as security at all federal buildings, military installa-
tions and airports is being boosted, fueled by tensions in the Middle East, the trial
of accused Oklahoma City bomber Timothy McVeigh and the approach of April 19—
the anniversary of the bombing and the fiery ending of the Waco, Texas, siege.

Security is high at 290 Broadway.

All visitors are carefully screened, and extra measures have been taken to protect
the building’s perimeter.

Sidewalk traffic is monitored. No unauthorized cars are allowed to park at the
curb. Delivery trucks are not allowed to double-park.

But, according to people who work inside, the security measures could be neutral-
ized if the GSA goes ahead with its plan to build a trendy shopping area downstairs.

“We believe the potential for placing a bomb directly outside or inside these stores
could be greatly increased as a result of these commercial rentals,” managers of the
IRS, the FBI and the Environmental Protection Agency said in a letter to the GSA.

“Since public access to these areas would be uncontrolled and delivery and repair
work would not be supervised by the building guard service, security as a whole
would be severely compromised.”

But the GSA is undeterred.

“The development of retail space was part of the terms of our acquisition of land
from New York City in 1990,” GSA spokeswoman Rene Misscione told The Post.

“We are aware of the security concerns and these are matters we take seriously.
These concerns are being taken into consideration in the negotiations,” she added.

The FBI, which conducts its anti-terrorism and organized-crime investigations out
of the building, has plenty of enemies. The IRS also is a potential terrorist target.

The IRS wants to use the storefronts for taxpayer service—a move that would in-
crease security by keeping the general public out of the main section of the building.
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Now people coming in for audits or picking up forms have to go through a metal
detector and up to the fifth floor.

But the GSA has said the IRS would have to pay a lot more rent as well as foot
the bill for renovating the space. The IRS has been unable to afford it.

STATEMENT OF SENATOR KOHL

Senator CampPBELL. | thank all of our witnesses for being patient
this morning. With that, Senator Kohl, do you have a statement?

Senator KoHL. | thank you, Senator Campbell. I also would like
to thank Senator Glenn for taking the time to testify before us
today. His presence here and his hard work on this issue are clear
demonstrations that IRS management and mismanagement are of
deep concern to Democrats and Republicans alike.

I will keep my opening statement brief today as | have a very
busy morning ahead. | have to finish up on my taxes. [Laughter.]

Senator CAMPBELL. Good luck.

Senator KoHL. In fact, | see that Commissioner Richardson is on
the last panel of the morning. Perhaps if 1 work hard enough |
could hand in my returns to her at the end of the hearing.

On a more serious note, today our hearing will address employee
misuse of taxpayer files, or what the papers have termed snooping.
With all the recent press coverage of IRS problems with their com-
puter systems and their general management, some might think a
few IRS employees snickering over Elvis Presley’s returns is not a
serious issue. | could not disagree more.

Eighty-three percent of all income taxes collected by the IRS—
that would be about $760 billion a year—are sent in voluntarily.
That is amazing. That means that our current tax collection system
relies heavily on Americans willingness to follow tax laws and pay
what they owe. These recently reported incidents of snooping by
IRS employees, and the IRS’ inconsistent treatment of employees
caught snooping, puts in jeopardy this incredibly high compliance
rate.

Would you want to buy a house if you knew a peeping Tom lived
next door? Do you want to send in a record of your most personal
financial transactions if you think IRS employees might with impu-
nity be browsing through your tax returns?

Concerns for the privacy for citizens who willingly provide infor-
mation to Government agencies led to the enactment last year of
the Economic Espionage Act, a bill which | authored. That legisla-
tion includes a provision making it a crime to look at information
stored in any Federal Government computer without proper au-
thorization. Senator Glenn’s legislation, of which I am a cosponsor,
also makes a crime the unauthorized inspection of any tax return,
be it on paper or the computer. These are the first steps we need
to take to restore taxpayers’ faith in the IRS.

Another step is this morning’s hearing. Today | hope our wit-
nesses will tell us how these incidents of unpunished snooping oc-
curred and what is being done to keep them from happening again.

I look forward to discussing this with our witnesses this morning,
and | hope that we can leave today with a renewed commitment
for the IRS, Treasury, and Congress to complete the task started
in 1992, a zero tolerance policy for snooping.

Senator CAMPBELL. Senator Shelby.
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STATEMENT OF SENATOR SHELBY

Senator SHELBY. Thank you, Mr. Chairman. Mr. Chairman, |
have a short statement. | appreciate first, Mr. Chairman, you hold-
ing this hearing today on such an important task as the security
of the American people’s tax and financial information. But, Mr.
Chairman, in my view this hearing today is about a lot more than
ensuring the integrity of the American people’s financial records. It
goes right to the issue of whether or not the American people can
trust their Government.

It has been said many times before that the power to tax is one
of the most ominous powers given to the Government. If there is
any area in which the American people need to be able to trust
their Government, it is in the area of tax collection.

The recent revelation of IRS' employees snhooping through peo-
ple’s files without authorization only undermines that trust. This
abuse of power, Mr. Chairman, raises a couple of serious concerns,
and | hope that today’s panel can help address them.

First, it does not seem to me that the IRS has any idea how bad
this problem is. If I was in charge at the IRS and this problem was
brought to my attention, it would seem to me that the first thing
I would want to do is to get some sense of how widespread the
problem is, Mr. Chairman. There would need to be some way to ac-
curately measure how many violations have occurred. | am not
aware of any such procedure in place at the IRS, but | hope there
will be.

Another concern, Mr. Chairman, is that the IRS has been aware
of the problem of file snooping for several years now, and their at-
tempts to address it have not only been ineffective but have ap-
peared to me to reflect a lack of commitment to stamping out this
problem. The lengthy delay in responding to this problem, the gap-
ing holes left in the IRS security, and the seemingly weak discipli-
nary action are all prime examples.

I look forward to hearing our witnesses today.

Senator CampPBELL. With that, Senator Glenn, if you would like
to proceed. Welcome to the committee.

STATEMENT OF SENATOR GLENN

Senator GLENN. Thank you very much, Mr. Chairman. | appre-
ciate being here with you today as the subcommittee takes a look
at taxpayer privacy and IRS records. | want to thank you, Mr.
Chairman, for convening this important hearing, and also want to
thank the ranking member, Senator Kohl, for his efforts. I remem-
ber when the Senator from Wisconsin was a key member of the
Governmental Affairs Committee, before he gave up all the glitter
and glamour of that committee for the humdrum work of the Ap-
propriations Committee. Senator Kohl did do a lot of work on pri-
vacy matters and Government information and public access, some
of the things that you are addressing here today. We do miss him
on our committee.

By the end of today, hardworking citizens across this land will
have voluntarily shared their most personal and sensitive financial
information with their Government. All Americans should have un-
bridled faith that their tax returns will remain absolutely confiden-
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tial and will be zealously safeguarded. That is the hallmark of our
taxpaying system. If this trust is breached, it shakes the whole
foundation of our very Government. No wonder we have some of
the cynical attitude that is too often exhibited today.

That is why I am so hopeful that today Congress will finally pass
legislation | had first introduced a couple of years ago to outlaw
what | have come to term as computer voyeurism. That is, the un-
authorized inspection of your own tax information by those not en-
titled to see it. Some of our interest in this goes back several years.

In 1993 and 1994, as chairman of the Governmental Affairs Com-
mittee, | held hearings which first exposed this insidious practice.
We had come across this problem almost by happenstance, by a ref-
erence—it was a footnote, as a matter of fact, to an internal IRS
report contained in one of the first chief financial officer audits that
are required to be done and are performed by the General Account-
ing Office on the IRS.

We conducted a couple of hearings to further investigate this
matter. And it turned out that between 1989 and 1994, more than
1,300 IRS employees had been investigated on suspicion of snoop-
ing through private taxpayer files, confidential information that is
supposed to be for official use only.

Now, Mr. Chairman, at least 99 percent of the employees over
there are very hardworking, honest people doing the best job they
know how. But my hearings revealed that a few IRS employees had
been browsing through the financial records of family members, ex-
spouses, coworkers, neighbors, friends, and others they saw as
their enemies. Still others had submitted fraudulent tax returns
and then used their special access to monitor how IRS was process-
ing those returns. Other workers had used their computers to issue
fraudulent refunds to family and friends. And at least one em-
ployee was reported to have altered some 200 accounts and re-
ceived kickbacks from those inflated refund checks.

All American taxpayers were outraged to know that the most
personal information they voluntarily and in good faith provide to
the Government could, in effect, become an open book for others’
private entertainment.

Even worse was the pitifully low numbers fired for committing
these awful actions. It turned out that no criminal penalties existed
for many kinds of these browsing offenses. We all know they are
wrong, but there was no law that really addressed them. There was
a legal loophole that allowed you to get off the hook if you did not
disclose tax information to others or altered those returns. That is
what we have been working to correct through legislation.

At our hearings, the Commissioner of Internal Revenue pledged
to implement a zero tolerance policy, and she has undertaken sev-
eral initiatives. 1 want to give her credit for acknowledging the
problem, trying to address it, and working with me on this legisla-
tion. They have over 100,000—I think it is 106,000 employees at
IRS, Mr. Chairman. About 50,000, I understand, work directly on
taxpayer returns all through the year. We need to tighten up on
what those employees can do.

But it is very difficult to set up a completely foolproof system.
And it is expensive to do that, also. So some of the problem with
modernizing the system over there, we have to acknowledge, comes
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back to us here in the Congress, | am sorry to say. The Commis-
sioner has said that she favors this particular legislation on tight-
ening up and eliminating the loophole that | described briefly a mo-
ment ago.

To evaluate the effectiveness of actions that she had taken to try
and reach a zero tolerance, there is a system called EARL. It is a
new computer detection system. So | asked the GAO and the in-
spector general at the Department of the Treasury to examine the
results. That was the report that was released last week that was
widely reported in the news.

The findings of GAO's report are very disturbing. Just as impor-
tant, their conclusions are affirmed by the IRS in a comprehensive
internal report of their own compiled last fall. They are also but-
tressed to some extent by the Treasury inspector general’s review.
The report is restricted to limited official use only. It is on IRS
computer security controls so we could not release it.

But the bottom line is, although the IRS’ efforts in this area are
well-intentioned, unfortunately they have come a little late and fall
short of the commitment and determination sorely needed to tackle
this problem head on. GAO found that serious weaknesses in IRS’
information security makes taxpayer data vulnerable to unauthor-
ized use, to modification, and even to destruction.

The IRS also has no effective means for measuring the extent of
the browsing problem, the damage being done by browsing, or the
progress being made to deter browsing. As | said, it is very dif-
ficult, and it is also expensive to set up what would be a foolproof
system.

Finally, and this is something I am having GAO look at further,
we do not know to what extent detection and control systems exist
in other IRS data bases besides IDRS, the primary taxpayers’ ac-
count system examined here. | was also struck by the candor in the
IRS’ own internal report on the EARL detection system. That re-
port found its progress painfully slow, to use their own words, and
quite distressing to me, indicated that some employees felt IRS
management did not aggressively pursue browsing violations.

Moreover, some IRS workers, when confronted about their snoop-
ing activities, saw nothing wrong and believed it would be, to use
their words, of no consequence to them even if they were caught.
Obviously, we have to fix that. When you have over 1,515 inves-
tigations of browsing since the hearings and only 23 workers
fired—I think the figures are another 480-some counseled, 392 got
some sort of disciplinary punishment, that just shows in our zero
tolerance policy, we have a long ways to go before we reach it.

So, Mr. Chairman, | appreciate your letting me appear this
morning and add my remarks to your deliberations here. We have
legislation that Senator Coverdell and | are working on together
that |1 hope reaches the floor of the Senate either today or tomor-
row that will address this loophole whereby people taken to court
and found guilty were, on appeal, exonerated because the law had
said they could be punished only if they passed the information on
to somebody else. That snooping for their own voyeurism or what-
ever was not really against the fine print of the law. So that is
what we are hoping to close today or tomorrow with legislation on
the floor.
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I would be glad to try to answer any questions you might have.

Senator CAampPBELL. Thank you. Thank you for your leadership on
this issue, Senator Glenn.

You mentioned the person that had altered 200 accounts and got
kickbacks. There was nothing in his actions that were not already
against an existing statute?

Senator GLENN. Yes; | think they were fired and that person
was—I| do not know what the penalty was for that, but he was
prosecuted.

Senator CAMPBELL. Thank you. Senator Kohl.

Senator KoHL. | have no questions, Mr. Chairman.

Senator CAMPBELL. Senator Shelby.

Senator SHELBY. No questions.

PREPARED STATEMENT

Senator CampBELL. Thank you for your appearance, Senator
Glenn, we do appreciate it. We will insert your complete statement
in the record.

Senator GLENN. Thank you, Mr. Chairman.

[The statement follows:]

PREPARED STATEMENT OF SENATOR GLENN

| appreciate being here with you today as the Subcommittee takes a look at Tax-
payer Privacy and IRS Records.

I want to thank the Chairman, Senator Campbell, for convening this important
hearing. | also want to thank the Ranking Member, Senator Kohl for his efforts.

I remember when the Senator from Wisconsin was a key member of the Govern-
mental Affairs Committee—before he gave up all the glitter and glamour of our
panel for the “humdrum” of the Appropriations Committee. Senator Kohl did a lot
of work on privacy matters, government information, and public access. We miss
him.

By the end of today, hard-working citizens across the land will have voluntarily
shared their most personal and sensitive financial information with their govern-
ment.

All Americans should have unbridled faith that their tax returns will remain ab-
solutely confidential and zealously safeguarded. That is the hallmark of our tax-
paying system. If this trust is breached, it shakes the whole foundation of our very
government.

That is why | am so hopeful that today Congress will finally pass legislation |
had first introduced a couple of years ago to outlaw what | have come to term as
“computer voyeurism”. That is the unauthorized inspection of your own tax informa-
tion by those not entitled to see it.

In 1993 and 1994, as Chairman of the Governmental Affairs Committee, | held
hearings which first exposed this insidious practice. We had come across this prob-
lem almost by happenstance—by a reference to an internal IRS report contained in
one of the first Chief Financial Officer (CFO) audits performed by the General Ac-
counting Office (GAO) on the IRS.

We conducted a couple of hearings to further investigate this matter. It turned
out that between 1989-1994, more than 1,300 IRS employees had been investigated
on suspicion of snooping through private taxpayer files—confidential information
that is supposed to be for official use only.

My hearings revealed that some IRS employees had been browsing through the
financial records of family members, ex-spouses, coworkers, neighbors, friends, and
“enemies”. Still others had submitted fraudulent tax returns and then used their
special access to monitor how IRS was processing those returns. Other workers had
used their computers to issue fraudulent refunds to family and friends. At least one
employee was reported to have altered some 200 accounts and received kickbacks
from those inflated refund checks.

All American taxpayers were outraged that to know that the most personal infor-
mation they voluntarily and in good faith provide to the government could, in effect,
become an open book for others’ private entertainment.
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Even worse was the pitifully low numbers of employees fired for committing these
awful actions. It turned out that no criminal penalties existed for many kinds of
these browsing offenses. There was a legal loophole that allowed you to get off the
hook if you did not disclose tax information to others or altered those returns. That
is what | am working to correct through legislation.

At our hearings, the Commissioner of Internal Revenue pledged to implement a
“zero tolerance” policy and has undertaken several initiatives. | give her credit for
?ck_nowledging this problem, trying to address it, and working with me on this legis-
ation.

To evaluate the effectiveness of these actions, particularly “EARL"—its new com-
puter detection system—I asked GAO and the Inspector General at the Department
of the Treasury to examine the results.

The findings of GAQO'’s report are disturbing. Just as important, their conclusions
are affirmed by the IRS in a comprehensive internal report of their own compiled
last fall. They are also buttressed to some extent by the Treasury IG’s review (the
report is restricted to “Limited Official Use”) on IRS computer security controls.

The bottom line is although the IRS efforts in this area are well-intentioned, un-
fortunately, they have come too late and fall far short of the commitment and deter-
mination sorely needed to tackle this problem head-on.

GAO found that serious weaknesses in IRS' information security makes taxpayer
data vulnerable to unauthorized use, modification, and destruction. The IRS also
has no effective means for measuring the extent of the browsing problem, the dam-
age being done by browsing, or the progress being made to deter browsing. Finally,
and this is something I'm having GAO look at further, we don’t know to what extent
detection and control systems exist in other IRS databases, besides “IDRS", the pri-
mary taxpayers’ account system examined here.

| was also struck by the candor in the IRS’' own internal report on the “EARL”
detection system. That report found its progress “painfully slow”, and, quite dis-
tressing to me, indicated that some employees felt IRS management did not “aggres-
sively pursue” browsing violations. Moreover, some IRS workers, when confronted
about their snooping activities, saw nothing wrong, and believed it would be of “no
consequence” to them even if they were caught.

We have to fix that. When you have over 1,500 investigations of browsing since
my hearings, and only 23 workers fired, something just ain’t right. That doesn't
sound like “zero tolerance” to me.

Again, | appreciate your interest in this important issue and want to offer any
help I can.

Thank you.



PANEL 2

DEPARTMENT OF THE TREASURY
STATEMENT OF LAWRENCE SUMMERS, DEPUTY SECRETARY
INTRODUCTION OF WITNESS

Senator CampBELL. We will now take the second panel which will
be the Honorable Larry Summers, Deputy Secretary of the U.S. De-
partment of the Treasury. Larry, thank you for appearing. | under-
stand you are on a tight schedule, Larry, so if you want to abbre-
viate your comments, without objection, we will take all of your
written testimony and put that in the record.

ORAL STATEMENT OF MR. SUMMERS

Mr. SUMMERS. Thank you very much, Mr. Chairman. | am glad
to be here. We have always had a good working relationship with
this committee and Secretary Rubin and | look forward to working
with you as our new chairman and ranking member.

We at Treasury are very much aware of the critical management
problems at the IRS, the problems associated with TSM which are
by no means behind us, and the seriousness of the recent incidents
involving browsing.

Before | get into those subjects I want to acknowledge the fact
that today is April 15. That it brings to a close what is an impor-
tant annual ritual in America, the payment of taxes. A task that
none of us enjoy but that the vast, vast majority of us carry
through with in an honest and complete way.

And | want to thank 100,000 honest and dedicated IRS employ-
ees who make this possible. To date we have processed 76 million
returns. Versus last year, | am pleased to report that electronic
filed returns are up 25 percent, that 36 percent more taxpayers
have been serviced over the telephone than last year, and the accu-
racy rate has increased from 90 to 93 percent. The IRS web site
has received over 95 million hits, and | was pleased that an AP poll
released last week reported that 7 out of 10 taxpayers give the IRS
a positive rating on its ability to handle returns and inquiries.

We need to build on that record. Let me be clear. No one can be
satisfied with where we are, but | think it is worth on this special
day acknowledging a successful filing season.

BROWSING

Let me now turn to the question of browsing. The Treasury De-
partment’s policy is very simple: willful, unauthorized access to
taxpayers’ records will not be tolerated. Those who violate the rules
will be punished swiftly, surely, and with appropriate severity.
Total respect for the privacy of information provided by taxpayers
is integral to high quality customer service and voluntary compli-

(13)
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ance; the foundation of our system of taxation. That is why, in 1993
in response to incidents of violation of that policy the IRS an-
nounced what was intended to represent an aggressive policy to
combat unauthorized access to taxpayer records.

It is clear, however, that this policy was not as effectively de-
signed or implemented as it should have been. So dealing with this
problem calls for additional action on the legal front, the manage-
rial front, and the technical front.

On the legal front, unauthorized access or inspection is not now
in itself a criminal offense. It should be. That is why we at Treas-
ury, as well as Commissioner Richardson, believe that the
antibrowsing legislation introduced by Senator Glenn and a com-
panion bill introduced by Congressman Archer in the House need
to be enacted as soon as possible. We have worked with Senator
Glenn and his colleagues to draft this legislation and have pro-
moted it from the beginning.

On the managerial front, we agree with the Congress that appro-
priate penalties for IRS employees engaged in unauthorized access
must be applied uniformly, firmly, and fairly if the IRS is to con-
vince its employees and the public that unauthorized access to tax-
payer information will not be tolerated.

But penalties are only a deterrent. On the technical front, the
IRS needs to strengthen its computer systems to prevent and de-
tect unauthorized access. Dramatically improved security mecha-
nisms will be an integral part of the architecture for modernized
tax systems which the Congress will receive in May. Secretary
Rubin and | have ordered the IRS to report in 1 month on what
it proposes to do both managerially and technically to better ad-
dress this problem.

We have further asked the IRS to identify in its report what best
practices may be learned from other enterprises, public and pri-
vate, which acquire and process very sensitive information such as
medical and financial records. As soon as that report is complete
we will convene our modernization management board to agree on
appropriate action.

Browsing though is by no means the only significant problem
that the IRS faces. | would like now to briefly summarize our plan
to improve the management and operations of the IRS.

TREASURY PLAN TO IMPROVE THE IRS

Secretary Rubin and | recognized in testimony last year before
the Congress that the modernization program, as we put it at the
time, was off track. We called for a sharp turn and made clear our
determination to bring about change in the way the IRS uses infor-
mation technology and provides customer service. And there has
been some important change.

A new Associate Commissioner for Modernization and Chief In-
formation Officer, Art Gross, has been brought into the IRS. Fol-
lowing his review of technology projects we have canceled or col-
lapsed 26 programs into 9, saving in several cases hundreds of mil-
lions of dollars in expenses that otherwise would have played out
over time because we judged the projects not to be worthwhile on
a go-forward basis.
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Second, we will be submitting a draft request for proposal for a
tax systems modernization prime contractor to Congress and to in-
dustry on May 15, 10 weeks ahead of the congressionally mandated
date. On May 15 of this year we will submit to Congress an archi-
tectural blueprint which will clearly describe what modernization
would and would not include and how the pieces fit coherently to-
gether.

Steps such as these are only a beginning. Everyone in the proc-
ess recognizes that these problems with the IRS have developed
over decades and will not be solved overnight, or even over a couple
of filing seasons.

As we go forward, it is important that we have a framework in
which the IRS has the best prospect of carrying out these very dif-
ficult tasks. Toward that end, we have proposed and have dis-
cussed with members of the IRS commission and with a number
of congressional committees five steps that we believe are impor-
tant if the IRS is to work more effectively.

First, we must strengthen and make more proactive our over-
sight of the IRS. We will consolidate the success of the moderniza-
tion management board by making it permanent and extending its
mandate to cover the broad range of strategic issues facing the
IRS. In many ways, within Government this entity functions like
the board of directors of a troubled corporation with outsiders from
the agency meeting monthly to review and approve, and in some
cases disapprove, strategic plans that are proposed, and to ensure
the top executives of the IRS are held accountable for performance.

We will also establish a blue ribbon advisory committee to bring
private sector expertise to bear.

Second, we must work and will work to enhance and strengthen
the IRS’ ability to manage its operations working with Congress
and the union to improve management flexibility in crucial areas
such as personnel and procurement. In return, employees of the
IRS, as in any well-managed business, will be held accountable for
results.

Third, we will work with Congress to help the IRS get the stable
and predictable funding it needs to operate more effectively, par-
ticularly where capital investments and projects with measurable
financial paybacks are concerned.

Fourth, we will work to simplify our 9,451-page tax code. Yester-
day the administration introduced a revenue neutral package of
more than 60 simplification measures and we will continue to build
on this base. These measures will save individuals and businesses
literally millions of hours that are now spent in filing tax forms.

Fifth, leadership is crucial to performance. Commissioner Rich-
ardson has guided the IRS through some difficult times. As we
move forward we are committed to appointing a new commissioner
whose past experience, different from that of most previous com-
missioners, is with the challenges of organizational change, cus-
tomer service, and improved information technology management,
because we see these as the crucial challenges that the IRS now
faces.

In conclusion, Justice Holmes said that taxes are what we pay
for civilization. It is essential that our Nation have the kind of tax
collection system that the American people deserve. We at the
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Treasury are determined to work closely with you toward that ob-
jective.
I would be happy to answer any questions that you may have.

PREPARED STATEMENT

Senator CampBELL. Thank you, Mr. Summers. We have your
complete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF DEPUTY SECRETARY LAWRENCE SUMMERS
INTRODUCTION

I am pleased to be here today to talk with you about Treasury’s plan to implement
lasting solutions to difficulties the IRS has encountered and, more specifically, the
issue of unauthorized access by IRS employees to tax returns and taxpayer records.
| understand that this is the first of a series of hearings your Committee will be
holding over the next two months on Treasury operations as you begin your review
of the Department’s budget requirements for the next fiscal year. This Committee
has been very supportive of the key role Treasury plays in Government as tax ad-
ministrator, revenue collector, law enforcer, financial manager and regulator. Sec-
retary Rubin and | look forward to working with you and members of your Commit-
tee throughout the coming year.

This is the day that Americans fulfill their annual obligation to pay their taxes.
As such, it is an appropriate moment to recall both the purpose of taxation as well
as what Americans ought to demand of their system of tax collection. Taxes funds
our armed forces, our children’s education, and our parents’ health care, and they
finance advances in science and technology that benefit us all. They play a critical
role in sustaining our society.

However, recent announcements about problems in modernizing the computer sys-
tems of the IRS have focused attention on its shortfalls and provoked an important
debate about how best to improve it. | would like to begin this morning by address-
ing the specific topic of today’s session, the issue of unauthorized access by IRS em-
ployees of tax returns and taxpayer information. | want to thank the Congress and
others for their continued focus on this matter, which is helping to ensure that it
gets the attention it deserves. In turn, | will also discuss specific elements of the
Administration’s five-point plan for reform of the IRS.

UNAUTHORIZED ACCESS OF TAX RETURNS

From the Department’s perspective, total respect for the privacy of information
provided by taxpayers is integral to high quality service and voluntary compliance—
the foundation of our system of taxation. That is why, in 1995, in response to inci-
dents of violation of that privacy, the IRS announced what was intended to rep-
resent an aggressive policy to combat unauthorized access to taxpayer records. Two
years later, however, it is clear that this policy was not effectively designed or im-
plemented and penalties are neither sufficiently consistent nor severe to put an end
to unauthorized access.

A key problem is that unauthorized access or inspection is not itself a criminal
offense. In our view, it should be. We, at Treasury, as well as Commissioner Rich-
ardson, believe that the anti-browsing legislation introduced by Senator Glenn, and
a companion bill introduced by Congressman Archer in the House, developed with
our active participation from the beginning of the process, a bill we worked together
to draft, should be enacted as soon as possible.

As the Congress has recognized, appropriate penalties for IRS employees engaged
in unauthorized access must be swift and sure if the IRS is to convince its employ-
ees and the public that unauthorized access to taxpayer information will not be tol-
erated. Unauthorized access represents a fundamental violation of the public’s trust
in the confidentiality of tax returns and return information.

Significant progress was made on this issue last year when the Economic Espio-
nage Act of 1996 amended the Federal wire fraud statute, to make unauthorized
access by computer to information from any department or agency of the United
States a separate misdemeanor offense. In view of these provisions, “browsing” a
Federal computer is already punishable as a crime.

However, the bills before the House and Senate today would amend the Internal
Revenue Code to specifically prohibit the unauthorized access or inspection of tax
returns and return information, whether or not the information is relayed to some-
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one else, criminalizing activities not punishable under current law. For instance,
they would prohibit the unauthorized inspection of non-computerized tax informa-
tion, such as “hard-copies” of paper returns or return information. They would also
prohibit unauthorized inspection of State or local government computers (not cov-
ered by the Economic Espionage Act amendments last year) when Federal tax infor-
mation has been conveyed to them. Finally, even in cases that are already prohib-
ited under current law, the new misdemeanor will provide prosecutors with an addi-
tional tool to obtain a plea bargain or to use in cases where they feel that other
provisions of the law should not be invoked.

While the new legislation would strengthen our hand in putting an end to unau-
thorized access, it is important to remember that penalties are only a deterrence.
In addition, the IRS needs to strengthen its computer systems to detect and prevent
unauthorized access before it occurs. Secretary Rubin and | have ordered the IRS
to report within one month on what it proposes to do both managerially and tech-
nically to better address this problem. Let us be clear, however, that this problem
is not one confronted by the IRS alone. Every organization that depends on complex
computer systems faces a similar challenge. Therefore, the Secretary and | have also
asked the IRS to identify in its report what best practices might be copied from
other enterprises, both public and private, which acquire and process sensitive infor-
mation, such as medical and financial records. As soon as that report is complete,
we will convene a special meeting of the Modernization Management Board to agree
on appropriate action.

In short, Mr. Chairman, Our policy is simple: Willful unauthorized access will not
be tolerated. Our goal is also simple: We want quick, appropriate and severe pen-
alties for those who violate these rules.

While it is vitally important that Congress pass the legislation | have mentioned,
let me share with you some of the administrative steps we have already taken.

Under Treasury's oversight, the IRS has:

—Expanded use of the Electronic Audit Research Log (“EARL”) to identify in-

stances of unauthorized access;

—Created an “800” number offering tips about unauthorized inspections;

—Hired new managers in computer security; and

—Put in place disciplinary procedures that include provisions up to and including

dismissal, for employees who are found to have violated the privacy policy.

In addition, IRS employees have been provided with:

—Warnings to employees on unauthorized access to taxpayer records when docu-

ments are accessed by computer;

—Training on the privacy policy of §6103;

—Regular refreshers on §6103; and

—Privacy guidelines which explicitly condemn unauthorized browsing of taxpayer

records.

We expect that these actions as well as others enumerated in the GAO report is-
sued last week will exert a strong deterrent effect on employees who might other-
wise be tempted to perform unauthorized inspection of taxpayer records.

MANAGEMENT REFORM

To improve our ability to handle this and the other issues facing the IRS, signifi-
cant changes are needed. | would now like to turn to our plan to improve the man-
agement and operation of the IRS.

Over the last year, the Treasury Department has focused intense efforts on im-
proving the IRS. The National Commission on Restructuring the IRS, led by Senator
Bob Kerrey and Congressman Rob Portman, has already made a significant con-
tribution to the ongoing discussion. A consensus has emerged among a wide group
of stakeholders, from business executives to Members of Congress to leaders of the
National Treasury Employees Union. The message is clear: it is time for change.

| believe that in the next year or so we have the opportunity and the obligation
to bring about the most far-reaching changes in the way the IRS is managed and
in the way it does its business in decades. It will be the task of management at
the IRS to manage information technology better and to harness it toward the goal
of better customer service. What | would like to provide today is the Treasury De-
partment's view of how to establish a framework within which the IRS can best get
its mission accomplished. | use the phrase “get its mission accomplished” delib-
erately to underscore the fact that the IRS of the future will have to contract out,
outsource, partner with the private sector, and rely on outside vendors to a much
greater extent than the IRS of the present.

Secretary Rubin and | recognized last year in testimony before the Appropriation
Committees that the IRS’s modernization program was, as we put it at the time,
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off track. We called for a “sharp turn” and made clear our determination to bring
about change in the way the IRS uses information technology and provides customer
service. And there has been change. Specifically:

—We have appointed a new Chief Information Officer at the IRS, Art Gross. Fol-
lowing his review of technology projects, we canceled or collapsed 26 programs
into nine.

—The IRS has increased outsourcing. The percentage of contractors, as opposed
to IRS staff, working on tax systems modernization has increased from 40 to
64 percent over the past two years. The number of IRS staff working on tax
systems modernization has decreased from 524 to 156. And we expect to pursue
a prime contractor for systems modernization and integration and to develop an
outsourcing strategy for submissions processing.

—The IRS has made progress in eliminating paper. This year, we estimate that
19.2 million Americans will file electronically by telephone or computer, up from
11.8 million taxpayers in 1995.

—While there is a long way to go, the IRS has made progress in being able to
respond to all incoming calls.

—The IRS has improved customer service by beginning to change the internal cul-
ture of the IRS. Last summer, President Clinton signed bi-partisan legislation
enacting the Second Taxpayer Bill of Rights, which vastly increased our number
of taxpayer advocates. After interviewing our head Taxpayer Advocate on NBC's
Today Show, Katie Couric proclaimed that Americans have a friend at the IRS.

—We will be submitting a draft Request for Proposal for a Tax Systems Mod-
ernization prime contractor to Congress and to industry on May 15, ten weeks
ahead of the required due date.

—On May 15 of this year, we will submit to Congress an architectural blueprint
which will clearly describe what modernization would and would not include
and how the pieces fit coherently together.

Steps such as these are obviously only the beginning. Everyone involved in this
process at Treasury, the IRS, Congress, and the union has recognized that the prob-
lems at the IRS have developed over decades and will not be solved overnight or
even over a couple of filing seasons. Only if we confront problems directly—from
protecting taxpayers’ privacy to using technology to making sure the phones are an-
swered—will we build an IRS for the 21st century.

As we chart our new course, our focus will center on five critical areas to effect
broad change: (1) oversight; (2) flexibility; (3) budgeting; (4) tax simplification; and
(5) leadership. Let me address each of these in turn.

First, Treasury has strengthened and made proactive our oversight of the IRS. We
will consolidate the success to date of the Modernization Management Board (MMB)
by making it permanent and extending its mandate to cover the broad range of stra-
tegic issues facing the IRS. We will also establish a Blue Ribbon Advisory Commit-
tee to bring private sector expertise to bear on the management of the IRS.

Oversight of the IRS by the Treasury department is the best way to ensure the
IRS'’s accountability to the American people and to coordinate tax collection with tax
policy. Through the Treasury, the IRS is able to bring concerns about the difficulty
of administering tax changes to senior Administration officials; | raise these con-
cerns frequently in tax policy discussions with policymakers in the White House and
throughout the Administration. In addition, the IRS is able to draw upon Treasury
resources for critical projects, as demonstrated by our current cooperation on the
Year 2000 conversion.

Going forward, first, we have set up a Modernization Management Board com-
prised of senior officials from Treasury, the IRS, and other parts of the Administra-
tion. The Modernization Management Board is directed at overseeing the informa-
tion technology programs and functions in many ways like a corporate board, ap-
proving major strategic decisions and investments.

Second, we will also establish a blue ribbon Advisory Committee, reporting di-
rectly to the Secretary of the Treasury, to bring private sector expertise to bear on
the management of the IRS. This committee, composed of senior business execu-
tives, experts in information technology, small business advocates, tax professionals,
and others will meet regularly to make recommendations on major strategic deci-
sions facmg the IRS.

Second, we will enhance and strengthen the IRS's ability to manage its oper-
ations, working with Congress and the union to improve management flexibility in
personnel and procurement. In return, employees of the IRS, as in any well-man-
aged business, will be held accountable for results. Second, we will enhance and
strengthen the IRS'’s ability to manage its operations. The IRS faces a multitude of
restrictions—restrictions that would be unacceptable in the private sector—that
hamper its ability to provide efficient service. For example:
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—The IRS should be able to attract and retain the highest quality information

technology specialists and other professionals.

—The IRS should not face rules that make restructuring the work force needlessly

difficult for employees and the employer.

To strengthen the Commissioner’s ability to effect change, we at Treasury will
work with Congress, the Commission, and the union to improve flexibility: to bring
on people with specific skills more quickly, to pay them more competitively, and to
give them the training they need. Many of these changes will require legislation,
and we expect to propose this legislation to Congress later this year.

In return, if legislation is passed, employees of the IRS, as in any well-managed
business, will be held accountable for results.

Let me add that in taking these steps, we are committed to maintaining the inde-
pendence and freedom of the IRS from political influence.

And a crucial part of any strategy for improving flexibility has to be outsourcing.
Just as private industry has found that outsourcing enables an organization to focus
on what it does best and to rely on others for what they do better, so government
can benefit from outsourcing as well. Inevitably, resources hired from private com-
panies will be more flexible than those that become part of the IRS's overhead.
Where it is cost effective, but only where it is cost effective, we will pursue
outsourcing strategies vigorously.

Third, we will work with Congress to help the IRS get the stable and predictable
funding it needs to operate more effectively. To this end, the fiscal year 1998 budget
proposes multi-year investments for technology.

Fourth, we will work to simplify a tax code that covers 9,451 pages. Just yester-
day, the Administration proposed a series of simplification proposals as part of our
plan to improve IRS operations. These proposals represent a continuation of efforts
to provide IRS with a simpler tax code to administer.

There are some who, based on the complexity of the tax code and on the problems
at the IRS, argue for extreme measures such as a flat tax. | believe that such pro-
posals would not only unfairly increase the tax burden on the middle class and ham-
per economic growth, they would not simplify the administration of the tax code.

Fifth, leadership is crucial to performance. Commissioner Richardson has guided
the IRS through difficult times and has made progress in many areas. As we move
forward, we are committed to appointing a new Commissioner who has experience
with the challenges of organizational change, customer service improvement, and in-
formation technology management that the IRS faces.

CONCLUSION

This morning | have discussed some of the specific steps we are taking and must
take to put an end to unauthorized access to taxpayer information. In turn, | have
discussed the broad five point plan that we believe represents the best way to re-
form the management of the IRS.

Let us be clear about one thing. In any discussion of the performance of the IRS,
we must recognize the unswerving professionalism and dedication of the 100,000
loyal IRS employees who are just completing this year’s filing season. They are not
the problem.

Let us also recognize that while the IRS needs to be more responsive to taxpayers,
to use technology more effectively, and to be more efficient, it is likely that for the
foreseeable future, the United States will have an income tax that taxes people
based on their ability to pay. Given this, it is not possible to eliminate the IRS, and
it is vital that we have an IRS that functions effectively. We must all work construc-
tively toward this end. What we must not do is attack the IRS in order to promote
other agendas.

While we have further to go, the filing season which is about to end has been our
most successful to date. Let me share with you three statistics which | believe dem-
onstrate that IRS performance is on the upswing. To date:

—Electronically-filed returns are up 25 percent over last year, while 35 percent

more taxpayers have been served by IRS employees over the telephone;

—The IRS web site has received over 95 million hits this fiscal year, a 162 per-

cent increase; and

—The accuracy rate for tax law questions continues its upward trend from 90 per-

cent to 93 percent.

Reflecting the success of this past filing season, Americans are recognizing that
the IRS has improved. A poll by the Associated Press released last week reported
that 7 out of 10 taxpayers give the IRS a positive rating on its ability to handle
returns and inquiries. | have attached to this statement summary statistics on the
current filing season.
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In conclusion, we are making progress. But we have a long way to go. As we go
forward, we, at Treasury and the IRS, want and need your suggestions and help,
and | look forward to working closely with this Committee to set the right course
and stay on it. | will now be happy to answer any questions the Committee may
have.

IRS CUSTOMER SERVICE ACTIVITY

Activity 19941 19951 19961 1997

Total Paper ... 54,969 56,987 53,480 49,794
Total ELF oo 13,173 10,871 13,613 17,079
Total returns (thousands) as of 4/4/97 68,142 67,858 67,093 66,873
1040 Telefile ..o . 490 635 2,591 4,072
1040 ELF2 ... 12,683 10,236 11,022 13,007
ON-lINE oo s N/A N/A 122 300
FedState ... 1,066 1,408 2,902 3916
1040PC . 2,507 1,253 3871 4,488
1040 ..... . 27,470 29,154 25,769 25,114
1040A ... 12,863 14,046 12,639 11,317
1040EZ . . 12,130 12,534 11,031 8,875
10400T <.cvoveerirrrireesseereeressesssessssessseens N/A N/A 170 N/A
Direct deposit:

Volume (thousands) ........cccoueeneeneens 9,670 6,160 8,980 13,307

Dollars (billions) .......cccoeeernrrenrirnrrireees $14.5 $8.5 $16.8 $24.2
IRS Internet accesses (fiscal year) as of 3/

30/97 e N/A N/A~ 36,559,735 95,724,828

Toll-free calls as of 3/29/97:3

FiSCal YEAr ...ovvveerrererereinerieeriereianns (4) 21,179,346 23,476,558 30,924,598

Filing SEASON .vvovevvercrerreriieeriereienns (4) 514,287,085 18,081,884 24,652,160
Walk-in as of 3/22/97:

FISCal YRAr .vvvuverrrerercreineeiiesrireienne 2,869,005 2,997,884 3,224,312 3,354,413

Filing season (4) (4) 2,142,728 2,296,333
Accuracy rates:

Tax law (PErcent) .......coccveevmrerneerennnne 89.9 89.6 90.0 95.0

Accounts (PErcent) ........coeeveerievennnn: 85.9 91.5 (%) 93.0
EFTPS as of 3/28/97:

Dollars (billions) ......oveeververereerrenirnienns N/A N/A N/A $54.8

Number enrolled ........ccooenerrncencrinenns N/A N/A N/A 3960,171
TaxLink as of 3/28/97:

Dollars (billions) .......cccoveererernerrerinnenns $78.17 $84.9 $175.3 $173.1

Number enrolled ........coovevminernierinnnns (4) 32,057 57,201 79,689

1 Comparison is made to the closest measurement period in these years.

20n-line and FedState totals are included in 1040 ELF volumes.

3As of March 15, 1997—97 calls answered including 1040, 8815 and 4262 calls.
4Unavailable.

5Computed figure.

BROWSING AT IRS

Senator CampBELL. | know that you would like to leave by 11:15.
I have about 8 or 10 questions. | think about one-half of those I
will submit to you. If you would answer those for the committee in
writing, | would appreciate it. Just let me ask you a couple.

You have, obviously, addressed the issue with the IRS Commis-
sioner as part of your oversight functions on many occasions. | take
that from your testimony. How long have you known about the
snooping problem within the IRS? When did it come to your atten-
tion?

Mr. SUMMERS. Snhooping as an issue has been out there for some
years. In 1993, the IRS introduced a set of policy changes that were
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designed to deter snooping within the IRS, and we were aware of
this problem and that they were working to fix it. When | say we,
I mean people in the Treasury Department. It was not part of my
position at that time.

Subsequently, it has become clear from the GAO reports and
from other sources that the steps that had been taken were not
adequate to respond to this problem, and that is why we have
worked with Senator Glenn to support this legislation that offers,
we believe, an important prospect to enhance our deterrence with
respect to snooping.

Senator CamPBELL. You feel that you cannot do an adequate job
without that legislation to really rein in the snooping?

Mr. SumMERS. | think it is absolutely essential that that legisla-
tion pass. | think it is also essential that we strengthen our tech-
nical means to detect snooping when it takes place. And | think it
is essential that we draw on the best practices, because this prob-
lem of available records and employees is a problem that hospitals
face. It is a problem that credit card companies face. We have to
learn what the best practice is, and we have to make sure we are
implementing the best practice. That is what Secretary Rubin and
I have ordered that the IRS do.

Senator CAMPBELL. | noticed with interest, you mentioned that
some of the browsing is done against people’s enemies. But they
also do it with their own relatives and friends, on occasion. Who
within the IRS and Treasury is ultimately responsible for the man-
agement and security of taxpayers’ files? Is there an office or a title
of a person that is the lead person on that?

Mr. SumMERS. Ultimately, the Commissioner of the IRS, the Sec-
retary and Deputy Secretary of the Treasury, and ultimately the
President are responsible for the execution of law, and we take that
responsibility very seriously. There is a privacy advocate within the
IRS for whom issues of this kind, obviously, should be an impor-
tant focus.

Senator CAMPBELL. Thank you. | will submit the rest of my ques-
tions.

Senator Kohl.

MANAGEMENT FAILURES AT IRS

Senator KoHL. Thank you, Mr. Chairman. Deputy Secretary
Summers, | would like to focus on the Department of the Treasury
and the IRS’ administration that allows the recurrence of manage-
ment failures. Recently Congress has signaled its concern over IRS’
progress in modernizing its processes and systems by cutting IRS’
budget request for funds to support modernization efforts, with-
holding modernization funding until IRS successfully addresses cer-
tain identified problems, directing Treasury to assess and report on
IRS progress in taking corrective actions, and establishing a na-
tional commission on restructuring IRS with a broad charter to re-
view IRS management and operations.

Treasury has also signaled its concern by directing the IRS to
allow in outside contractors with technical expertise, and establish-
ing a review and decisionmaking board to monitor IRS’ information
technology, the Modernization Management Board. My question is,
Have any of these efforts produced an IRS that is more manage-
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ment aware? And what actions has the IRS taken to indicate that
they are taking these management failures seriously?

Mr. SUMMERS. Senator, the changes that have been made over
the last year in canceling or consolidating 26 projects, many of
which had been underway for some years that were not producing
the kinds of cost-effective results that had been hoped, that rep-
resented the cancellation of contracts into which a good deal had
been invested because of a recognition that you cannot run a busi-
ness by using the sunk cost principle and continuing any invest-
ment in which you have sunk costs, but instead have to go on a
go-forward basis and do only those things that are economic, going
forward, recognizing that that can mean some painful writeoffs.

I think that is a real departure, and | think it is an important
departure. If you look at contracts like the DPS contract, a very
tough decision was made and | think that decision was forced by
the processes of improved management that we have put in place.

Traditionally, senior positions at the IRS have been, in the vast
majority of cases, filled from within. The Department and the IRS
brought in Art Gross as Chief Information Officer even though his
experience was not at the IRS. His experience was in quite innova-
tive reengineering, in effect, of the New York State tax system. As
Chief Information Officer and Associate Commissioner for Mod-
ernization, he now has broad ranging responsibilities for the infor-
mation technology program and is assembling a team, in part from
within the IRS and in part by drawing on expertise that is avail-
able on the outside, to change the management practice.

So we have taken tough choices. We have brought in new people.
We have changed approach.

IRS PRIME CONTRACTOR

Traditionally, the IRS has been its own systems integrator. It
has taken responsibility for negotiating with a wide number of dif-
ferent contractors, and with that wide number of different contrac-
tors it puts the whole process together. We have made a decision
to seek to move toward a prime contractor and have committed to
develop the specifications and share them with industry and are
ahead of schedule—something that | think has not been terribly
common in the past—ahead of schedule in being in a position to
share those prime contract specifications with the contractor com-
munity.

And as | suggested, with all the problems, I think it is worth tak-
ing note and acknowledging where there has been improvement.
Thirty-six percent more people—not enough, not adequate, but 36
percent more people were able to speak on the telephone with an
IRS representative. They got more accurate information than they
had in the past.

So | think we have said all along that this is going to be a proc-
ess of continuing improvement. That that is going to take a long
time. That these problems were not made within a year and that
it is going to be a process of producing improvement. But | am con-
vinced that the turn that we indicated we needed to bring about
is underway.
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TREASURY EXECUTIVE ATTENTION TO IRS

Senator KoHL. You are a very busy man with many responsibil-
ities, one of which is the IRS. Could you tell us, in the average
month how much time do you get to spend on these problems?

Mr. SumMERs. It seems like a lot of time. In the last several
months | think | have spent certainly more time on the IRS and
issues of IRS management than | have on any other single issue
that the Treasury Department is engaged in. | might say that Sec-
retary Rubin has also devoted a substantial amount of time to dis-
cussing issues relating to the structuring of the IRS, the search for
a new Commissioner, design of the information technology manage-
ment programs.

So this is, in terms of people, more than two-thirds of the Treas-
ury Department and is about as fundamental an executive respon-
sibility, collecting taxes, as the executive branch has. So while it
may not always have been a high priority for the Treasury Depart-
ment, certainly Secretary Rubin has made it a central priority for
himself and for his team, and | guess his team starts with me.

But beyond what we are able to do, this structure we have cre-
ated, the management board, which by meeting monthly, by having
to review all major investments and strategic decisions, focusing a
whole set of review activities that take place within the Depart-
ment.

In our management section which looks at cost effectiveness
analyses with respect to investments, in our tax policy areas that
reviews regulatory decisions and reviews policy decisions that have
impact on tax administration, in our legal area that reviews ques-
tions relating to taxpayers’ rights and drove some of the decisions
that were contained in the simplification proposal we have put for-
ward. For example, to make certain adjustments with regard to eg-
uitable tolling, taxpayers who were disabled or were unable to file
their returns for very legitimate kinds of health reasons who pre-
viously had not been treated fairly under the system.

So it is a major preoccupation for Secretary Rubin and I. But be-
yond that, it receives very substantial attention from a number of
different parts of the Treasury Department. In particular, we are
strengthening the oversight in the management area because clear-
ly that is something where we are going to need to be able to do
our own analyses in order to hold the IRS accountable for perform-
ance.

Senator KoHL. Thank you.

Thank you, Mr. Chairman.

Senator CAMPBELL. Senator Shelby.

Senator SHELBY. Thank you.

PENALTIES FOR BROWSING

Secretary Summers, | understand that the GAO listed retirement
as one of the most severe penalties that is imposed by the IRS on
employees caught browsing. Is it possible for an IRS employee who
is caught file snooping, browsing, to receive a buyout for early re-
tirement? And is it also possible for that employee to keep retire-
ment benefits?
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In other words, is there a difference between being fired and just
getting early retirement?

Mr. SuMMERSs. There ought to be a difference, Senator.

Senator SHELBY. What did you say?

Mr. SUMMERS. Senator, | said there certainly ought to be.

Senator SHELBY. There should be a difference.

Mr. SuMMERSs. There ought to be a very clear difference.

Senator SHELBY. Do you know if there is a difference?

Mr. SumMERS. | suspect that the difference now is inadequate.
That is why | think it is very important that we pass this legisla-
tion that affects browsing. As you can appreciate, Senator, this is
not an area I am familiar with. Throughout the Federal Govern-
ment there are personnel policies to cover if somebody is guilty of
some kind of malfeasance and is fired and what happens to their
pension with respect to what they have accumulated to date. That
I1s something that has to be harmonized with overall personnel poli-
cies.

But certainly, people should not get bought out for having com-
mitted serious instances of malfeasance. That is absolutely wrong.

Senator SHELBY. How important is it, do you believe, within the
Internal Revenue Service that they stop browsing, stop snooping of
employees in taxpayers’ files? How important is it to the integrity
of the Internal Revenue Service?

Mr. SUMMERS. | think customer service is the highest priority for
the IRS, along with ensuring compliance. And | think that achiev-
ing ending browsing is absolutely central to that objective.

STOPPING BROWSING AT THE IRS

Senator SHELBY. How do you stop things like that? Do you stop
it by an example of firing people, by punishing people that do this,
that break into taxpayers’ private files? Or do you do it by just giv-
ing them a retirement and a little slap on the wrist?

Mr. SumMmMERS. | think you do it by firing them, and | think you
do it by making it a crime, a Federal crime. That is why the legis-
lation that Senator Glenn and Senator Coverdell and Congressman
Archer have worked on is so very important. And | think, as | ac-
knowledged in my testimony, Senator, that the approach that was
followed to date has not been adequate. That is why it is so impor-
tant that we have this legislation.

Senator SHELBY. Would you, for the record, just furnish this? |
am sure you do not have it today. By how many IRS employees
who have been caught file snooping or browsing have received early
retirement? We would like to have that for the record.

And Dr. Summers, can you provide this committee an idea of
how much money has been paid in early retirement incentives or
retirement benefits to the IRS employees caught snooping in other
people’s tax files? Could you do this for the record for the commit-
tee?

Mr. SUMMERSs. We certainly will.

PRIVACY OF TAX RECORDS

Senator SHELBY. | realize you do not deal with the details of this
in your job description every day, but as one of the key people over
there, you and Secretary Rubin, I think it is very, very important
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to send a message to the American people that when they file their
tax returns that their privacy is going to be protected, do you not?

Mr. SuMMERS. Absolutely. Absolutely, | think it is a central as-
pect of maintaining the integrity of the system. That is why I think
the legislation is important. But that is why | think the legislation
is not the whole answer. | think we have to strengthen our systems
of detection with respect to these kinds of problems. This is a prob-
lem that the IRS faces. It is a problem that a major hospital faces
where you do not want people browsing through people’s medical
records. It is a problem that credit card companies face, and we
need to find—

Senator SHELBY. Doctor, you are not comparing, | hope, the In-
ternal Revenue Service—that institution that Americans live in
fear of and have a lot of respect for historically—to regular hospital
records that people run in, and look in, and copy and so forth?

Mr. SUMMERS. Not at all.

Senator SHELBY. You are not really comparing the IRS to a hos-
pital? I hope not.

Mr. SumMERS. Not at all, Senator. | was only seeking to suggest
that | think, as a general proposition, we in Government need to
find best practices from the private sector to assure that we are in-
corporating them. And | think we have to be held to a much, much
higher standard than any private institution in terms of stopping
browsing because of how absolutely fundamental a person’s tax re-
turn is as basic financial information, and how central privacy is
with respect to that very basic information.

Senator SHELBY. Has this Secretary and this administration put
a great emphasis on that at the Internal Revenue Service, or is it
just business as usual? We hear about it in the press and some-
body—we have a hearing, and it goes on and people continue to go
on and do it, and if they get caught, they get a retirement. Or what
happens?

Mr. SuMMERS. As | acknowledged, Senator, | think what we are
seeing is that what was put in place when this problem surfaced
several years ago was not fully adequate. That is why from this
point forward this has been made something that is absolutely
central. It is not business as usual. It has occupied a substantial
amount of time of the top management of both the Treasury and
the IRS, and we are going to do everything we humanly can to
combat this practice.

Senator SHELBY. If the Congress passes the bill to make this a
crime, are you and the Secretary going to urge the President to
sign it and not veto it?

Mr. SUMMERS. Absolutely.

Senator SHELBY. Thank you, Mr. Chairman.

Senator CAMPBELL. Senator Faircloth, do you have comments or
questions?

SUPERVISION OF IRS EMPLOYEES

Senator FAIRCLOTH. Yes; thank you, Mr. Chairman, | do have a
very brief statement and | will make it more brief than it was. |
thank you for holding the hearing.
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Today is an important day in most of our lives in that today is
the big day, and 211 million Americans are going to file tax returns
and they are going to pay something like $1.6 trillion.

But the results of the recent investigation by the General Ac-
counting Office was an outrage when there were 1,500 cases of IRS
employees going into Government computers to browse through tax
files. It is not the first time. It went on in 1993 and 1994 when
1,300 tore into the same files. But that ended it in 1993 and 1994,
because the Commissioner announced a zero tolerance for such
policies. I am not sure what zero tolerance means. | guess it means
be more discreet when you do it from now on.

I am concerned that we cannot count on the senior management
at the IRS to supervise their own employees. | have some questions
about the supervisors themselves. | keep reading accounts in the
paper of specific organizations being audited selectively. 1 do not
know whether it is true or not. 1 do not work for the IRS. But I
think if it is, it is a deplorable condition to have developed.

I support the bill that Senator Glenn is an original cosponsor.
The only problem 1 find with it is it is far, far from strong enough;
$1,000 fine and 1 year in prison for probing into some people’s files.
It does not take much of a breaking of revenue loss to bring you
a lot more than that under the revenue code.

But | think I will go on with a question. What authority does the
Secretary of the Treasury have over the IRS Commissioner? In
other words, who supervises the head of the IRS in making selec-
tive audits?

Mr. SumMERS. | will try to give you as legally accurate an an-
swer as | can.

Senator FAIRCLOTH. Just an accurate answer. It does not have to
be legal.

Mr. SUMMERS. The Commissioner of the IRS is a Presidential ap-
pointee subject to Senate confirmation. The Commissioner of the
IRS reports to the Office of the Secretary of the Treasury in this
administration, and | think normally, through the Deputy Sec-
retary of the Treasury.

Senator FAIRcLOTH. Come through that again slower, or maybe
quicker.

Mr. SumMERS. The Commissioner of the IRS is a Presidential ap-
pointee subject to Senate confirmation located in the Treasury De-
partment. The Commissioner reports to the Office of the Secretary
of the Treasury.

Senator FAIRCLOTH. Which is you?

Mr. SumMERS. Which is the Secretary of the Treasury and me as
Deputy Secretary; that is right.

Senator FAIRCLOTH. So you supervise her?

Mr. SUMMERS. That is right.

Senator FAIRCLOTH. So you take responsibility for her actions?

Mr. SUMMERS. That is right.

TAXPAYER BILL OF RIGHTS

Senator FAIrRcLOTH. | am always amused, the administration has
a taxpayers'’ bill of rights; is that not right?
Mr. SUMMERS. That is right.
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Senator FAIRcLOTH. Why write a taxpayers’ bill of rights when
you blatantly are ignoring the original Bill of Rights in the Con-
stitution by probing into people’s tax returns? Why have one if you
are not going to obey the other? It kind of sounds like a redun-
dancy to me.

Mr. SuMMERS. Senator, there is no difference, | think, between
anyone in the administration, in the Congress, in the indignation
with which we regard, and the outrage with which we greet these
revelations that snooping is a continuing practice. We are deter-
mined to do everything we can to find the formula which will elimi-
nate this practice because it is an outrage.

Senator FAIRcLOTH. What did you do with the 1,300 they caught
in 1993 and 1994? What happened to those people? How many of
them were fired?

Mr. SummERs. | do not have the data on 1993 and 1994, but——

Senator FAIRCLOTH. Does somebody know?

Mr. SUMMERS. It was a small fraction.

Senator FAIRCLOTH. Does somebody there know?

Mr. SumMmERSs. If somebody can hand it to me, they can give it
to me. But it was a very small fraction.

Senator FAIRCLOTH. Were fired?

Mr. SUMMERS. A very small fraction were fired, that is right.

Senator FaircLOTH. What did you do with the other ones?

Mr. SUMMERS. In some cases there were cautions and no formal
discipline. In others there was formal discipline up to a suspension
of less than 14 days. In other cases there was a suspension of 14
days or more or a grade reduction.

Senator FAIRCLOTH. How many of them were retired?

Mr. SumMERS. | do not have in front of me the information on
those who retired.

Senator FAIRCLOTH. | see a man back there who looks like he is
getting it.

Mr. SumMERS. If somebody can hand me—the only information
that | have here is on fiscal years 1995, 1996, and 1997 to date.

Senator FAIRCLOTH. So you are talking about the 1,500, the last
batch of them.

Mr. SUMMERS. | am sorry, Senator?

Senator FAIRCLOTH. It was 1,300 they caught in 1993 and 1994.

Mr. SuMMERS. | do not have the numbers in front of me on 1993
and 1994,

Senator FaircLoTH. Well, do you have them behind you?

BROWSING IN 1994

Mr. SumMERS. | am looking for them behind me. Apparently, we
do not have them behind me. We will certainly furnish that infor-
mation for the record.

I was just given a sheet of paper that says that in fiscal year
1994, for example, there were 646 allegations involving misuse of
the system. That in 50 of them the person was cleared. In 204 of
them the matter was closed without action, whatever that means.
In 190 of them the person received counseling.

Senator FAIRCLOTH. What does counseling mean?

Mr. SUMMERS. | suspect that means their supervisor spoke with
them about how this was wrong.
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Senator FAIRCLOTH. And they did not know that before?

Mr. SUMMERS. Senator, | can only——

Senator FAIRCLOTH. | am sure glad they told them that that was
wrong.

Mr. SUMMERS. Senator, | share your indignation about this hav-
ing been managed in a way that was wrong. That is why | think
this legislation making clear to everybody that this is a crime is so
very, very important.

TAX SYSTEMS MODERNIZATION

Senator FalrcLOTH. If | may, | want to ask you a quick question
about the computer fiasco. Will you tell me where that has been
and where it is heading? Briefly, because the chairman is going to
cut me off.

Mr. SumMERs. It has been way off track. It has been turned
around through the cancellation of projects that are not cost effec-
tive going forward through the development of an architecture,
through bringing in new personnel, and through turning the most
difficult work over to closely supervised private sector experts.

Senator FaIRcLOTH. Whoa, whoa. You mean you are going to
turn the tax returns——

Mr. SumMERS. No, no, no. No; the task of building a computer
system. Not operating a computer system or having any contact
with tax returns. The task of building and constructing a computer
system and making sure that different computers talk to each
other in line with the recommendations of a number of outside
groups, we are going to move toward a prime contracting approach.

Senator FAIRCLOTH. Mr. Summers, there is not anyone in the
world that knows less about computers than | do, and at 69 years
old I plan to go out of here without learning any more about them.
But | would think somewhere in the IRS, with all of its accumu-
lated wisdom, with the ability to draw on any source in the world,
I do not see how we could waste $3 billion—and that is what | un-
derstand we have absolutely wasted in a fiasco of mistakes. Is that
an overstatement of the facts?

Mr. SUMMERS. Senator, serious as this problem has been, | think
it is a bit of an overstatement of the facts.

Senator FAIRCLOTH. Cut it back to where it should be. How many
billion did you lose?

COST OF TSM

Mr. SumMMERSs. The total cost of the project has been between $3
and $4 billion, and the project overall has certainly not lived up to
expectations. But the largest fraction of that money has been used
to modernize equipment, to create systems like the Telefile, which
has enabled more and more Americans to pay their taxes on tele-
phones. Approximately $500 million has been spent on systems
that were subsequently discontinued as not cost effective.

Senator FAIRCLOTH. So you are saying that of this $4 billion, $3.5
billion of it has been well-spent money, and no waste? It can jump
right in—

Mr. SUMMERS. No; I think there are——

Senator FAIRCLOTH. | keep hearing that only a small part of it
is salvageable.
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Mr. SumMERS. No; | think, Senator, based on our analysis of the
situation—

Senator FAIRCLOTH. Half of it?

Mr. SumMERs. Most of the money has been spent purchasing
equipment that is in use at the IRS today assisting in the process-
ing of tax returns. I am not going to say that that means that that
money was spent as well as it could have been, that the systems
that were purchased were the right systems or that they are as ef-
fectively configured to interact with one another as they could have
been if this project had been better designed and managed. But the
writeoff, the stuff that is the equivalent of trying to purchase a
plane that does not fly, that is contained, that represents about
$500 million, which—just so we are clear—is $500 million too
much.

ACCOUNTABILITY FOR TSM

Senator FaircLOTH. Who was in charge of buying this stuff? Who
was the person in charge of running it, buying it and making it
work?

Mr. SumMmMERS. This project, the efforts to computerize the IRS
have been underway for 25 years. The TSM program has——

Senator FAIRcLOTH. But this thing started about 4 years ago,
this expenditure, did it not?

Mr. SummMERS. No; | think that the TSM program that involved
the figures that you referred to dates back to 1988 or 1989——

Senator FAIRCLOTH. Who was in charge of it in 1988 or 1989?

Mr. SummMERS. And has been carried on under three or four IRS
Commissioners. | think that the responsibility would be with the
Commissioners. Frankly, 1 do not precisely recall the order of the
Commissioners during the 1980's. Ms. Peterson was the Commis-
sioner for a time. Mr. Goldberg was the Commissioner for a time.
Mr. Gibbs was the Commissioner for a time. There have been a
number of Commissioners.

Senator FAIRCLOTH. But was there not an engineer, a computer
expert within the IRS that was leading this?

Mr. SUMMERS. There have been a number of—

Senator FaIRcLOTH. The Commissioner is a political appointee.
They kind of come and go. But is there not a head engineer for
computer buying in the IRS?

Mr. SumMERS. Frankly, that has been one of the problems. There
were over this period a number of Associate Commissioners for
Modernization and Chief Information Officers who had responsibil-
ity. Frankly, the performance internally had not been satisfactory,
which is why the Department insisted, after recognizing that the
program was way off track, that the IRS turn to the outside and
get someone with proven experience in this area, and the Depart-
ment took an active involvement in recruiting Mr. Gross.

Senator FAaIrRcLOTH. Did you fire the ones that messed up inside?

Mr. SUMMERS. The ones that——

Senator FAIRcLOTH. That wasted this $1 billion.

Mr. SUMMERS. The ones who, the people who | think were in-
volved in making these mistakes are no longer involved in informa-
tion technology management at the IRS.
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Senator FAlrcLOTH. What are they involved in? They are still
with the IRS?

Mr. SUMMERS. In some cases the people have resigned and have
left the IRS. Whether there are other people who are now working
in the IRS in capacities outside of information technology manage-
ment who were involved in some way in this program, | think that
may well have happened.

Frankly, Senator, this is also part of what has been involved in
our effort to fix this is, | think, exactly what you are trying to get
at, which is that the culture of the IRS did not provide for ade-
quate accountability.

Senator FAIRCLOTH. | am sorry?

Mr. SuMMERS. The way the IRS was structured did not provide
for adequate accountability. In other words, a committee, a group
of people who were supposed to work together on the system, and
so if the system did not work there was no identified individual
who could be held responsible.

Senator FAIRCLOTH. It sounds like it was put together by a com-
mittee. It really does. It has all of the outward appearances of a
committee operation.

Senator CAMPBELL. The gentleman’s time has——

Mr. SuMMERS. Senator, we have changed that. Senator, | just
want to say, we have changed that. There is now a person who is
in charge, who is responsible, who has come in from the outside
and who | believe is doing a very good job.

Senator FAIRCLOTH. Thank you.

DISPOSITION OF IRS BROWSING CASES

Senator CampPBELL. Just as an addendum to what Senator
Faircloth, some of the questions he asked, | have a disposition of
cases, misconduct allegations involving misuse of the IDRS in front
of me here and | am looking at the 1995—and they are pretty simi-
lar to 1991, 1992, 1993, and 1994. It says 7 percent were cleared,
33 percent closed without action, 32 percent counseled, 21 percent
disciplinary action, 5 percent retirements. Only 1 percent separa-
tion. The word separation means fired, gone, right?

Mr. SUMMERSs. | believe so.

Senator CAMPBELL. | wanted to ask you, IRS people are all Civil
Service people; is that correct?

Mr. SUMMERS. Yes.

Senator CAMPBELL. So it is pretty tough to fire them?

Mr. SUMMERS. Yes.

Senator CAMPBELL. You have got to have pretty solid grounds?

Mr. SUMMERS. Yes.

Senator CampPBELL. The IRS, | guess their business kind of ebbs
and flows. This is a very busy time of the year. In the fall it is not
nearly as busy, | would assume. Is that correct?

Mr. SUMMERS. Yes.

IRS SEASONAL EMPLOYMENT

Senator CampPBELL. What do all those people do, that 100,000
manpower do in the fall?

Mr. SumMERS. The witnesses you will have subsequently could
speak more knowledgeably than I. But part of the answer to the
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question is that the IRS hires seasonally, and hires as many as
30,000 people seasonally.

Senator CAMPBELL. Are they Civil Service when they are hired
seasonally?

Maybe the IRS can answer. | might be asking the wrong person.

Mr. SUMMERSs. | am told they are.

Mr. MoraAvITZ. Yes, sir; they are. Many of them are temporary,
but they are seasonal.

Senator CAMPBELL. Can | also ask you, two or three times you
referred to taxpayers as customers. If |1 go to a store and | purchase
something, I know I am a customer. When did that come into
vogue, calling taxpayers customers? And what kind of a service do
they get for their hard-earned money when they turn it in? Is that
kind of a placebo? Because if | ask my folks at home, they are not
going to refer to themselves as customers. They are going to, if any-
thing, refer to themselves as victims.

Mr. SummEeRs. | think you raise a very fair point, Senator. |
think that the term customer service has been used in recent years
precisely with the objective of trying to change the culture at the
IRS so as to treat taxpayers more like people in stores treat the
people who buy from them and less like victims. To provide more
courteous and responsive service on the telephone, to recognize
that people have problems, and to treat people in the right kind of
way.

It is the analogy of how successful businesses have come to treat
the people they interact with that is what we are trying to incul-
cate in the IRS through the use of that term. | think we can prob-
ably all agree that the IRS should be seeing taxpayers not as vic-
tims, but as people who are to be respected and worked with as co-
operatively as possible.

Senator CAmMPBELL. | thank you, Mr. Summers. | have no further
guestions. Senator Kohl, do you have?

Senator KoHL. | would only make the comment, Mr. Chairman,
and Mr. Summers, in a recent poll 75 or 80 percent of the Amer-
ican people indicated that they really do not have any strong quar-
rel with the IRS; that they feel that they have been treated fairly
and have not had any disputes of one sort or another. But it is, as
we have pointed out and you have said, essential that the con-
fidence of the American people with respect to this poll is repeated
again and again in the future.

There is a lot of work to be done. | am encouraged by your state-
ment that you are spending a great share of your time on this
problem. I do not think that there is anything more visible to the
American people in terms of what you do than straightening out
this problem and assuring the American people in the months and
years to come that in fact the IRS is operating in a marvelously
efficient, and disciplined and ethical manner. |1 would like to hope
that as a result of your activities, and this hearing and what you
have heard, and what you are going to do, that in the years ahead
we will achieve that result.

Mr. SuMmMERSs. Thank you very much, Senator.
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SUBMITTED QUESTIONS

Senator CAmPBELL. Thank you, Mr. Summers. We got you out a
few minutes late, but hopefully you will not miss your next ap-
pointment. We will submit additional questions to be answered for
the record.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-

ing:]
QUESTIONS SUBMITTED BY SENATOR CAMPBELL
IRS MANAGEMENT AWARENESS

Question. Deputy Secretary Summers, what | would like to focus on this morning
is the Department of the Treasury's and the Internal Revenue Service's administra-
tion that allows the reoccurrence of management failures.

Recently, Congress has signaled its concern over IRS’' progress in modernizing its
processes and systems by:

—cutting IRS' budget requests for funds to support modernization efforts;

—withholding modernization funding until IRS successfully addresses certain

identified problems;

—directing Treasury to assess and report on IRS' progress in taking corrective ac-

tions; and

—establishing the national Commission on Restructuring IRS with a broad char-

ter to review IRS management and operations.

Treasury has also signaled its concerns by:

—directing the IRS to rely on outside contractors for technical expertise; and

—establishing a review and decision making board to monitor IRS’ information

technology—the Modernization Management Board.

Have any of these efforts produced an IRS that is more management aware? What
actions has the IRS taken to indicate they are taking these management failures
seriously?

Answer. We are all quite aware of these criticisms. We are certainly spending a
considerable amount of time and effort to make sure that the IRS does not simply
go into a defensive crouch, but instead deals with both criticisms and new ideas
forthrightly and openly. We have already taken some significant actions, such as ap-
pointing a new CIO with wide powers and intensified our recruitment efforts in
order to attract outside talent. We think we have made considerable progress al-
ready, with more to come.

Question. Senator Glenn’s Bill, the Tax-Payer Privacy Protection Act would:

—Provide that unauthorized inspection of returns or return information is an of-

fense punishable by a fine (not to exceed $1,000) or imprisonment of not more
than one year, or both together with costs of prosecution;

—Allow for the firing upon conviction of any officer or employee of the U.S. who

committed the offense; and

—Clarify that unauthorized inspection of returns or return information is a viola-

tion of the Criminal Code’s confidentiality provisions.

Do you support Senator Glenn’s proposed Taxpayer Privacy Protection Act? Do
you believe that criminalizing taxpayer file browsing will eliminate this practice?

Answer. While we can never give assurance that such changes to the law will
eliminate the practice, we support adding a new provision to the Internal Revenue
Code that would specifically prohibit the unauthorized inspection or browsing of tax
returns and return information, as Senator Glenn’s bill would do. Such legislation
would explicitly make it a crime to examine willfully records not within an employ-
ee’s official responsibilities. It would prohibit the unauthorized inspection of non-
computerized tax information, such as hard-copies of paper returns or return infor-
mation, and the unauthorized inspection of State or local government computers not
covered by the Economic Espionage Act amendments of last year. The new legisla-
tion would clarify that such inspections alone constitute a separate criminal offense.

We therefore support the addition of a new, separate misdemeanor for unauthor-
ized inspection, as Senator Glenn’s bill would provide. For some minor technical rea-
sons, however, the version of the bill that we prefer is S. 522 or H.R. 1226.
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BLUE RIBBON PANEL

Question. Mr. Summers, in your April 10th testimony before the senate Govern-
ment Affairs Committee you discussed the establishment of a blue ribbon panel of
experts which will provide private sector security expertise. Could you please ex-
plain the functions of this panel?

Answer. We have proposed creating a blue-ribbon panel as part of our 5-point
plan to improve IRS management. This group would include outside experts in the
areas of technology, financial services and tax administration and would provide ad-
vice and assistance to the Secretary and the IRS on a variety of topics, including
security.

AUDIT RESEARCH LOG

Question. Isn't it true that consistent review and application of the existing Audit
Research Log would confirm that inappropriate access has occurred? Do you have
any indication that the private sector has developed superior systems which are less
labor intensive?

Answer. The IRS’ current processes have identified that unauthorized access has
occurred. IRS is currently assessing its policies and procedures for protecting
against and detecting unauthorized access, and it is currently evaluating the pos-
sible consolidation of many functions to ensure consistent review and application of
the Audit Research Log.

To date, IRS has not found any superior systems or any less labor intensive sys-
tems for preventing or detecting unauthorized access to individual tax records. IRS
is continuing to look at commercial-off-the-shelf software or any best practices being
used by the private sector that could be used for this purpose.

FIXING THE IRS

Question. You are establishing panels and instituting boards and encouraging the
use of outside contractors. But the IRS problems, those that seem to persist, are the
result of a breakdown in management decision making. This decision making seems
to be made independent of the desired outcomes. What actions are being taken to
ensure the management of the IRS is fixed?

Answer. | would, of course, strongly disagree with the characterization of IRS
management as having broken down. The agency is still functioning and many
areas are continuing to be quite successful. This year’s filing season, for instance,
has gone very well.

But as is true with any large organization, there is always room for improvement.
We have made a number of proposals and decisions in this area. For instance, we
have determined that the primary criterion for the next Commissioner will be man-
agement experience with large organizations and with how to implement tech-
nology-based changes. We have intensified our efforts to bring in outside managers
with new ideas, experience and energy. We would like to do more in this area.

| think it is important to recognize that there are no simple answers to the prob-
lems facing the IRS. What is needed is continued hard work and the willingness
to make difficult decisions. That is what we are trying to achieve.

MODERNIZATION MANAGEMENT BOARD

Question. It is my understanding that you have been instrumental in organizing
a modernization management board (MMB) to provide oversight of the TSM acquisi-
tion system. What kind of oversight does this board provide? Can you explain the
amount of time board members spend reviewing the IRS proposals? Who staffs the
board? Has the board rejected any IRS proposals?

Answer. We created the MMB last summer. | serve as the Chair. The other mem-
bers include the senior officials from OMB, Treasury and IRS who are responsible
for tax administration. We have tried to use the Board as the equivalent of a
proactive Board of Directors for a large private sector corporation. Like any such
Board of Directors, the MMB will focus on broad strategic issues and major invest-
ment decisions for the IRS. For instance, we will be spending a considerable amount
of time this spring on the overall IRS systems architecture and development plan.

| should note that the MMB does not become involved in tax policy issues, which
are handled through different means. Its focus is on management issues.

The amount of time that individual Board members spend on IRS issues will nat-
urally vary. Most of the members already spend a great deal of time on the IRS
and have general familiarity with the issues. | will say that I have been putting
a large portion of my time into IRS management issues over the past year, and ex-
pect to continue to do so.
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The MMB has a small professional staff. In the past the staff has been drawn
from the IRS. We are now converting the staff into Treasury employees.

As for the Board’s actions in rejecting IRS proposals, things seldom develop that
way. | see the MMB's primary job as clarifying strategic options and, on occasion,
choosing one. What we constantly do is push the IRS for more specificity, imagina-
tion and speed. So far the process has worked quite well.

Question. The National Commission on Restructuring the IRS, of which you are
a member, is planning to issue its final report in June. It is my understanding the
Commission will address the security weaknesses and management problems that
exist within IRS. What can you tell us about the Commission’s recommendations for
tackling these problems?

Answer. The Commission is scheduled to release its final report in June, however,
I am not a member of the Commission and will have to reserve my comments on
their proposals until | have seen them.

TREASURY/IRS ACCOUNTABILITY

Question. How does Treasury intend to follow up and monitor the IRS to ensure
they are following through with the policies put in place? The concern here is that
not enough oversight has been carried out in the past on this issue.

Answer. Treasury intends to monitor the “browsing” issue on a continuing basis.
Deputy Secretary Summers has requested a comprehensive report from the IRS on
its plans. This report will be discussed at a special meeting of the Treasury Mod-
ernization Management Board (MMB), which is the principal body within Treasury
for oversight of the administrative functions of the IRS. In addition, the Treasury
Office of Security will work closely with the security office at IRS to monitor imple-
mentation of IRS plans. The MMB will continue to track this issue.

Using the tools presently available to it, the IRS has already stepped up its efforts
to end “browsing.” Those tools include: employee training on the privacy policy of
§6103; regular refreshers on §6103; privacy guidelines to employees, condemning
unauthorized browsing of taxpayer records; warnings when documents are accessed
by computer; expanded use of the Electronic Audit Research Log (“"EARL") to iden-
tify instances of unauthorized access; an “800” number for reporting misconduct;
new managers in the computer security program; and disciplinary actions, up to and
including dismissal from employment, against employees who are found to have vio-
lated the privacy policy.

We also support the application of criminal sanctions to employees found guilty
of “browsing.” As you know, the Economic Espionage Act of 1996 amended the Fed-
eral wire fraud statute in the criminal code (Title 18 U.S.C.), to make unauthorized
access by computer to information from any department or agency of the United
States a separate misdemeanor offense. In view of these provisions, “browsing” a
Federal computer is already punishable as a crime.

Further, we support the legislation (H.R. 1226 in the House, S. 522 in the Senate)
to make “browsing” a separate criminal offense under the Internal Revenue Code.
This should provide an additional tool to criminal investigators and prosecutors and,
perhaps more importantly, an additional deterrent to IRS employees who may be
tempted to browse.

We fully expect that these actions will deter persons who have access to tax re-
turns and return information from unauthorized browsing, and we anticipate that
the number of such instances should decline significantly in the future. We will be
closely monitoring the IRS’s progress in this area over the next couple years. If im-
provements are not forthcoming, we may seek additional tools from Congress.

SECURITY PROCEDURES/PUNISHMENTS

Question. What action has the Treasury Department taken to ensure the IRS puts
in place solid mechanisms to protect taxpayer files?

Answer. As noted in response to the previous question, the Deputy Secretary has
requested a comprehensive report of what IRS will do managerially and technically
to better address unauthorized access problems. The report will be reviewed by the
MMB, and the MMB will monitor IRS progress in this area.

Question. Is there a Department of the Treasury standard for dealing with sen-
sitive information, such as taxpayer files for example, import/export financial infor-
mation at Customs? Please provide the committee a copy of these standards for the
Record.

Answer. The Department is governed by a wide range of standards and rules lim-
iting access to official information. The Standards of Ethical Conduct for Employees
of the Executive Branch provide that “An employee shall not * * * allow the use
of nonpublic information to further his own private interest or that of another.” 5
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C.F.R. §2635.703. This requirement applies to all Treasury employees in all bureaus
and offices, is distributed to every employee, and is the subject of periodic ethics
training. The requirement is supplemented by the Department’'s supplementary eth-
ics regulations, specifically 31 C.F.R. §§0.205 and 0.206, which provide that “[em-
ployees are required to care for documents according to federal law and regulation,
and Department procedure [and] shall not disclose official information without prop-
er authority, pursuant to Department or bureau regulation.”

As a general matter, disclosure of information maintained by the Department is
governed by the regulations at 31 C.F.R. Part 1. With respect to sensitive informa-
tion about individuals, information that is retrieved by that individual’s name, code,
number, may be disclosed only to employees who have a need for the record in the
performance of their duties, pursuant to the Privacy Act of 1974, as amended, 5
U.S.C. §552a . This requirement is promulgated department-wide by Treasury regu-
lations at 31 C.F.R. Part 1, Subpart C and Treasury Directive 25-04, which also
require each component to develop a Notice of System of Records for every system
from which information about individuals is retrieved. All systems notices require
a description of the safeguards for the records contained therein. A list of the De-
partment's current Privacy Act Systems Notices is attached at Attachment A. As
shown in Attachment A, the IRS has in excess of 100 Privacy Act Systems. Of spe-
cial note regarding access to taxpayer files is IRS 34.018, which logs employee in-
puts and inquiries to the IRS’s Integrated Data Retrieval System. A copy of that
Notice is attached at Attachment B.

[CLERK’'Ss NOTE.—Attachment A can be found in the Federal Register, Vol. 60, No.
217, Nov. 9, 1995, Notices, pp. 56648-56651 and attachment B can be found on p.
56802 of the same volume.]

Regarding other sensitive information, the Department’s Security Manual estab-
lishes comprehensive, uniform security policies governing personnel, physical, and
information systems security. While much of the Manual deals with National Secu-
rity Information classified pursuant to Executive Order 12958, portions of it specifi-
cally address controls on Sensitive But Unclassified (SBU) Information, including
proprietary, financial, and business confidential information. Section VI, 4.B.1 of the
Manual, Controlled Access Protection for Automated Information Systems and Net-
works Processing Sensitive but Unclassified Information, is attached as Attachment
C

'[The information follows:]

[ATTACHMENT C]

OFFICE OF SECURITY MANUAL, CHAPTER VI, No. 4.B.1.

OcCTOBER 1, 1992.

Subject: Controlled Access Protection (C2) for Automated Information Systems and
Networks Processing Sensitive But Unclassified Information

1. Purpose. This section provides policy and establishes the requirement to exe-
cute a minimum level of protection for automated information systems (AIS) and
networks accessed by more than one user when those users do not have the same
authorization to use all or some of the sensitive but unclassified (SBU) information
processed, stored, or communicated by the AIS or network. Controlled Access Protec-
tion (also known as C2) can be used to deny unauthorized access to information
stored in AIS and prevent outside intruders from electronically accessing SBU infor-
mation by way of supporting telecommunications in networked AlS.

2. Policy. It is the policy of the Department of the Treasury that AIS and net-
works which process, store, or transmit SBU information meet the requirements for
C2 level protection as evaluated by the National Security Agency (NSA) or National
Institute for Standards and Technology (NIST). The criteria for C2 is as follows:

a. ensure individual accountability through identification and authentication of
each individual system user;

b. maintain an audit trail of user security relevant events;

c. control responses to a user’'s request to access information according to the
user’s authorization; and

d. prevent unauthorized access to a user’s current or residual data by clearing all
storage areas (core, disk, etc.) before they are allocated or reallocated. This C2 re-
quirement shall be implemented within the operating system. However, with the ap-
proval of the Senior Information Resources Management Official (SIRMO) and the
Principal Accrediting Authority (PAA), the object reuse feature may be implemented
at the application level. For those systems where object reuse cannot be imple-
mented, a bureau or office may elect to use approved alternative methods (e.g., file
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encryption) to satisfy this requirement. Waiver procedures for a permanent exemp-
tion to this feature of the C2 criteria are prescribed in paragraph 3.b.

3. Exemption.

a. A temporary exemption from the requirement to implement this policy by Octo-
ber 1, 1992, on existing AIS and networks or to incorporate the C2 provisions on
new AIS and networks during the conceptual design stage may be granted jointly
by the SIRMO and PAA. Such exceptions shall be based on the difficulty or cost of
their execution and impairment to operations and mission effectiveness. Heads of
bureaus and, for systems in the Departmental Offices, the Deputy Assistant Sec-
retary (Administration) shall ensure continuous progress is made toward reducing
or eliminating the circumstances causing the need for the temporary exemption.

b. Permanent exemptions to paragraph 2.d. will be approved jointly by the SIRMO
and PAA. Permanent exemptions from the requirement to clear residual data will
be based on a risk analysis to determine what damage, if any, is caused by the po-
tential disclosure of SBU information to a user who does not have the same author-
ization to use some or all of the SBU information on the AIS or network. No exemp-
tion to paragraph 2.d. is required for stand-alone AIS when all users are authorized
access to all the SBU information on the AIS. However, prior to disposition or repair
of any such AIS, approved clearing and purging is required (see Section 4.F. of
Chapter VI).

4. Applicability to Microprocessors.

a. Networked Microprocessors. If a network is accessed by a user who is not au-
thorized to use all or some of the SBU information processed by or communicated
over the network (or if the network is accessed by dial-up circuits), C2 protection
shall be implemented on microprocessors running UNIX or other multi-user multi-
tasking operating systems. Presently, there is no acceptable and affordable tech-
nology that provides C2 approved software protection for DOS-based microproc-
essors (of which large numbers of MS-DOS personal computers have been procured
throughout the Department). There are, however, evaluated subsystems which cre-
ate C2 functionality in MS-DOS systems (i.e., identification, authentication, audit,
discretionary access control, and object reuse). Therefore, until there are C2 ap-
proved operating systems available for networked DOS-based microprocessors, the
bureaus could utilize existing NSA evaluated subsystems (e.g., Watchdog Armor or
PC/DACS).

b. Stand-alone Microprocessors. Evaluated subsystems, as described in paragraph
4.a., should be considered for use on stand-alone workstations when either of the
following applies:

(1) SBU information is stored on the microprocessor and is shared by multiple
users who do not have a need to know some or all of the SBU information stored
on the system, or

(2) the workstation with stored SBU information is located in an uncontrolled
area.

¢. Interim Measures. Until C2 products are available, interim discretionary access
control protection measures for microprocessors shall be implemented. These meas-
ures include, but are not limited to:

(1) physical security (controlling physical access to the terminal and purging sys-
tem of SBU information when terminal is not in use);

(2) personnel security (background or integrity checks);

(3) communications security (encryption or guided media);

(4) manual user identification and authentication;

(5) procedural security;

(6) security training and awareness;

(7) contingency planning; and

(8) risk analysis.

When C2 technology is incorporated into the computer, the above countermeasures
(to the extent warranted by the known or perceived threat or vulnerability) will still
be required in the overall protection plan for the microprocessor.

5. Responsibilities.

a. The Director, Office of Security, shall:

(1) ensure compliance with this policy in the most cost-effective manner to include
verifying that bureaus are making continuous progress toward reducing or eliminat-
ing the circumstances for requiring a temporary exemption from controlled access
protection requirements;

(2) provide input to the five-year information systems planning call and review
bureau information systems plans for compliance with this policy;

(3) review selected major solicitations of SBU AIS, as provided by the Deputy As-
sistant Secretary (Information Systems), to ensure compliance with this section and
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to eliminate duplication or conflict with existing or planned security measures with-
in Treasury; and

(4) provide reports on the results of reviews of bureau acquisitions and informa-
tion systems plans to the Deputy Assistant Secretary (Information Systems).

b. The Deputy Assistant Secretary (Information Systems) shall:

(1) coordinate select major AIS and network solicitations with the Director, Office
of Security, for systems security considerations;

(2) coordinate bureau five-year information systems plans with the Director, Office
of Security, for systems security considerations; and

(3) ensure, through the annual computer security planning and reporting process,
that bureaus report the status of their compliance with this section, including all
temporary exemptions granted.

c. The Deputy Assistant Secretary (Administration). Heads of Bureaus and the In-
spector General shall, as it relates to their respective bureaus and offices:

(1) take deliberate action, in the most cost-effective manner, to execute the provi-
sions of this policy and ensure all existing Department of the Treasury systems
shall be in compliance before October 1, 1992. This cost-effectiveness includes elimi-
nating duplication of effort when upgrading security by ensuring that any AIS or
network with user identification/authentication, key management, and encryption
requirements utilize existing or planned Treasury resources to the maximum pos-
sible extent;

(2) ensure that all new AIS or networks that are intended to process, store, or
communicate SBU information incorporate the provisions of this policy during the
conceptual design phase; and

(3) report the status of compliance with this policy, including all temporary ex-
emptions granted, to the Office of the Deputy Assistant Secretary (Information Sys-
tems) as part of the annual computer security planning and reporting process.

6. Procedures for Controlled Access Protection

a. Introduction.

(1) The PAA’s (data owners) of the AIS and networks have the authority and abil-
ity to decide who, among the system’s authorized users, will be permitted access to
SBU information.

(2) The cost of strengthening the hardware or software features of your AIS or
network may be prohibitive. You should document any exceptions to baseline re-
quirements as explained in Section 7.A. of Chapter VI.

b. C2 Criteria.

(1) ldentification and Authentication. The system shall require the users to iden-
tify themselves and to provide some proof that they are who they say they are. The
most common means for accomplishing this are a user identification (user ID) and
password. The system must protect authentication data so that it may not be
accessed by an unauthorized user.

(2) Audit. The system shall be able to create, maintain, and protect from modifica-
tion, unauthorized access, or destruction an audit trail of accesses to the resources
it protects. The audit data shall be protected by the system so that read access to
it Is limited to those who are authorized for audit data. The system shall be able
to record the following types of events: log on, log off, change of password, creation,
deletion, opening, and closing of files, program initiation, and all actions by system
operators, administrators, and security officers. For each recorded event, the audit
record shall identify: date and time of the event, user, type of event, and the success
or failure of the event. For log on, log off, and password change the origin of the
request (e.g., terminal ID) shall be included in the audit record. For file related
events the audit record shall include the file’'s name. The ISSO and NSO shall be
able to selectively audit the actions of one or more users based on individual iden-
tity. Audit procedures shall be developed and coordinated with other internal control
procedures required under OMB Circular A-123.

(3) Discretionary Access Control. The system shall define and control access be-
tween named users and system resources (e.g., files and programs). The system or
network users shall be provided the capability to specify who (by individual user or
users, group, etc.) may have access to their data. These controls are at the discretion
of the user and the user may change them. The system or network will assure that
users without that authorization are not allowed access to the data.

(4) Object Reuse. When a storage object (e.g., core area, disk file, etc.) is initially
assigned, allocated, or reallocated to a system user, the system shall assure that it
has been cleared.

c¢. Assurance. Given the security features in the preceding paragraphs, there must
be some assurance that these features are properly implemented and protected from
modification. For these systems and networks, assurance rests primarily with sys-
tem and network testing. The security features including those of the system or net-
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work shall be tested and found to work as claimed in the system and network docu-
mentation. Testing shall be done to assure that there are no obvious ways for an
unauthorized user to bypass or otherwise defeat the security protection mechanisms
of the system or network. Testing shall also include a search for obvious flaws that
would allow violation of resource isolation, or that would permit unauthorized access
to the audit or authentication data.

d. Documentation.

(1) Security Features User's Guide. A single summary, chapter, or manual in user
documentation shall describe the security features provided by the system, guide-
lines on how to use them, and how they interact with one another.

(2) Trusted Facility Manual. A manual addressed to the system administrator, op-
erator, and system security officer shall present cautions about functions and privi-
leges that should be controlled when running a secure facility. The procedures for
examining and maintaining the audit files as well as the detailed audit record struc-
ture for each type of audit event shall be given.

(3) Test Documentation. A document shall be provided that describes the test plan
and results of the security features functional testing.

(4) Design Documentation. Documentation shall be available that provides a de-
scription of the developer’s philosophy of protection and an explanation of how this
philosophy is translated into the system. If the system’s security features are com-
posed of distinct modules, the interfaces between the modules shall be described.

e. Conformance with Vendor Security Requirements and Guidelines. When using
vendor-supplied security products providing controlled access protection, the extent
to which AIS and network management follows vendor security-related instructions
accompanying the system software documentation will determine how effective the
security product will be. In many cases, failure to follow these instructions will re-
duce an otherwise trusted system to a less secure state. To prevent this, bureau
ISSO’s and NSO's (or available security staff) are required to thoroughly review all
vendor recommendations and requirements for the configuration of security controls
and formally document the compliance or non-compliance of such requirements. If
operational requirements dictate that such security recommendations cannot be
complied with, management shall formally document this decision through the ex-
ception process. Such exceptions require the review and approval of the ISSO or
NSO (or available security staff).

7. Cancellation. Treasury Directive 85-04, “Controlled Access. Protection (C2) for
Automated Systems which Process Sensitive Unclassified Information,” dated Au-
gust 15, 1989, is superseded.

Certain information maintained by Treasury bureaus is subject to detailed con-
trols on access. For example, the Customs Service maintains two interactive systems
containing highly sensitive law enforcement and commercial information, the Treas-
ury Enforcement Communications System (TECS) and the Automated Commercial
System (ACS). Extensive security software requiring passwords limit access to both
systems to employees authorized to make specific inquiries. A brief description of
the system safeguards for ACS is attached as Attachment D. Another example are
the restrictions on access to Financial Transaction Records maintained by FinCEN.
See 31 C.F.R. §103.51.

[CLERK’s NOoTE.—Attachment D can be found in the Federal Register, Vol. 60, No.
217, Nov. 9, 1995, Notices, pp. 56763-56764.]

Question. In your opinion, do you feel the IRS has consistently applied the punish-
ments for those employees caught browsing taxpayer files?

Answer. The IRS, like other Federal agencies, must consider several factors on a
case by case basis when determining the appropriate penalty for misconduct. These
factors include the employee’s past disciplinary and performance history, length of
service, job and grade level, potential for rehabilitation, the nature and seriousness
of the offense, the consistency of the penalty with those imposed upon other employ-
ees, and any mitigating circumstances. Different penalties imposed in two cases for
seemingly similar conduct may be the result of the weighing of these factors. It does
not necessarily mean that an inappropriate penalty was imposed in one of the cases.
In addition, many of these cases are appealed to the MSPB or through the nego-
tiated grievance process. We understand that in some cases removals have been
mitigated to lesser penalties by grievance arbitrators.

It is also important to emphasize, that not all suspected instances of browsing ac-
tually turn out to have been willful unauthorized inspection of taxpayer records.

Question. Can you explain, from Treasury's perspective, why IRS has been incon-
sistent in punishments?

Answer. The IRS is a large, administratively decentralized organization and dis-
cipline is administered at the local level. As noted above, each case presents its own
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unique facts and circumstances and therefore different penalties may be deemed ap-
propriate. This doesn’'t necessarily mean that the penalties are inconsistent. That
being said, there is certainly room for improvement in terms of making sure that
similar offenses receive similar treatment.

Question. Has snooping been a problem with any other Treasury agencies with
their respective files.

Answer. “Browsing” is a term usually applied only to unauthorized access to tax-
payer information. We are unaware of any similar instances of significant unauthor-
ized access to sensitive systems or data at other Treasury bureaus.

Question. From an oversight perspective, do you feel that there are any road-
blocks, legal or otherwise, keeping the IRS from consistently applying these punish-
ments?

Answer. So long as this type of misconduct is subject to the same factors for eval-
uating the appropriateness of a penalty as other types of misconduct, there will like-
ly be differences in penalty determinations because of the unique factors of each
case. We will be evaluating whether additional legislation is needed to ensure that
appropriate disciplinary penalties for browsing will be sustained.
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GENERAL ACCOUNTING OFFICE

STATEMENT OF RONA B. STILLMAN, CHIEF SCIENTIST, COMPUTERS
AND TELECOMMUNICATIONS

ACCOMPANIED BY LYNDA WILLIS, DIRECTOR, TAX POLICY AND AD-
MINISTRATION

INTRODUCTION OF WITNESS

Senator CAmPBELL. Our third panel will be Dr. Rona B. Stillman,
Chief Scientist for Computers and Telecommunications from the
General Accounting Office. Dr. Stillman, if you would like to sub-
mit your complete written testimony, without objection that will be
included in the record and you are welcome to abbreviate it if you
would like to. And if you might identify the lady that is with you
for the record.

Ms. STiLLMAN. Thank you, Mr. Chairman. With me is Lynda Wil-
lis, our Director for Tax Policy and Administration. We appreciate
the opportunity to testify on two very important matters concern-
ing IRS: employees’ unauthorized and improper perusal of con-
fidential records, commonly known as browsing; and unjustified $1
billion-plus budget request for unspecified new systems develop-
ment.

Browsing is not a new problem. For years Members of Congress,
GAO, and others have raised concerns about IRS employees
accessing taxpayer files for purposes unrelated to their jobs, for ex-
ample, reading the files of celebrities or neighbors, or making un-
authorized changes to taxpayer files such as initiating unauthor-
ized refunds or tax abatements.

In response, the IRS has taken steps to detect and deter brows-
ing. In particular, the IRS has developed and is using the electronic
audit research log [EARL]. EARL is an automated tool which tries
to identify suspicious patterns of employee activity by analyzing
the audit trail of IDRS, the primary computer system IRS employ-
ees use to access and adjust taxpayer accounts. The IRS Commis-
sioner has also instituted a zero tolerance browsing policy, and the
agency has taken legal and disciplinary action against some em-
ployees caught browsing.

We found that despite these steps, IRS is still not effectively ad-
dressing browsing. First, EARL is limited in its ability to detect
browsing. EARL only monitors employees using IDRS to access tax-
payer data. It does not monitor the activities of employees using
other automated systems to access taxpayer data, such as the dis-
tributed input system [DIS], the integrated collection system [ICS],
or the totally integrated examination system [TIES].

In addition, EARL is not effective in distinguishing between
browsing and legitimate work activity. It identifies so many poten-

(41)
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tial browsing incidents that the subsequent manual review needed
to find incidents of actual browsing is time consuming and difficult.
IRS is evaluating options for enhancing EARL to enable it to better
distinguish between legitimate activity and browsing.

Second, according to the 1996 report of the EARL executive
steering committee, IRS does not consistently count the number of
browsing cases and cannot assess the effectiveness of individual de-
tection programs or of IRS detection efforts overall.

Further, browsing is inconsistently managed across IRS facilities.
Facilities are inconsistent in reviewing and referring browsing inci-
dents, inconsistent in applying penalties for browsing violations,
and inconsistent in publicizing the outcomes of browsing cases to
deter other employees from browsing.

In a report we issued last week, we recommended that the IRS
completely and consistently monitor, record, and report the full ex-
tent of browsing for all systems that can be used to access taxpayer
data. We also recommended that the Commissioner report the asso-
ciated disciplinary action taken, and that these statistics, along
with an assessment of its progress in eliminating browsing, be in-
cluded with IRS' annual budget submission. IRS has stated its in-
tention to implement these recommendations. We plan to monitor
its progress in doing so.

I would now like to address IRS’ budget request for new systems
development in fiscal years 1998 and 1999. IRS has requested $131
million in fiscal year 1998 for new systems development and an ad-
ditional $1 billion, $500 million in fiscal year 1998 and $500 mil-
lion in fiscal year 1999 for an information technology investment
account.

To ensure that Federal agencies like the IRS invest wisely in in-
formation technology, the Congress has passed several laws, in-
cluding the Chief Financial Officers Act, the Government Perform-
ance and Results Act, and the Clinger-Cohen Act. These acts re-
quire that information technology investments be supported by con-
vincing business case analyses showing mission-related benefits in
excess of the money spent. They also require that disciplined proc-
esses be in place to manage the investment and to develop or ac-
quire the systems.

IRS has not justified the $1.131 billion it has requested for fiscal
years 1998 and 1999. In fact, IRS does not know how it will spend
these funds or what benefits will be achieved. Instead IRS re-
guested $131 million in fiscal year 1998 because that was about the
same amount it received for new systems development in fiscal
year 1997. And IRS requested an additional $1 billion in fiscal
years 1998 and 1999 as a placeholder to ensure the availability of
funding for yet-to-be-determined new systems development.

Moreover, although they are working to improve, IRS continues
to suffer from the same fundamental and persistent management
and technical weaknesses that we detailed in July 1995. It is pre-
cisely this kind of approach, that is, earmarking huge amounts of
money without convincing supporting business rationale, and at-
tempting to build and buy systems without disciplined systems de-
velopment and acquisition processes, that have led to past mod-
ernization failures at IRS. And it is precisely this kind of approach
that GPRA and the Clinger-Cohen Act are designed to preclude.
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Therefore, consistent with the requirements of GPRA and the
Clinger-Cohen Act, we believe that the Congress should not fund
any significant IRS requests for information technology develop-
ment until IRS provides convincing analytical business rationale,
and until disciplined systems investment, development, and acqui-
sition processes are in place.

Mr. Chairman, this concludes my statement. Lynda Willis and |
will be happy to respond to any questions that you or the sub-
committee members may have at this time.

PREPARED STATEMENT

Senator CAMPBELL. Thank you Ms. Stillman. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF DR. RONA B. STILLMAN

Mr. Chairman and Members of the Subcommittee: We appreciate the opportunity
to testify on Internal Revenue Service (IRS) employees’ electronic browsing of tax-
payer files, as well as IRS’ fiscal years 1998 and 1999 budget requests for tax sys-
tems modernization (TSM) development currently before this Subcommittee.

On April 8, 1997, we issued a report disclosing many serious computer security
weaknesses at IRS.1 These weaknesses make IRS computer resources and taxpayer
data unnecessarily vulnerable to external threats, such as natural disasters and
people with malicious intentions. They also expose taxpayer data to internal threats,
such as employees accessing taxpayer files for purposes unrelated to their jobs (for
example, reading the files of celebrities or neighbors) or making unauthorized
changes to taxpayer data, either inadvertently or deliberately for personal gain (for
example, to initiate unauthorized refunds or abatements of tax). Such unauthorized
and improper browsing of taxpayer records has been the focus of considerable atten-
tion in recent years. Nevertheless, our report shows that IRS is not effectively ad-
dressing the problem. IRS still does not effectively monitor employee activity, accu-
rately record browsing violations, consistently punish offenders, or widely publicize
reports of incidents detected and penalties imposed.

Compounding IRS’ serious and persistent computer security and employee brows-
ing problems are equally serious and persistent TSM management and technical
problems that must be corrected if IRS is to effectively invest in TSM. IRS is re-
questing $1.131 billion in fiscal years 1998 and 1999 for TSM development and de-
ployment. However, IRS does not know how it will spend this $1.131 billion and has
not yet corrected the management and technical problems that IRS has acknowl-
edged have resulted in hundreds of millions of dollars being wasted thus far on
TSM. This is inconsistent with the Government Performance and Results Act
(GPRA) of 1993 and the Clinger-Cohen Act of 1996, which require that information
technology investments be supported by convincing business case analyses and dis-
ciplined management and technical processes.

IRS IS NOT EFFECTIVELY ADDRESSING ELECTRONIC BROWSING

Employee electronic browsing of taxpayer records is a long-standing problem at
IRS. We reported in September 1993 that IRS did not adequately (1) restrict access
by computer support staff to computer programs and data files or (2) monitor the
use of these resources by computer support staff and users.2 As a result, personnel
who did not need access to taxpayer data could read and possibly use this informa-
tion for fraudulent purposes. Also, unauthorized changes could be made to taxpayer
data, either inadvertently or deliberately for personal gain (for example, to initiate
unauthorized refunds or abatements of tax). In August 1995, we reported that the
Service still lacked sufficient safeguards to prevent or detect unauthorized browsing
of taxpayer information.3

11RS Systems Security: Tax Processing Operations and Data Still at Risk Due to Serious
Weaknesses (GAO/AIMD-97-49, April 8, 1997).

2|RS Information Systems: Weaknesses Increase Risk of Fraud and Impair Reliability of Man-
agement Information (GAO/AIMD-93-34, September 22, 1993).

3Financial Audit: Examination of IRS’ Fiscal Year 1994 Financial Statements (GAO/AIMD-
95-141, August 4, 1995).
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To address employee browsing, IRS developed the Electronic Audit Research Log
(EARL), an automated tool to monitor and detect browsing on the Integrated Data
Retrieval System (IDRS).# IRS has also taken legal and disciplinary actions against
employees caught browsing. However, as our April 1997 report points out, EARL
has shortcomings that limit its ability to detect browsing. In addition, IRS does not
have reliable, objective measures for determining whether or not the Service is mak-
ing progress in reducing browsing. Further, IRS facilities inconsistently (1) review
and refer incidents of employee browsing, (2) apply penalties for browsing violations,
and (3) publicize the outcomes of browsing cases to deter other employees from
browsing.

EARL's Ability to Detect Browsing Is Limited

EARL cannot detect all instances of browsing because it only monitors employees
using IDRS. EARL does not monitor the activities of IRS employees using other sys-
tems, such as the Distributed Input System, the Integrated Collection System, and
the TotaIIy Integrated Examination System, which are also used to create, access,
or modify taxpayer data. In addition, information systems personnel responsible for
systems development and testing can browse taxpayer information on magnetic
tapes, cartridges, and other files using system utility programs, such as the Spool
Display and Search Facility,> which also are not monitored by EARL.

Further, EARL has some weaknesses that limit its ability to identify browsing by
IDRS users. For example, because EARL is not effective in distinguishing between
browsing activity and legitimate work activity, it identifies so many potential brows-
ing incidents that a subsequent manual review to find incidents of actual browsing
is time-consuming and difficult. IRS is evaluating options for developing a newer
version of EARL that may better distinguish between legitimate activity and brows-
ing.

IRS Progress in Reducing and Disciplining Browsing Cases Is Unclear

IRS’ management information systems do not provide sufficient information to de-
scribe known browsing incidents precisely or to evaluate their severity consistently.
IRS personnel refer potential browsing cases to either the Labor Relations or Inter-
nal Security units, each of which records information on these potential cases in its
own case tracking system. However, neither system captures sufficient information
to report on the total number of unauthorized accesses. For example, neither system
contains enough information on each case to determine how many taxpayer accounts
were inappropriately accessed or how many times each account was accessed. With-
out such information, IRS cannot measure whether it is making progress from year
to year in reducing browsing.

A recent report by the IRS EARL Executive Steering Committee ¢ shows that the
number of browsing cases closed has fluctuated from a low of 521 in fiscal year 1991
to a high of 869 in fiscal year 1995.7 However, the report concluded that the Service
does not consistently count the number of browsing cases and that “it is difficult
to assess what the detection programs are producing * * * or our overall effective-
ness in identifying IDRS browsing.”

Further, the committee reported that “the percentages of cases resulting in dis-
cipline has remained constant from year to year in spite of the Commissioner’s ‘zero
tolerance’ policy.” IRS browsing data for fiscal years 1991 to 1995 show that the per-
centage of browsing cases resulting in IRS’ three most severe categories of penalties
(i.e., disciplinary action, separation, and resignation/retirement) has ranged between
23 and 34 percent, with an average of 29 percent.8

Browsing Incidents Are Reviewed, Referred, Disciplined, and Publicized Inconsist-
ently

IRS processing facilities do not consistently review and refer potential browsing
cases. The processing facilities responsible for monitoring browsing had different
policies and procedures for identifying potential violations and referring them to the
appropriate unit within IRS for investigation and action. For example, at one facil-
ity, the analysts who identify potential violations referred all of them to Internal

41DRS is the primary computer system IRS employees use to access and adjust taxpayer ac-
counts.

5This utility enables a programmer to view a system’s output, which may contain investiga-
tive or taxpayer information.

6 Electronic Audit Research Log (EARL) Executive Steering Committee Report (September 30,
1996).

7We did not verify the accuracy and reliability of these data.

8The mix among these three categories has remained relatively constant each year with dis-
ciplinary action accounting for the vast majority of penalties.
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Security, while staff at another facility sent some to Internal Security and the re-
mainder to Labor Relations.

IRS has taken steps to improve the consistency of its review and referral process.
In June 1996, it developed specific criteria for analysts to use when making referral
decisions. A recent report by the EARL Executive Steering Committee stated that
IRS had implemented these criteria nationwide. Because IRS was in the process of
implementing these criteria during our work, we could not validate their implemen-
tation or effectiveness.

IRS facilities are not consistently disciplining employees caught browsing. After
several IRS directors raised concerns that field offices were inconsistent in the types
of discipline imposed in similar cases, IRS’ Western Region analyzed fiscal year
1995 browsing cases for all its offices and found inconsistent treatment for similar
types of offenses. For example, one employee who attempted to access his own ac-
count was given a written warning, while other employees in similar situations,
from the same division, not only did not receive a written warning but were not
counseled at all.

The EARL Executive Steering Committee reported widespread inconsistencies in
the penalties imposed in browsing cases. For example, the committee’s report
showed that for fiscal year 1995, the percentage of browsing cases resulting in em-
ployee counseling ranged from a low of 0 percent at one facility to 77 percent at
another. Similarly, the report showed that the percentage of cases resulting in re-
moval ranged from O percent at one facility to 7 percent at another. For punish-
ments other than counseling or removal (e.g., suspension), the range was between
10 percent and 86 percent.

IRS facilities did not consistently publicize the penalties assessed in browsing
cases to deter such behavior. For example, we found that one facility never reported
disciplinary actions. However, another facility reported the disciplinary outcomes of
browsing cases in its monthly newsletter. By inconsistently and incompletely report-
ing on penalties assessed for employee browsing, IRS is missing an opportunity to
more effectively deter such activity.

In summary, although IRS has taken some action to detect and deter browsing,
it is still not effectively addressing this area of continuing concern because (1) it
does not know the full extent of browsing and (2) it is addressing cases of browsing
inconsistently. Because of this, our April report recommends that the IRS Commis-
sioner (1) ensure that IRS completely and consistently monitors, records, and re-
ports the full extent of electronic browsing; and (2) report IRS’ progress in eliminat-
ing browsing in its annual budget submission. IRS has concurred with these rec-
ommendations and stated that it will implement them. We plan to monitor its
progress in doing so.

FISCAL YEARS 1998 AND 1999 TSM BUDGET REQUESTS NOT JUSTIFIED

Recent legislation, such as GPRA and the Clinger-Cohen Act, require that infor-
mation technology investments be supported by accurate cost data and convincing
cost-benefit analyses. However, IRS’ fiscal years 1998 and 1999 TSM budget re-
quests, which combined total $1.131 billion, do not include credible, verifiable jus-
tifications. Exacerbating this problem is the fact that the systems modernization
continues to be at risk due to uncorrected management and technical weaknesses ®
that we first reported in July 1995.10 Such an approach to modernization spending
has contributed to IRS’ past modernization failures, and giving IRS more money
under these circumstances not only undermines the objectives of GPRA and the
Clinger-Cohen Act, but also increases the risk of more money being wasted.

Budget Request for Fiscal Year 1998 Systems Development Not Justified

The Clinger-Cohen Act, GPRA, and OMB Circular No. A-11 and supporting
memoranda require that information technology investments be supported by accu-
rate cost data and convincing cost-benefit analyses. However, IRS has not prepared
such analyses to support its fiscal year 1998 request of $131 million for system de-

9GAO High Risk Series, IRS Management (GAO/HR-97-8, February 1997); Tax Systems Mod-
ernization: Actions Underway But Management and Technical Weaknesses Not Yet Corrected
(GAO/T-AIMD-96-165, September 10, 1996); Tax Systems Modernization: Actions Underway
But IRS Has Not Yet Corrected Management and Technical Weaknesses (GAO/AIMD-95-106,
June 7, 1996); Tax Systems Modernization: Management and Technical Weaknesses Must Be
Overcome To Achieve Success (GAO/T-AIMD-96-75, March 26, 1996); and Tax Systems Mod-
ernization: Management and Technical Weaknesses Must Be Corrected If Modernization Is to
Succeed (GAO/AIMD-95-156, July 26, 1995).

10Tax Systems Modernization: Management and Technical Weaknesses Must Be Corrected If
Modernization Is to Succeed (GAO/AIMD-95-156, July 26, 1995).
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velopment. The budget request states that IRS does not know how it plans to spend
these funds because its modernization systems architecture and system deployment
plan have not yet been finalized. These efforts are scheduled for completion in May
1997 and are intended to guide future systems development. According to IRS budg-
et officials, $131 million was requested for fiscal year 1998 because it was approxi-
mately the same amount IRS received in fiscal year 1997 for system development.

No Justification to Support Information Technology Investments Account Requests
for Fiscal Years 1998 and 1999

The administration, on IRS’ behalf, is proposing to establish an Information Tech-
nology Investments Account to fund future modernization investments at IRS. It is
seeking $1 billion—$500 million in each of fiscal years 1998 and 1999—for “yet-to-
be-specified” development efforts. According to IRS’ request, the funds are to sup-
port acquisition of new information systems, any expenditures from the account will
be reviewed and approved by the Department of the Treasury’s Modernization Man-
agement Board, and no funds will be obligated before July 1, 1998.

The Clinger-Cohen Act, GPRA, and OMB Circular No. A-11 and supporting
memoranda require that, prior to requesting multiyear funding for capital asset ac-
quisitions, agencies develop accurate, complete cost data and perform thorough anal-
yses to justify the business need for the investment. For example, agencies need to
show that needed investments (1) support a critical agency mission, (2) are justified
by a life-cycle-based cost-benefit analysis, and (3) have cost, schedule, and perform-
ance goals.

IRS has not prepared such analyses for its fiscal years 1998 and 1999 investment
account request. Instead, IRS and Treasury officials stated that, during executive-
level discussions, they estimated that they would need about $2 billion over the next
5 years. This estimate was not based on analytical data or derived using formal cost
estimating techniques. According to OMB officials responsible for IRS' budget sub-
mission, the request was reduced to $1 billion over 2 years because they perceived
the lesser amount as being more palatable to the Congress. These officials also told
us that they were not concerned about the precision of the estimate because their
first priority is to “earmark funds” in the fiscal years 1998 and 1999 budgets so that
funds will be available when IRS eventually determines how it wants to modernize
its systems.

In 1995 we made over a dozen recommendations to the Commissioner of Internal
Revenue to address systems modernization management and technical weaknesses.
We reported in 1996 that IRS had initiated many activities to improve its mod-
ernization efforts, but had not yet fully implemented our recommendations.1* Since
that time, IRS has continued to take steps to address our recommendations and re-
spond to congressional direction. While we recognize that there are ongoing actions
intended to address these problems, we remain concerned. Much remains to be done
to implement essential improvements in IRS’ modernization efforts. IRS has not yet
instituted disciplined processes for designing and developing new systems, has not
yet completed its systems architecture, and has no justification for the funding it
has requested.

Given IRS’ poor track record delivering cost beneficial TSM systems, persisting
weaknesses in both software development and acquisition capabilities, and the lack
of justification and analyses for over $1 billion in proposed system expenditures, we
believe that the Congress should not fund these requests until the management and
technical weaknesses in IRS’ modernization program are resolved and the required
justifications are completed.

Mr. Chairman, this concludes my statement. Lynda Willis, Director, Tax Policy
and Administration Issues, and | will be happy to respond to any questions you or
Members of the Subcommittee might have at this time.

CAPABILITIES TO SNOOP OR BROWSE

Senator CampBeLL. We are focusing on the IRS, but your com-
ment did bring something to my mind. Do you know of any other
agency of the Federal Government that has the capabilities to
snoop or browse? | am only one step ahead of Senator Faircloth in
understanding high-technology computers, but could another agen-
cy access IRS files to be able to snoop or browse?

11Tax Systems Modernization: Actions Underway But IRS Has Not Yet Corrected Management
and Technical Weaknesses (GAO/AIMD-95-106, June 7, 1996).
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Ms. STiLLMAN. IRS operational systems are not on open networks
like Internet. They are on closed networks and access is limited to
IRS employees.

Senator CAMPBELL. At what point did the GAO become aware
that there was browsing of files?

Ms. WiLLis. Senator, | believe the first time that we reported to
the Congress on browsing was in 1993 as a part of our audit of the
IRS’ 1992 financial statement.

Senator CampPBELL. You notified them of your findings at that
time?

Ms. WiLLis. Yes.

Senator CAmPBELL. What was their response at that time?

Ms. WiLLis. That it was a serious problem that needed to be cor-
rected.

Senator CampPBELL. Do you think they have taken sufficient ac-
tions to prevent it?

Ms. WicLLis. | will let Dr. Stillman answer that, but | think in
part the fact that we are here today in 1996 with the same sorts
of issues and the same sorts of problems indicate that if we have
taken actions, they have not been adequate to address the underly-
ing problem.

Ms. STILLMAN. That is exactly correct. They have taken some ac-
tions. They have developed the EARL system. They are using it to
some extent on IDRS. The Commissioner has indicated that she
considers it important that employees not browse and has issued
a zero tolerance statement. None of these actions has been suffi-
cient to stop browsing.

Senator CAMPBELL. As a person that does not understand a lot
about sophisticated equipment, could anybody in the IRS do this,
or does it require some kind of a special skill to access these
records, or could anybody that is pretty good with computers do it?

Ms. STILLMAN. There are about 58,000 employees of IRS who use
the IDRS system. You have to be a user of——

Senator CAMPBELL. Any one of those could do it?

Ms. STILLMAN. Yes.

Senator CAMPBELL. To anyone they wanted to pull up, a celeb-
rity, a family, friend; is that right?

Ms. STiLLMAN. As far as | know, they are not limited. If they
have sufficient information to get the record, they are not limited.

Senator CAmPBELL. | appreciate it. 1 also have about a half a
dozen questions that | would like to submit to you also, if you
would get back to the committee with those in writing.

Ms. STILLMAN. We surely will.

Senator CAMPBELL. Thank you.

Senator Kohl.

Senator KoHL. Thank you very much, Mr. Chairman.

DEGREE OF SERIOUSNESS ABOUT BROWSING

Dr. Stillman, there is this concern that they are just not serious
enough about it over there, about browsing. That it is not taken
with the degree of seriousness that the American people and those
of us who are sitting here today think it should be taken, and that
is why we are where we are. That when you see that just 1 percent
of those who were redlined for browsing have been discharged and



48

S0 on, you get the impression that it is business as usual and let
us hope that this thing blows over.

Now you know more about it than we do. To what extent would
you disagree with this appraisal?

Ms. STiILLMAN. IRS itself in its 1996 Executive Steering Commit-
tee Report on EARL has said that the attitude of IRS employees
is a problem, that they do not regard it seriously. That they do not
believe they will be punished, and they do not believe that this ac-
tivity is important.

Senator KoHL. So then in looking at how we change that culture
you have to look at the management. It is management that has
the responsibility for carrying out the rules and regulations, and
for instilling a sense of discipline. Would you disagree with that?

Ms. STiLLMAN. No, | certainly would not disagree with that. The
values of an organization, what it believes are important is deter-
mined at the top.

Senator KoHL. Then what would you say about whomever the
Deputy Secretary happens to be from one time to another—and we
all understand the problem did not arise yesterday—and the Com-
missioner of the IRS? After all, these are the two top officials on
a day-to-day basis who are involved in trying to run this organiza-
tion properly. Would you say that that is where you have to start?
I mean, any organization starts from the top and it moves down
from that point. Would you disagree?

Ms. STiILLMAN. No; | would not disagree. The Deputy Secretary
has already testified that he believes that browsing is an important
problem. And it is important that that belief be inculcated through
the agency, and apparently they have not done that very well to
date.

Senator KoHL. So much of the concern we have should be focused
not only on those who are doing the browsing but on those who are
supervising them clearly?

Ms. STiLLMAN. It is clearly a total agency problem.

FUNDING FOR TSM PROJECT

Senator KoHL. Dr. Stillman, what should we do about the TSM
project? In your opinion, should we continue to provide funding for
it, and what would happen to the Nation’'s tax collection systems
if we were to call a halt to the modernization efforts at this time?

Ms. STILLMAN. There is one very important myth that ought to
be dispelled. That is that the money spent for developing new sys-
tems, for TSM new systems development, impacts current oper-
ation in the same year. It does not. Current operational systems
are funded and operated separately. So in the discussion for TSM,
there is considerable leeway in determining what we spend, and in
what order.

What is important is that TSM or systems modernization spend-
ing, whatever its name is in the future, be done very differently
than it was done in the past. That first, before money is spent,
there be good, solid business plans and clear capabilities inside the
organization to develop or acquire systems; that systems be devel-
oped or acquired in small increments, not in big lumps; that the
small increments have relatively short timeframes and very clear
performance measures so that before the next increment of invest-
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ment is made it is clear that the previous increment has been
worthwhile.

That is not the structure that TSM has exhibited in the past, but
that should be the structure in the future.

Senator KoHL. Thank you.

Thank you, Mr. Chairman.

Senator CampPBELL. Thank you for your very concise and clear
answers, Doctor. | did have a couple of little questions. How does
the IRS actions about misconduct—I read some of the numbers a
while ago from this sheet | have here—how does that compare with
other agencies? | know that this is just a kind of a rush in the IRS
now, but other agencies certainly have some disciplinary problems
too, and | was just wondering of those, how many of those are
closed without action, or counseling, or disciplinary action? Do you
have any idea if the IRS has an undue amount of disciplinary ac-
tions compared to other agencies?

Ms. STILLMAN. | personally have no idea.

Ms. WiLLis. Senator, we have not looked at that, but | think
there are, obviously, a couple of agencies that you could look at, in-
cluding Veterans Affairs, Social Security Administration, Medicare
where you have files that similarly would be of interest to people.
But I do not know of anyone who has actually gone in and com-
pared what type of disciplinary actions those agencies have taken
against employees found violating the confidentiality of the data on
their systems.

Senator CAMPBELL. That is the only questions | have. | certainly
appreciate you appearing today and I am sorry that we had to hold
you up so long. Thank you, Dr. Stillman.

Ms. STILLMAN. Thank you so much. It has been a pleasure to be
here.
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INTRODUCTION OF WITNESSES

Senator CAmPBELL. The last panel will be the Honorable Mar-
garet Milner Richardson, Commissioner of Internal Revenue Serv-
ice, and the Honorable Valerie Lau, Inspector General of the U.S.
Department of the Treasury. If you folks would come forward. Why
don't we go ahead and start with you, Valerie? You may proceed,
Ms. LAu.

STATEMENT OF VALERIE LAU

Ms. Lau. Thank you, Mr. Chairman. Mr. Chairman, Senator
Kohl, I am pleased to be here today to represent both the Treasury
Office of Inspector General and the Internal Revenue Service's In-
spection Service. With your permission, | would like to submit my
prepared statement for the record and summarize my remarks.

Senator CampPBELL. Without objection, your complete testimony
will be in the record.

BROWSING OF TAX RECORDS BY IRS EMPLOYEES

Ms. Lau. Thank you. Today we are addressing a very serious
issue: how to protect taxpayer information from electronic browsing
by IRS employees. Unfortunately, as you have heard, this is not a
new issue. There has been extensive oversight of this problem for
the past 5 years. In fact, in 1992 IRS internal auditors were the
first to bring the problem of employee browsing to light. In re-
sponse, IRS management has taken action. However, the abuse
continues.

So where do we go from here? | have three priorities to suggest.
First, continued oversight by the IRS Chief Inspector and the
Treasury Inspector General. Second, improved controls to prevent
and detect abuse in current and future systems. And third, new
laws that penalize browsing of taxpayer information by IRS em-
ployees.

You might be wondering what the Treasury’s auditors and inves-
tigators have done to help tackle this problem. I am pleased to say
we have done quite a bit and we plan to do more. IRS internal
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auditors developed the first computer program to show the nature
and extent of the browsing problem. That program was the impetus
for the primary system, EARL, currently used to detect browsing.

Since then, the Chief Inspector's auditors and mine have contin-
ued to monitor and report on the IRS’ progress in addressing this
and other computer security problems. The Chief Inspector and |
intend to maintain our focus on this area.

Since the auditors first identified the problem 5 years ago, the
IRS’ ability to detect browsing has improved. | believe the continu-
ing audits and investigations | have described in my written state-
ment have had a positive impact. But this does not mean that we
can catch all abuses or scare away all of those who are intent on
abusing the system.

The challenge of protecting taxpayers’ information is a difficult
one because many IRS employees have a legitimate need to access
the data in order to perform their assigned duties. Unfortunately,
some IRS employees have abused this authority.

The solutions? As others have mentioned, these include monitor-
ing employee activity, educating employees, and taking consistent
disciplinary action against those who abuse the taxpayers’ trust.

What else can be done? Let me return to my three priorities.
Continued oversight. I pledge that my office and that of the IRS
Chief Inspector will continue to give our attention to this area. We
welcome the support you have shown in addressing this issue.

Improved controls. Controls in the current IDRS system need to
be further strengthened so they not only detect but also prevent
abuses. In addition, controls are needed to monitor use of those
systems not covered by detection systems such as EARL. The vul-
nerability of those systems which were identified by GAO need to
be evaluated and given appropriate management attention. Pro-
spectively, the next generation of systems should include controls
that prevent, not just detect, unauthorized access.

Finally, stronger laws. We need to have laws in place that penal-
ize employees who browse taxpayer information. | join the support
for the proposed antibrowsing legislation introduced by Senator
Glenn.

This concludes my remarks and | would be happy to answer any
questions you have.

PREPARED STATEMENT

Senator CAMPBELL. Thank you, Ms. Lau. We have your complete
statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF VALERIE LAU

Mr. Chairman and Members of the Committee: | am Valerie Lau, Inspector Gen-
eral of the Department of the Treasury. | am pleased to be here today to represent
the Treasury Office of Inspector General (OIG) and the Internal Revenue Service's
(IRS) Inspection Service. With your permission, I would like to submit my prepared
statement for the record and take a few moments to summarize my remarks.

Today we are addressing a very serious issue, how to protect taxpayer information
from electronic browsing by IRS employees. Unfortunately, this is not a new issue.
There has been extensive oversight of this problem for the past 5 years. In fact, in
1992, IRS internal auditors were the first to bring the problem of employee brows-
ing to light. In response, IRS management has taken action. However, the abuse
continues. So, where do we go from here?
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| have three priorities to suggest: (1) continued oversight by the IRS Chief Inspec-
tor and the Treasury Inspector General, (2) improved controls to prevent and detect
abuse in current and future systems, and (3) new laws that penalize browsing of
taxpayer information by IRS employees.

ROLE OF MY OFFICE WITH RESPECT TO IRS

As you know, the Treasury Office of Inspector General was established by the
1988 Amendments to the IG Act of 1978. Unlike most other IG’s, however, the
Amendments did not create a single audit and investigative entity for the Treasury
Department. Specifically, IRS retained its internal investigative and internal audit
functions under the direction of the IRS Chief Inspector. That office has primary
responsibility for all direct audit and investigative activity at IRS. My office was as-
signed oversight responsibility.

The Amendments gave my office the authority to initiate, conduct and/or super-
vise audits of the IRS. However, with an audit staff of 160 to provide primary cov-
erage for the remaining 11 Treasury bureaus and the added financial audit respon-
sibilities under the Chief Financial Officer's Act, our capacity to do many audits at
IRS is limited. In contrast, the Chief Inspector has approximately 460 auditors who
focus solely on IRS programs and operations. Consequently, my office must rely on
IRS Internal Audit for most of the audit coverage at IRS. In addition, GAO performs
an extensive amount of audit work at the IRS, including the audit of IRS’ financial
statements.

The Amendments also changed the requirements for reporting the results of the
Chief Inspector’'s audits and investigations. This work is routinely included in my
office’s Semiannual Report to the Congress. In fact, the Semiannual report has spe-
cifically included audit reports on computer security and browsing of sensitive tax-
payer information since 1993.

IG AND CHIEF INSPECTOR COVERAGE

You might be wondering what the Treasury's auditors and investigators have
done to help tackle this problem. I am pleased to say we have done quite a bit, and
we plan to do more. IRS internal auditors developed the first computer program to
show the nature and extent of the browsing problem. That program was the impetus
for the primary system currently used to detect browsing. Since then, the Chief In-
spector’s auditors and mine have continued to monitor and report on the IRS’
progress in addressing this and other computer security problems. The Chief Inspec-
tor and | intend to maintain our focus on this area.

Security over tax information has received extensive and continuous audit cov-
erage from both the IRS Chief Inspector and my office. While the Chief Inspector’s
work has covered a broad range of data security issues, Integrated Data Retrieval
System (IDRS) security and employee browsing of taxpayer information have been
a particular focus.

The problems with IDRS were first reported by the Chief Inspector’s office in 1992
in a report issued by the Southeast Region. The internal auditors developed com-
puter utility programs which allowed them to analyze employee accesses to taxpayer
accounts through IDRS and identify instances of unauthorized access and taxpayer
browsing. In 1993, the Chief Inspector conducted a nationwide audit which con-
firmed that employee browsing was a nationwide problem that needed immediate
attention.

In August 1993, the Senate Governmental Affairs Committee held a hearing fo-
cused on the Chief Inspector’s findings. In response, the IRS developed the IDRS
Privacy and Security Action Plan. That Plan included 35 action items to improve
security over information processed by IDRS. The plan included 10 action items that
were the responsibility of the IRS Inspection Service.

In 1994, at the request of Senator Glenn, the OIG reviewed the Service's progress
in implementing the action plan. In 1996, we conducted a follow up review. In the
second audit, we found that the Inspection Service had successfully completed its
10 Action Plan items for helping control IDRS abuse. While the IRS was making
progress on the rest of the plan, several actions related to a key control mechanism,
the Electronic Audit Research Log (EARL), were still not complete.

In 1996, the Chief Inspector issued a follow up audit report to their 1994 audit
of EARL. That report noted that EARL still has only limited ability to identify
browsing and that IRS had not yet developed procedures to assure that potential
browsing cases are consistently reviewed and referred. These and other issues are
currently being addressed by the EARL Executive Steering Committee.

The Chief Inspector and his staff have taken a proactive role in assisting IRS
management in its efforts to improve security over IDRS. For example, the concept
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for EARL was based in part on the audit utility programs developed by the auditors
who first identified the IDRS browsing problem. Also, the EARL Executive Steering
Committee was created to respond to problems with EARL identified by the IRS in-
ternal auditors. A member of the Chief Inspector’s staff participates on that Com-
mittee. The Steering Committee’s 1996 report contains numerous recommendations
to improve the Service’'s implementation and use of EARL.

Finally, the Chief Inspector’s auditors and investigators have worked together to
identify indicators of abuse and have alerted IRS management through periodic In-
ternal Audit Memorandums. Finally, the Chief Inspector’s investigators have pur-
sued management referrals of potential misuse.

We have reported this work in our Semiannual reports to the Congress. Since
1993, we have regularly reported IDRS security weaknesses as a major area of con-
cern for IRS. The various audits performed by the Chief Inspector have also contrib-
uted to raising this problem to the level of a material weakness in the Department’s
Federal Manager’s Financial Integrity Act Assurance letter.

CONCLUSIONS

Since the auditors first identified the problem five years ago, the IRS' ability to
detect browsing has improved. | believe the continuing audits and investigations |
have described have had a positive impact. But this does not mean we can catch
all abuses or scare away those who are intent on abusing the system.

The challenge of protecting taxpayers’ information is a difficult one, because many
IRS employees have a legitimate need to access that data in order to perform their
assigned duties. Unfortunately, some IRS employees have abused this authority.
The solutions? As others have mentioned, these include monitoring employee activ-
ity, educating employees, and taking consistent disciplinary action against those
who abuse the taxpayers’ trust.

What else can be done? Let me return to the three priorities:

Continued Oversight.—I pledge that my office and that of the IRS Chief Inspector
will continue to give our attention to this area. We welcome the support you have
shown in addressing this issue.

Improved Controls.—Controls in the current IDRS system need to be further
strengthened so they not only detect, but also prevent abuses. In addition, controls
are also needed to monitor use of systems not covered by detection systems such
as EARL. The vulnerability of those systems, identified by GAO, need to be evalu-
ated and given appropriate management attention. Prospectively, the next genera-
tion of systems should include controls that prevent, not just detect, unauthorized
access.

Stronger Laws.—We need to have laws in place that penalize employees who
browse taxpayer information. | join the support for proposed anti-browsing legisla-
tion introduced by Senator Glenn.

This concludes my remarks. | will be happy to answer any questions you may
have.

STATEMENT OF MARGARET MILNER RICHARDSON

Senator CAMPBELL. Before we start the questions, | would also
welcome Ms. Richardson, and thank you for coming. The committee
understands that you will be leaving Government shortly and pur-
suing other adventures.

Ms. RICHARDSON. Yes.

Senator CAampPBELL. We wish you well.

Ms. RiICHARDSON. Thank you very much.

Senator CampPBELL. One of the wonderful things will be, you do
not appear any more.

Ms. RicHARDsON. | will miss those opportunities.

Senator CampBeLL. We will take all of your testimony in the
record and you are welcome to abbreviate your comments if you
would like.

Ms. RicHARDSON. Thank you. Mr. Chairman and Senator Kohl,
I want to thank you very much for giving us the opportunity to
come today and talk about the Internal Revenue Service’s policy to-
ward the unauthorized access of tax information by IRS employees.
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Our policy on the unauthorized access of taxpayer information is
simple: Employees are prohibited from accessing information that
is not needed to perform their official tax administration duties.
They are permitted only to access information in order to carry out
those duties, and there are no exceptions to that policy.

UNAUTHORIZED ACCESS TO TAX RECORDS

Shortly after | became Commissioner in May 1993, the IRS Chief
Inspector brought to my attention results of an internal audit re-
port that was looking into unauthorized access of taxpayer informa-
tion by IRS employees. Since that time we have attempted to deter-
mine the scope of the problem, and we have also repeatedly empha-
sized to employees our policy against unauthorized access. The ap-
pendix to my testimony has a number of the communications and
information we provided to employees.

We have tried to educate the employees, and also to enhance our
efforts to detect and punish those who do conduct unauthorized ac-
cess of taxpayer accounts. | have consistently stressed that we will
not tolerate unauthorized access of taxpayer accounts. Although
unauthorized access does not involve an unauthorized disclosure
outside of the Service by an IRS employee of taxpayer information
to a non-IRS employee, those actions around unauthorized accesses
do undermine taxpayer confidence in the tax administration sys-
tem.

In addition to the written communications to all employees, |
have emphasized in virtually every meeting, teleconference, and
every opportunity I have had to speak with employees that we can-
not and will not tolerate such behavior. We have also tried to
strengthen and clarify the penalties that would be imposed for vio-
lating our policy, and we have developed and supported legislative
changes that would affirm criminal penalties for violations.

As | mentioned, we have taken a number of steps. For example,
now when an employee logs onto our principal taxpayer data base,
the integrated data retrieval system you heard about earlier, 1 am
sure, a statement warns of possible prosecution for unauthorized
use of the system. All new users of that data base receive training
on privacy and security of tax information before they are ever en-
titled to access it. They are required to review and to sign an ac-
knowledgement that they have read and understand the rules and
the penalties for violations of the rules.

AUTOMATIC SECURITY PROGRAMS

We have also installed automatic detection programs that would
monitor employees’ actions and accesses to taxpayers’ accounts to
help us identify patterns of use and alert managers to potential
misuse. There are about 1.5 billion accesses to that data base each
year, and only a very small percentage of those accesses are poten-
tially unauthorized.

Our electronic research analyzes the audit trails of each of the
transactions and it is currently the key to our detection. We are
continuing to refine that software so that we can more efficiently
and effectively identify potential unauthorized accesses.

We are also working with state-of-the-art private sector organiza-
tions with the aim of identifying the feasibility of various security



56

prevention systems and the way these companies approach manag-
ing technology risks. Our ultimate goal is to better control access
to information through up-front authorizations so that we will have
to rely less on after-the-fact detection.

EMPLOYEE EDUCATION

Since 1993 we have also been engaged in a vigorous campaign
to let employees know that unauthorized access will result in dis-
ciplinary action including removal. We have also charged our ex-
ecutives with supporting our commitment by making certain that
they will provide consistency of discipline for unauthorized access
of taxpayer information within their offices, that they will person-
ally ensure that their employees receive the required training and
orientation in their offices, and that they will take the opportunity
to communicate our policy to explain what IDRS systems monitor-
ing capabilities are about and what our policy is.

In January, we centralized responsibility for all privacy and secu-
rity systems in the Office of System Standards and Evaluation.
Recognizing the critical need to enforce Federal tax law and regula-
tions on privacy and nondisclosure of confidential tax information
that office was created to assume responsibility for establishing
and enforcing standards and policies for all major security pro-
grams, including but not limited to data security.

With me today is Mr. Len Baptiste, who is sitting behind me and
who is the National Director of that program. He came from the
General Accounting Office where he had systems evaluation man-
agement experience and dealt with a number of security issues. We
also hired William Hadesty to be the Director of Security Stand-
ards and Evaluation. Mr. Hadesty's private and public sector com-
puter security experience includes over 10 years with the General
Accounting Office where he led comprehensive computer security
reviews at numerous Government agencies, including IRS.

DISCIPLINING UNAUTHORIZED ACCESS

Although a clear policy of communication and training and effec-
tive detection are important ways of institutionalizing our policies
against unauthorized access, we also need strong disciplinary and
judicial support to reinforce the seriousness and the consequences
of violating our policy. In pursuing strong disciplinary actions be-
fore administrative tribunals, thus far the results have been mixed.
For example, in cases where employees have improperly accessed
information but not used such information for anyone’s gain, finan-
cial gain or their detriment, those cases have not always been
viewed by third parties as seriously as we believe that they should
be.

Because nothing is more important to the operation of the tax
system than protecting taxpayer information, | also today want to
renew my request that Congress clarify the law and criminal sanc-
tions. We continue to support the legislation that was marked up
by the Ways and Means Committee last week and the similar legis-
lation that was introduced in the Senate. | understand that there
will be votes on both of those today and | want to indicate again,
we do support that and hope they will pass.
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The IRS has supported enactment of a criminal misdemeanor
penalty for the willful, unauthorized inspection of returns and re-
turn information since it became apparent in 1994 that that was
one of the features that we would need to make sure that our pol-
icy was carried out and taken seriously by employees as well as
outsiders.

We developed two legislative proposals. The first recommended
that we amend title 18 of the criminal code so that unauthorized
inspection of computer records would be punishable as a mis-
demeanor. The second one recommended amending the Internal
Revenue Code to provide a misdemeanor penalty for the unauthor-
ized inspections of returns or return information in any medium,
not just in computers. Senator Glenn, who | know testified earlier,
introduced in the 104th Congress the Taxpayer Privacy Protection
Act. We supported that then, and as | hope he indicated, we con-
tinue to support that.

We did, however, get through the Economic Espionage Act of
1996 which did amend title 18 to provide criminal penalties for
anyone who accesses a computer. But the reason we feel that the
legislation that is before Congress today is necessary is that we do
want to clarify that the criminal sanctions for unauthorized access
violates the Internal Revenue Code whether that information is in
a computer or paper format. We also would like to have all of the
confidentiality scheme respecting tax information in the Internal
Revenue Code.

EXTENT OF PROBLEMS

I have stated in the past and | repeat that a single, any single
unauthorized access is one too many. But | do believe that it is im-
portant that we put into context the numbers that were recently
reported in the press. As | noted, there are 1.5 billion accesses an-
nually on our data retrieval system. During 1996, 1,374 cases were
identified as potential unauthorized accesses. Of that number, upon
further investigation 411 were determined to have been authorized.
Of the remaining 963 cases, disciplinary actions were taken in 862
cases, and 101 are still under review.

For example, also during 1995 and 1996, 120 cases were referred
to U.S. Attorneys for prosecution, 15 were accepted, 12 were pend-
ing, and the rest were declined.

I want to reaffirm that we do understand as an organization the
importance of safeguarding taxpayer information, and we also un-
derstand it is essential to the operation of our self-assessment sys-
tem. As | said, we welcome the legislative changes and any other
suggestions that you have that will help us address the problem of
unauthorized access. Prevention is our ultimate goal.

Thank you, Mr. Chairman, and | would be happy to try to an-
swer any questions you might have.

PREPARED STATEMENT

Senator CAMPBELL. Thank you, Ms. Richardson. We have your
complete statement and it will be made part of the record.
[The statement follows:]
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PREPARED STATEMENT OF MARGARET MILNER RICHARDSON

Mr. Chairman and Distinguished members of the Subcommittee. | appreciate the
opportunity to be here today to discuss the Internal Revenue Service’s policy toward
the unauthorized access of tax information by IRS employees.

IRS’ POLICY

The IRS' policy on unauthorized access of taxpayer information is simple: IRS em-
ployees are prohibited from accessing information not needed to perform their offi-
cial tax administration duties. Unauthorized access of taxpayer information violates
both privacy and disclosure rules. IRS employees are only permitted to access infor-
mation in order to carry out their duties. There are no exceptions.

Shortly after 1 became Commissioner in May of 1993, the IRS Chief Inspector
brought to my attention his concerns about unauthorized access of taxpayer infor-
mation by IRS employees. Since that time, we have repeatedly emphasized to em-
ployees the IRS policy against unauthorized access of taxpayer information. (See Ap-
pendix.) The Service has also adopted procedures to educate employees about the
policy and to detect and punish unauthorized access of taxpayer accounts.

I have consistently stressed both inside and outside the Service that the IRS does
not tolerate unauthorized access of taxpayer accounts by IRS employees. In addition
to written communications to all employees, | have consistently emphasized in vir-
tually every meeting, teleconference or other opportunity | have had to speak to em-
ployees that the IRS cannot and will not tolerate such behavior.

The IRS has strengthened and clarified penalties to be imposed for violations of
the Service’s policy. Warning messages have also been added to the *“sign-on”
screens for employees with access to the principal database that employees use. Ad-
ditional steps the IRS has taken to prevent unauthorized access include expanding
the ability to detect unauthorized accesses through the Electronic Audit Research
Log (EARL) on the Integrated Data Retrieval System (IDRS), sending memoranda
to all employees reiterating the Service’s policy, and developing and supporting leg-
islative changes that affirm criminal penalties for violations.

The American federal income tax system is based upon self-assessment. Confiden-
tiality of tax returns and tax return information is part of the foundation of the self-
assessment system. Public confidence that the personal and financial information
given to the IRS for tax administration purposes will be kept confidential is vital
to that system. Although unauthorized access might not involve unauthorized disclo-
sure by an IRS employee of taxpayer information to a non-IRS employee, such ac-
tions can undermine taxpayer confidence in the tax administration system.

IRS ACTIONS

Since 1993, the IRS has taken a number of steps to ensure that unauthorized ac-
cess of taxpayer information by IRS employees does not occur. For example, each
time an employee logs onto the taxpayer account data base (IDRS), a statement
warns of possible prosecution for unauthorized use of the system. (See page 29 of
Appendix.) All new users receive training on privacy and security of tax information
before they are entitled to access the IDRS. They are required to review and sign
an acknowledgment that they have read and understand the Automated Informa-
tion Systems (AIS) Security Rules. (See pages 30 and 31 of Appendix.) The Service
has also installed automated detection programs that monitor employees’ actions
and accesses to taxpayers’ accounts, identify patterns of use, and alert managers to
potential misuse.

The EARL system, which detects potential unauthorized accesses by analyzing the
audit trails of each of the transactions on IDRS, is currently the key to detection.
Because of the volume of transactions—about 1.5 billion annually—and the ex-
tremely small percentage of potential unauthorized accesses, the Service continues
to refine the EARL software to more efficiently and effectively identify such poten-
tial unauthorized accesses. The IRS is also contacting “state-of-the-art” private sec-
tor organizations with the aim of identifying the feasibility of various security “pre-
vention” systems and their approaches to managing technology risks. This approach
will enable the Service to better control access to information through “up front” au-
thorizations and ultimately rely less on after-the-fact detection. The feasibility of
monitoring potential unauthorized accesses on systems other than IDRS that can
be used to access taxpayer data is also being assessed. In this regard, the IRS has
initiated efforts to contract for feasibility assessments of all systems that are used
to access information (e.g., the Integrated Collection System and the Totally Inte-
grated Examination System) to monitor the full extent of unauthorized accesses of
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taxpayer information beyond IDRS and develop both prevention and detection meas-
ures.

Administratively, since 1993, the IRS has been engaged in a vigorous campaign
to let employees know that unauthorized accesses will result in disciplinary action,
including removal from the Service. As recently as last month, | issued a memoran-
dum to all executives and employees stating:

Unauthorized access to accounts, absent mitigating circumstances, is seri-
ous misconduct and would normally warrant removal. It is also a violation
of 18 USC 1030 (fraud and related activity in connection with computers),
which can result in criminal prosecution. (See page 2 of Appendix.)

At the same time, IRS executives were charged to support the organization’'s com-
mitment to taxpayer privacy and the security of tax data by:

—Assessing personally on a periodic basis the consistency of discipline for unau-
thorized access of taxpayer information within their offices. Electronic Audit
Log Research cases will now be sent directly to Heads of Offices, either initially
or after investigation by Inspection for appropriate review and action.

—Personally ensuring that employees receive the required training and orienta-
tion within their offices; and

—Personally taking every opportunity to communicate the Service's expectations,
and to explain IDRS systems monitoring capabilities, to all their employees.
(See page 4 of Appendix.)

In January, the Service centralized responsibility for all privacy and systems secu-
rity issues in the Office of Systems Standards and Evaluation (SSE). Recognizing
the critical need to enforce federal law and regulations on privacy and non-disclo-
sure of confidential tax information, SSE was created to assume responsibility for
establishing and enforcing standards and policies for all major security programs in-
cluding, but not limited to data security. In this regard, SSE provides IRS with a
proactive, independent security group that is directly responsible for the adequacy
and consistency of security over all IRS operations.

Mr. Len Baptiste was appointed as the National Director of SSE. His past GAO
systems evaluation management experience, including security issues, will provide
the leadership needed to carry out his new duties. In March 1997, Mr. William
Hadesty was appointed as SSE's Director of Security Standards and Evaluations.
Mr. Hadesty’s private- and public-sector computer security experience includes over
10 years with the General Accounting Office where he led comprehensive computer
security reviews at numerous government agencies, including his review of IRS fa-
cilities.

Although a clear policy, communication and training, and effective detection are
important ways of institutionalizing a policy against unauthorized access, strong
disciplinary and judicial support are essential to reinforce the seriousness and con-
sequences of violating the policy. In pursuing strong disciplinary actions before ad-
ministrative tribunals, the results thus far have been mixed. For example, the cases
in which employees have improperly accessed information, but not used such infor-
mation for anyone’s gain or detriment, financial or otherwise, have not always been
viewed as seriously as we believe they should be.

Because nothing is more important to the operation of the tax system than pro-
tecting taxpayer information, I want to renew my request that Congress clarify the
law on criminal sanctions. The IRS continues to support the legislation marked up
by the House Ways and Means Committee last week and similar legislation intro-
duced in the Senate which would do just that.

The IRS has supported enactment of a criminal misdemeanor penalty for the will-
ful, unauthorized inspection of returns and return information since 1994. In fact,
in 1994, the IRS developed two legislative proposals on this issue. The first proposal
recommended amending Title 18, the Criminal Code, so that unauthorized inspec-
tion of computer records would be punishable by a misdemeanor. The second pro-
posal recommended amending the Internal Revenue Code to provide a misdemeanor
penalty for unauthorized inspection of returns or return information in any medium.

In response to the IRS' request for legislation, Senator Glenn introduced S. 670,
the “Taxpayer Privacy Protection Act,” during the 104th Congress. It provided a
misdemeanor penalty for unauthorized inspection. Unfortunately, Congress did not
pass that legislation. However, Congress did pass, and the President signed, the
Economic Espionage Act of 1996 (Public Law 104-294). This Act amended Title 18
to provide criminal penalties for anyone who intentionally accesses a computer with-
out authorization, or exceeds authorized access, and thereby obtains information
from any department or agency of the United States (18 USC 1030(a)(2)).

Because the Economic Espionage Act applies only to unauthorized access of com-
puter records, the IRS continued to seek legislation clarifying the criminal sanctions
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for unauthorized access or inspection of tax information in section 7213 of the Inter-
nal Revenue Code—whether that information is in computer or paper format—and
ensuring that the entire confidentiality scheme respecting tax information and relat-
ed enforcement mechanisms would be appropriately found in the Internal Revenue
Code. Therefore, the IRS has worked with the staff of the Senate Governmental Af-
fairs Committee to help develop the “Taxpayer Privacy Protection Act” introduced
on April 8, 1997, by Senator Glenn. Similar legislation was introduced in the House
of Representatives.

The House bill would apply to the unauthorized inspection of paper returns and
related tax information. By clarifying the criminal sanctions for unauthorized in-
spection of tax information in section 7213 of the Internal Revenue Code, whether
that information is in computer or paper format, the entire confidentiality scheme
respecting tax information and related enforcement mechanisms would be found ap-
propriately in the Internal Revenue Code. The Service fully supports such an
amendment and believes that it would serve important tax administration objec-
tives.

While | have stated in the past that one unauthorized access is one too many,
| believe it is important to put the numbers that were recently reported in the press
into some context. There are 1.5 billion accesses annually on IDRS. During fiscal
year 1996 there were 1,374 cases that were identified as potential unauthorized ac-
cesses. Of that number, upon further investigation, 411 were determined to have
been authorized. Of the remaining 963 cases, disciplinary actions were taken in 862
cases and 101 are still being reviewed.

I want to reaffirm that the Internal Revenue Service understands that safeguard-
ing taxpayer information is essential to the operation of our country's self-assess-
ment system. The Service welcomes the proposed legislative changes and hopes that
you will assist us in addressing the problem of unauthorized access.

Mr. Chairman, this concludes my statement. | would be happy to respond to any
questions.

[CLERK's NOTE.—The appendix to Ms. Richardson’s statement will not appear in
the record, but is available for review in the subcommittee’s files.]

ZERO TOLERANCE POLICY

Senator CAMPBELL. You have a zero tolerance policy. | would like
you to explain this report of the disciplinary action taken. It says
different numbers, but in 1995, 7 percent were cleared, 33 percent
were closed without action. Does cleared mean somebody accused
them of it and they did not really do it? Clarify that for me.

Ms. RICHARDSON. Yes; | apologize, could | also introduce David
Mader who is the Chief of Management and Administration who is
here with me today and who really oversees the disciplinary ac-
tions of employees and the employee relations part of the organiza-
tion.

Senator CampBELL. OK, 33 percent were closed without action.
What does that mean, there was not enough evidence? What is the
difference between cleared and closed without action?

Mr. MADER. Mr. Chairman, the difference is on cases that are
cleared there is no indication whatsoever that there was any inap-
propriate activity. On closed without action, the circumstances are
not as clear and it is impossible for management to make a judg-
ment as to whether the infraction occurred or did not occur.

Senator CAMPBELL. If they were cleared and there was no indica-
tion they were doing anything wrong, how did their names come
up in the first place?

Ms. RiICHARDSON. The electronic audit trail that we have really
analyzes all of the—we have an audit trail for every access. But
where there appear to be patterns, they will kick out a name and
then they will manually have to be looked at to see whether or not
the employee had authority to be in the data base.
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Senator CampPBELL. Under a zero tolerance policy, does that
mean a first-time offender—because | notice you have some coun-
seling—a first-time offender means they are out?

Ms. RICHARDSON. | am sorry, means they are?

Senator CampPBELL. Under zero tolerance policy, does that mean
the first time that they are accused and there is sufficient evidence,
they are gone? They are fired or they are moved out.

Ms. RiICHARDSON. In cases where we have tried to take very se-
vere action the first time, we have had difficultly having that activ-
ity sustained in arbitration because of the mitigation factors. One
of the things that we appreciate about the legislative history, that
is with the bills that are being marked up, is an indication that
those mitigation factors do not have to be taken into account in
every single instance and that the presumption could be in favor
of firing with mitigation to follow afterward, as opposed to having
to start with progressive discipline which is typically the way the
Federal personnel disciplinary system works. You are not typically
fired for a first offense.

Senator CAMPBELL. It was reported that some employees who
were browsing, snooping, they did not think it was wrong. I am
sure they would think it was wrong if they were snooping around
somebody’s house, but they do not seem to recognize that it is the
same thing. In the standards that the IRS has are there different
standards that would allow people to assume that it was not
wrong? | mean, could it be innocently done.

Ms. RicHARDSON. | cannot imagine how anybody could not under-
stand today that it is wrong. It has been very clear—we have ar-
ticulated it very clearly and without any equivocation. | did see a
recent broadcast, with a former employee | might add, and despite
the statement made—and | do not know firsthand why he would
have concluded it was not wrong—but certainly in our efforts to
prosecute him | assume he learned that it was wrong. But——

SAFEGUARDS AGAINST BROWSING

Senator CampBeLL. Well, under our system of justice he will
probably write a book and get royalties.

Mr. Maper. Mr. Chairman, if | could. The Commissioner men-
tioned some attachments to her testimony, and each employee that
we put on these systems signs a form that acknowledges they un-
derstand the rules and regulations. If you would bear with me, |
would just like to read a couple of those sentences.

Senator CamPBELL. When they sign that form—Ilet me ask you
first, do they go through a seminar or some kind of instruction or
something before?

Ms. RicHARDSON. Before anybody is ever authorized to access the
system in the first place they have to be trained on the system, and
part of the training includes understanding the privacy and disclo-
sure rules and the authorization——

Mr. Maber. And then they need to sign this form. | would like
to quote from this form.

I have read the automated information systems security rules on the reverse side

of this form and understand the security requirements of the automated information
systems and/or applications described on this form. | understand disciplinary action,
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removal from the Service, and/or criminal prosecution may be taken based on viola-
tion of these rules.

Each and every employee who accesses these systems has to sign
that. | do not know how clear——

Senator CAmMPBELL. They go through that once, or are there re-
fresher courses, or they do that periodically?

Mr. MaADER. When they go on the system initially they, as the
Commissioner mentioned, they have to sign this form and we main-
tain this form. Then there are periodic refresher and group meet-
ings in which we continually reemphasize the privacy and security
requirements of the Service.

Ms. RICHARDSON. Plus, as they sign on to the system each day
there is a warning message on the system that indicates that unau-
thorized accesses will be subject to criminal prosecution.

Senator CAMPBELL. There is a clear explanation of the law?

Ms. RICHARDSON. Very clear.

Mr. MADER. Yes.

REPEAT BROWSING

Senator CampPBELL. Under the chart | have, 32 percent—this
year, 1995, the last year this was recorded, 32 percent were coun-
seled. Of that, do you know what number did repeat browsing?

Mr. MaDER. | do not know. | could submit that for the record.

TAX SYSTEMS MODERNIZATION

Senator CAMPBELL. Senator Kohl, if you would like to ask a cou-
ple of questions, | will try to think of a couple more here.

Senator KoHL. Thank you.

Commissioner Richardson, when we met yesterday you empha-
sized that the $3 billion that has been talked about as having been
wasted in the tax systems modernization effort is not accurate; that
there is a better and a clearer explanation that should be on the
record. Would you like to take the time, along with your associate,
to describe that a little bit today?

Ms. RicHARDSON. Certainly, Senator Kohl. I will also be happy
to provide in more detail for the record where the moneys have
been spent. | believe about $3.3 billion has been appropriated over
a 10-year period for the tax systems modernization project. Our
Chief Information Officer, Arthur Gross, testified at our appropria-
tion hearing in the House and | know he will be here later on when
you have the appropriation hearing to talk more specifically.

But he indicated that based on a review that we have conducted
in the last 6 months that about $400 million of the $3.3 billion over
the 10-year period was devoted to noncontinuing projects; to
projects that we have abandoned either because they no longer will
provide what we had hoped they would do, or we cannot afford
them, various things like that. So the number that relates to things
that we are no longer using or planning to use is about $400 mil-
lion.

Of the $3 billion, we have spent quite a bit of that money on tele-
communications infrastructure, site preparation in some of the
service centers for upgrading our technology. | think I mentioned
to you yesterday that we have this year over 4 million who filed
their tax returns by telephone. We now have a web site that has



63

been visited over 100 million times since the first of the year, and
we are able to route our telephone calls more effectively around the
country.

So this filing season we are, hopefully, still at about 70, over 70
percent of the callers are being serviced. We have been able to do
that at a time when we have moved from 70 telephone sites and
44 geographic areas to about 31 sites on our way down to 23. That
has been made possible because of the upgrades to the tele-
communications technology that we have employed that allow us to
route the calls around the country and manage our traffic better.

Senator KoHL. Would you describe the TSM project, the tax sys-
tems modernization? That is a phrase that describes the invest-
ments that have been made over the past 10 years to modernize,
upgrade, the IRS system to get it ready for tomorrow and the fu-
ture. That is what this is all about.

Ms. RicHARDSON. That is what it is all about. We definitely need
to modernize our technology. We are working on a plan right now,
or are putting the finishing touches on a plan that hopefully will
put in place an infrastructure and an incremental program that we
can implement over the next few years that will help us provide
better customer service and better compliance because we will have
better access to taxpayer information.

Now that poses an additional issue or concern about the issue we
are talking about here today, and that is how to protect that infor-
mation. So one of the things that we are very concerned about, and
one of the things that Mr. Baptiste and his colleagues were work-
ing on is our security architecture as well so that we can protect
that information.

IRS TREATMENT OF BROWSERS

Senator KoHL. Let me ask you this question. Do you think with
respect to the browsing problem which has now mushroomed and
become something of a scandal, do you think that the IRS has been
tough enough in trying to deal with those who are accused of
browsing? If you had it to do over again, would you be tougher?

Ms. RicHARDSON. First, | think we need to put into perspective
the notion that it has mushroomed. One of the things that | have
learned, not just about this issue but about our efforts along with
refund fraud, is that because we are detecting fraud or detecting
a problem and the numbers are going up over some period of time
does not necessarily mean that there are more instances. It may
mean that you have better detection.

I believe in this case that that is exactly what the issue is. That
we have a more effective way today of detecting the unauthorized
access than we have ever had before. In fact, before 1993 we really
had nothing except the reliance on people | guess reporting——

Ms. LAu. Like internal auditors.

Ms. RicHARDSON. Internal audit reports or people who would per-
haps report something based on what their fellow employees were
doing. We now have some automated systems that really aid us in
detecting the unauthorized browsing. | do not think it is accurate
to say that the instances have mushroomed. | think that we are
better and wiser about detecting it.
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I think that there are instances where | believe we probably
should have taken or imposed tougher penalties. I do not know
every specific instance. There are cases where mitigating instances
have entered into it. But we have also taken some very tough ac-
tions and been thwarted in those actions in the courts—there are
two very well known cases that have gotten publicity where we
have prosecuted people. One where a jury acquitted the person be-
cause there was no financial gain or any other type of gain. The
other was recently overturned by the second circuit because again,
they felt the statutory basis for a criminal prosecution was not
clear.

That sends a very strong message to the people who are trying
to impose discipline both in the administrative process as well as
within our organization, that maybe people on the outside are not
taking our efforts as seriously as they could. That is, again, why
we support this legislation.

QUALIFICATIONS FOR NEXT COMMISSIONER

Senator KoHL. Last question. Mrs. Richardson, with respect to
your successor what are the qualifications, the three or four most
important qualifications that we should look for in your successor?

Ms. RicHARDSON. | have often said probably the most important
qualification is a sense of humor. But | also think that someone
who has a lot of energy, who understands tax administration is ter-
ribly important. | think having management capabilities as well as
experience is very useful as well. But | think that you also have
to understand that this is a different environment that we are op-
erating in in the Government. People like to say the Government
should be run like a business, but there are some restrictions on
people operating in the Government environment that are not al-
ways present in a business. | think those have to be taken into ac-
count as well.

We have a check and balance system with Congress in its over-
sight of an agency. But we also sometimes, as a result, have a
board of directors of 535 people who may one day think that the
priority should be compliance, and the next day customer service.
There is a certain amount of schizophrenia, | think, among the peo-
ple who have to deal in that environment. Frequently in the pri-
vate sector your board of directors and you can establish the prior-
ities for an organization and then move to try to accomplish those,
your priorities. You do not always get to do that in a Government
environment. | think understanding that will alleviate any frustra-
tions that my successor might have, too.

Senator KoHL. Thank you, Ms. Richardson.

And thank you, Mr. Chairman.

PUNISHMENT FOR BROWSING

Senator CAmPBELL. Before | ask a question or two of Ms. Lau |
wanted to get back just to one or two things you said. When you
go through these charges, who is responsible for assessing the pun-
ishment? If it is criminal, are you to refer that to Justice, or how
do you handle that?
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Ms. RiICHARDSON. Yes; if it is a criminal referral, it would be re-
viewed by our Chief Counsel’s office and then referred to the Jus-
tice Department for further review.

Senator CAMPBELL. But if it is counseling, you do not do any-
thing with Justice then?

Ms. RiICHARDSON. Correct. If it is through the administrative
process, the Justice Department is not really involved. We have for
employees who are bargaining unit employees—I mean, that are
represented by the union—they have the ability to go to arbitration
over a disciplinary action.

Senator CAMPBELL. You also talked at some length about upgrad-
ing the devices that would identify browsing. This probably will be
done after you leave. Do you have a timeframe that you think this
might be done?

Ms. RicHARDSON. We are constantly working on ways to refine
the audit trail system we have in place. But | think that the real
key to being able to ultimately prevent people from getting in at
all except on an authorized basis, the timetable for that really
awaits our reconstructed data base as part of our tax systems mod-
ernization project. That is several years down the road.

Senator CAMPBELL. Several years you said?

Ms. RICHARDSON. Several years.

Senator CampPBELL. Thank you. | appreciate your appearing. |
know you were a little pressed for time this morning.

ROLE OF THE INSPECTOR GENERAL

Ms. Lau, could you explain your role in the investigation, since
your office is really responsible for investigating waste and fraud
and abuse? What was your relation to the investigations?

Ms. Lau. Related to these IDRS browsing issues?

Senator CAMPBELL. Yes.

Ms. LAau. One of the points that is in my written testimony is the
statutory structure of my office in relation to the IRS. The IRS re-
tains its own internal audit and internal investigative function. For
most of these browsing cases, any involving criminality that would
require further investigation would have been conducted by the
Chief Inspector’s office. My office has oversight responsibility for
the Office of the Chief Inspector Treasury and investigative respon-
sibility over senior Treasury officials and any Chief Inspector em-
ployees who might be involved.

Senator CAMPBELL. Does your office have any input on the coun-
seling or policywriting or any of that with the IRS?

Ms. LAau. No; as a matter of course, we would not be involved in
that aspect of their program.

Senator CamPBELL. | think we will end up there. | have about
half a dozen written questions | would like to submit to both of
you. If you would get back to us with those for the committee, |
would appreciate it.

REASONS FOR BROWSING

One other thing maybe, Ms. Lau. Did you see any kind of a com-
mon theme? | have heard today some people browse relatives, ce-
lebrities, political opponents, something of that nature. Did you
spot anything that could be perceived as a theme?
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Ms. LAau. | am sorry, | am not aware of any particular themes,
but I would be happy to provide something for the record if we
have identified such.

Senator CamMpPBELL. Clearly, most of them did not do it because
they were bored. They did it with some kind of intent apparently.
Even though they might not have thought it was wrong, it was not
accidental.

Ms. Lau. | think the reasons surely vary, as the dispositions of
the cases would indicate.

Ms. RICHARDSON. Mr. Chairman, in many cases people are doing
it for reasons they think are perfectly fine; they are helping a
neighbor locate a former spouse or something like that. That is still
unacceptable and cannot be done. So many of the cases are not just
for idle curiosity but where people think they are actually perform-
ing a service; checking on a refund for a friend or neighbor just to
make sure that it had not gotten misplaced.

Senator CAMPBELL. So when they do that, that is not supervised
or cleared by a supervisor?

Ms. RICHARDSON. They are not authorized to be in the system to
look at anything other than an official case to which they have
been assigned. So if you were to ask if we could check on the status
of your refund, that would not be appropriate. You can call a num-
ber and have it checked on, but you could not directly ask an IRS
employee just to do that. If they looked into the system that would
be considered browsing or the unauthorized access.

Senator CampPBELL. That is gratifying to know. A few years ago
I cosponsored the taxpayers’ bill of rights and got audited about 2
weeks later. | know there was no connection, of course.

Ms. RicHARDSON. If we were that efficient, 1 would be very sur-
prised.

SUBMITTED QUESTIONS

Senator CamPBELL. | do appreciate you appearing today, and
thank you very much. If you would both get back to us on the writ-
ten questions, the subcommittee would appreciate that.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-

ing:]
QUESTIONS SUBMITTED BY SENATOR CAMPBELL
CURRENT POLICY

Question. You've told GAO that you became aware of the browsing issue in 1993
and had taken steps to educate IRS employees to the illegality of the snooping. Do
you believe that these measures have been effective?

Answer. In 1994, we developed mandatory training programs for managers and
employees who had access to confidential taxpayer information. These materials
fully covered the importance of only accessing taxpayer information employees had
a need to review in connection with their tax administration responsibilities and
covered the fact that the Service would not tolerate unauthorized access. We also
provided one hour of time for all employees to review the “Interim Handbook of Em-
ployee Conduct and Ethical Behavior”, Document 9335 (11-94). This Handbook cov-
ered the Declaration of Privacy Principles, which discussed access to tax informa-
tion: “Principle 8: Browsing, or any unauthorized access of taxpayer information by
any IRS employee, constitutes a serious breach of the confidentiality of that infor-
mation and will not be tolerated.”

Although these actions have been effective to a large degree, strong disciplinary
and judicial support are essential to reinforce the seriousness and consequences of
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violating the policy. In pursuing strong disciplinary actions before administrative
tribunals, the results thus far have been mixed. For example, the cases in which
employees have improperly accessed information, but not used such information for
anyone’s gain or detriment, financial or otherwise, have not always been viewed as
seriously as we believe they should be.

Because nothing is more important to the operation of the tax system than pro-
tecting taxpayer information, I want to renew my request that Congress clarify the
law on criminal sanctions. The IRS has supported enactment of a criminal mis-
demeanor penalty for the willful, unauthorized inspection of returns and return in-
formation since 1994. | support the “Taxpayer Privacy Protection Act” introduced by
Senator Glenn on April 8, 1997 and similar legislation introduced in the House of
Representatives.

Question. It has been reported that there are some employees who snooped and
never thought it was wrong—I don’t know if that scares you, but it should because
it sure scares the taxpayers. Can you comment?

Answer. As | responded in the last question, since 1993, the IRS has taken a
number of steps to ensure that unauthorized access of taxpayer information by IRS
employees does not occur. However, it is essential that we have strong disciplinary
and judicial support to reinforce the seriousness and consequences of violating the
policy.

Question. Aside from the memorandums that the employees receive, do they re-
ceive any seminars or other instruction which explains the law to them and the con-
sequences of browsing?

Answer. In each of our training courses for IDRS users we incorporate the mate-
rials on ethical principals and privacy of taxpayer information in the course book
and instructor guide for mandatory coverage in the training session. They are re-
quired to review and sign an acknowledgment that they have read and understand
the Automated Information Systems (AlS) Security Rules. We are in the process of
fully publicizing our updated IDRS users training materials (revised in fiscal year
1996) for managers and employees and the requirements for its use. A videotape
also accompanies the training materials which outlines in detail what accounts em-
ployees can access and the ramifications of accessing unauthorized data. We are also
examining other methods to publicize our intolerance of any unauthorized access of
information by employees or managers.

Question. Are these seminars mandatory in attendance?

Answer. Yes they are. Any manager who has employees who has access to data
must attend the Manager’s seminar and employees receive training either as a sepa-
rate module or as a module incorporated into the training materials dealing with
access to the data. As employees receive different modules dealing with access to
information they must go through the materials again.

Question. What is the IRS’ policy regarding those individuals who've been identi-
fied as browsing if they are caught browsing again?

Answer. On March 14, 1997, memos from the Commissioner and the Deputy Com-
missioner were sent to all employees and to all executives to reconfirm the IRS Pol-
icy on unauthorized accesses. The memo to all executives stated that we will dis-
cipline those who abuse taxpayer trust up to removal and including prosecution.
There is no question that substantiated unauthorized access and disclosure are
among the most serious breaches of trust with the taxpaying public that a Revenue
Service employee can commit. Although, pursuant to the penalty guide, a range of
administrative penalties can apply, the appropriate managerial response to any un-
authorized access, absent any mitigating circumstances, is a proposal to remove.

Question. Can you provide the subcommittee with the numbers of IRS employees
that have been caught browsing more than once? If you are unable to provide the
subcommittee with this information, please state why the information is unavail-
able.

Answer. Although this information is embedded in the Automated Labor and Em-
ployee Relations Tracking System (ALERTS) it is not captured in this format and
there is no easy way to retrieve it at this time. We are forming a task group to re-
trieve, analyze and compile this data.

IRS ACCOUNTABILITY

Question. Ms. Richardson, can you please provide for the committee how you in-
tend to change the approach to the browsing problem since the IRS efforts have not
been effective?

Answer. The IRS is reexamining system security looking at ways to tighten ad-
ministration of discipline and improving employee education. We intend to central-
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ize systems security and expect to be making substantial improvements over the
next few years.

In the long run the best approach to dealing with browsing and other security
risks is to implement the modernization blue-print which provides modernized con-
trols over security accesses. The IRS is reexamining system wide security in the con-
text of developing the overall modernized architecture. This approach will enable
the Service to better control access to information through “up front” authorizations
and ultimately rely less on the after-the-fact detection. In the interim, the feasibility
of monitoring potential “browsing” on other systems that can be used to access tax-
payer data is being assessed.

I want to reaffirm that the Internal Revenue Service (IRS) has long understood
that safeguarding taxpayer information is essential to the operation of this country’s
self-assessment income tax system. That is why for many years the IRS has had
in place policies and practices to protect the security and confidentiality of taxpayer
information.

Question. Can you tell me why there is an inconsistency in the application of pun-
ishment when browsing has been confirmed?

Answer. Indeed there is a spectrum of discipline Servicewide which can be attrib-
uted to a number of factors. Discipline is administered at the local level in accord-
ance with the Penalty Guide. The local office determines the severity of the infrac-
tion and then relies on established practices and the relevance of aggravating and/
or mitigating factors (i.e., the nature and seriousness of the offense, the disciplinary
record and the consistency of the penalty with those imposed upon other employees)
commonly known as the “Douglas” factors. This constellation of factors makes every
case unique and therefore requires the application of different penalties. We do in-
tend to institute some form of National Office coordination to ensure that discipline
across the nation is administered as evenly as possible.

FIXING THE PROBLEM

Question. Do you have a plan in place to secure taxpayers’ electronic files from
browsing? Please submit for the record.

Answer. Yes. The IRS is just finishing a new architecture for modernization along
with a sequencing plan to describe how this functionality will be delivered. Within
the architecture and sequencing plan, security and privacy have been addressed
“head on” by a solid top-down design to prevent unauthorized employee activity and
to detect anomalies or suspicious trends in employee activity. The new security ar-
chitecture is designed to audit all activity which attempts accesses to taxpayer data.
Additionally, a replacement for our current Electronic Audit Research Log (EARL)
is being designed. The replacement will utilize advanced data mining techniques
and examine more systems to detect trends of unauthorized activity.

Question. When do you expect to have this plan implemented?

Answer. These systems will be designed and deployed as part of the new architec-
ture. Specific dates have not yet been determined. The EARL replacement may pre-
cede the first release of the modernized architecture, in order to increase our ability
to detect unauthorized accesses on a wider range of systems. However, the replace-
ment system will be developed in compliance with the new architecture.

Question. Time line and cost for this plan?

Answer. From the starting date of these projects, it is expected that these efforts
will take approximately 48 months to build and deploy. The EARL replacement
could be completed in 24 months. Final cost estimates have not been determined.
These estimates, however, depend on the availability of appropriations.

Question. Which department would be responsible for this implementation?

Answer. Information Systems will be responsible for these efforts.

Question. In your estimation, does your current computer system provide an ade-
quate level of protection?

Answer. Our current systems do provide some protection but improved levels of
protection are needed.

Question. Can it be modified to include those systems which it does not currently
monitor or would it require a new system?

Answer. We are currently examining opportunities and methods, which are not
cost prohibitive, to increase the prevention and detection capabilities contained
within our current systems.

Question. If a new system’s needed in order to secure files, do you have any infor-
][nlation for the subcommittee that details what would be needed to secure taxpayer

iles?

Answer. We are examining technologies such as file and password encryption and
digital signatures using products such as RSA, Secure Sockets Layer, and SIMIME.
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Question. Has IRS made any computer-based security improvements over the last
ten years to limit the browsing of taxpayer files?

Answer. Yes. The IRS has made significant effort to deter browsing and to detect
such activities. Efforts have included employing education and increased manual
and automated audit analysis.

Question. Will computer security improvements be part of the architecture that
you are planning to submit to Congress in mid-May?

Answer. Yes. The architecture will define an environment rich in identification
and authentication (Identification and Authentication); access control; auditing and
audit analysis; and public-private key encryption. Significant focus will be placed on
real-time prevention of unauthorized employee activities which is augmented by a
robust after-the-fact detection of unauthorized activity through a comprehensive
audit analysis and reporting process.

Question. Were these improvements developed in-house by IRS or did you contract
out your systems security?

Answer. Improvements made to date were developed by a combination of IRS se-
curity analysts in close coordination with the Integrated Support Contractor (ISC).
Similarly, the new architecture was a joint effort between IRS architects, engineers,
technical management and their ISC counterparts.

Question. Did the IRS look into purchasing security programs that were already
available commercially?

Answer. Yes. In the past few years, coincidental with the open encryption stand-
ards, significant industry strides have been made with commercial off-the-shelf
products which provide much of the functionality demanded by valid IRS require-
ments.

Question. Were any of these improvements made as part of the TSM project?

Answer. Yes. Version 1.0 and 2.0 of the formal Infrastructure design includes se-
curity design guidance which improves the existing security baseline.

IG INVESTIGATION OF IRS SNOOPING

Question. Can you explain your role in the investigation of those employees which
have snooped into taxpayer files, since your office is responsible for investigating is-
sues of waste, fraud, and abuse?

Answer. The first level of responsibility to evaluate indications of improper em-
ployee access rests with IRS management. Once indications of potential abuse have
been identified, management then needs to do further work to determine if accesses
are for legitimate business purposes or are improper browsing activity. If they deter-
mine that curiosity browsing has occurred, they coordinate with their labor relations
staff and determine the appropriate disciplinary action to take. If there are indica-
tions of more serious misuse of taxpayer information, then the case is referred to
the Chief Inspector’s Office for investigation of any IRS employee below the senior
management level (GS-14 and below). The Chief Inspector has primary internal in-
vestigative authority for IRS employees. However, my office oversees the IRS In-
spection’s investigative, as well as internal audit, operations. If the browsing in-
volves senior IRS officials or a member of the Chief Inspector’s Office, we will con-
duct the investigation. Since taxpayer browsing and other illegal activity on elec-
tronic files is primarily committed by lower graded IRS employees my office typi-
cally will not conduct the investigation.

Question. At what point do these cases come to your office?

Answer. My office would be involved in a browsing case where the suspected
browser was an IRS senior management employee (GS-15 and above) or a member
of the IRS Chief Inspector’s staff, or in any browsing case having broad impact or
far reaching implications.

Question. Is there any information which the IRS is currently unable to provide
you which would help you in working on these cases?

Answer. There have not been many cases involving employee browsing that would
have met the criteria to fall under my jurisdiction. Most cases involve IRS employ-
ees who, by virtue of their position, have access to taxpayers' accounts. Generally,
senior level managers do not perform those types of tasks that would require their
personal entry into the Integrated Data Retrieval System (IDRS). Therefore, the po-
tential for this kind of violation reaching my office is minimal. Theoretically, there
is no information in the possession of the IRS relative to this subject which cannot
be shared with the Office of Inspector General. The Inspector General’s authority
for accessing confidential tax information in the possession of the Service is section
6103(h) (1) of the Internal Revenue Code and section 8C of the Inspector General
Act of 1978, as amended.
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Question. In your opinion, of the browsing cases that have occurred can (you) ex-
plain why 33 percent of the employees are counseled and only 1 percent are sepa-
rated?

Answer. First, there is some apparent discrepancy in the statistics cited in your
guestion and the information my office has obtained. We reviewed the IRS Commis-
sioner’s testimony of April 15, 1997 and the accompanying appendices that show the
disposition of unauthorized access cases. According to that information, of the con-
firmed browsing cases in fiscal year 1996, 41 percent of employees were given oral
or written counseling. Another 12 percent were separated (i.e., removed, resigned
or retired). There is no doubt that the IRS needs to do a better job in taking action
against employees who abuse the system. The issue of consistent application of dis-
ciplinary action has been reported as a problem in reports issued by the Chief In-
spector and GAO. One further point regarding the 41 percent of employees who
were counseled. It would be incorrect to assume that actual misuse was confirmed
in these type cases. In some situations, employees were detected doing celebrity
browsing or accessing ex-spouses, friends or family members’ returns, and it was a
first-time offense. Also, there are other cases where improper access is preliminarily
indicated but management could not conclusively determine whether improper
browsing occurred and therefore did not have a basis for taking action.

Question. Do you believe IRS has a “zero tolerance” policy?

Answer. | wholeheartedly endorse the Commissioner’s policy and position on un-
authorized accesses. IRS employees should only be permitted to access information
in order to carry out their duties—with no exceptions. Although one unauthorized
access is one too many, it is important to frame this issue with some contextual in-
formation. There are approximately 55,000 IRS employees who are granted access
to the IDRS. IRS has reported that there are 1.5 billion accesses annually on the
IDRS of which a small percentage involve potential unauthorized accesses. These
are subsequently reviewed by IRS management to determine the extent and degree
of possible misuse of taxpayer information. Of those remaining confirmed browsing
cases, existing administrative procedures can require the IRS to use a progressive
discipline system when dealing with bargaining unit employees. Also, pursuing
strong disciplinary actions before the courts have produced mixed results. | believe
the “zero tolerance” policy could be greatly enhanced by the proposed anti-browsing
legislation introduced by Senator Glenn.

Question. Who is ultimately responsible for addressing browsing issues within
your office?

Answer. My Office of Investigations would conduct investigations of any IRS sen-
ior level or Inspection employee involved in taxpayer information browsing. The Of-
fice is headed by the Assistant Inspector General for Investigations who reports to
my Deputy Inspector General. Additionally, the Offices of Audit and Oversight rou-
tinely look at this issue from a program effectiveness perspective.

Question. As a result of your work on the browsing issue, have you identified
weaknesses within the IRS anti-browsing program which could be improved or
which are lacking entirely?

Answer. The Treasury Office of Inspector General has previously identified weak-
nesses within the IRS" anti-browsing program. We reviewed the program and issued
a report in March 1996. We made seven recommendations in the report to help cor-
rect the problems identified during our review. Service management agreed with our
findings and cited actions they had taken or planned for implementing our rec-
ommendations. We are also considering a follow-up audit on the taxpayer browsing
issue in future audit work. The Chief Inspector’'s Office has also been proactive in
their coverage of the browsing problem as well as identifying security weaknesses
in computer systems other than the IDRS. In June 1996, the Chief Inspector’s Office
issued a report that concluded the Electronic Audit Research Log (EARL) system
had limited ability to identify employee browsing; it needed consistent executive
oversight and user involvement; and it needed a clear strategic direction to meet
IRS objectives. Their review also found that there were no procedures to assure IRS
management was consistently reviewing and referring potential browsing cases. In
another report issued in September 1996 on IRS Small Scale Computer Systems,
the Chief Inspector’'s Office reported that taxpayer data was vulnerable to disclo-
sure, fraudulent manipulation, theft, and loss. Noteworthy about the security weak-
nesses in microcomputers and local area networks was that they were similarly
cited in a report issued by the Chief Inspector’s Office in August 1994.

Question. Have you communicated them and any other recommendations with
Commissioner Richardson? Please provide the subcommittee an outline of your rec-
ommendations for the record.
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Answer. We issued a report on March 29, 1996, to Commissioner Richardson pre-
senting her with the results of our review. An outline of the seven recommendations
are as follows:

Taxpayer Services needs to better comply with IRS’ certification process.

Taxpayer Services should ensure that the uncompleted corrective action regarding
audit trail requirements is undertaken.

Quality Assurance Division officials should follow up on and receive verification
of corrective actions taken by program managers to ensure implementation.

Taxpayer Services should only accredit new security systems after the Quality As-
surance Division has unconditionally certified them.

The EARL system officials need to complete the required procedures for system
certification and accreditation as quickly as possible.

The EARL system officials should write new position descriptions commensurate
with the responsibilities of the position and ensure that recommended 5-year back-
ground investigation updates are performed.

The Bureau Audit Recommendation Monitoring Officer should remind senior man-
agement officials of the importance of verifying the accuracy of corrective actions re-
ported to the Inventory Tracking and Closure (ITC) system.

The Chief Inspector's report on the IRS EARL System was issued on June 21,
1996. The report recommended:

IRS management establish and document the strategic direction for EARL and
ensure that users are involved at key points throughout the system’s development.

Changes be made to management reporting systems to provide an effective feed-
back mechanism to show the resolution of browsing cases.

Development of procedures to increase the system’s ability to identify browsing in
a cost effective manner.

The Chief Inspector’s report on Information Security Over IRS Small Scale Com-
puter Systems was issued September 30, 1996. The report recommended:

IRS management perform another self-assessment and validation of IRS’ systems.

Development of a plan that will budget for the costs of bringing IRS into compli-
ance within two years.

The Federal Managers’ Financial Integrity Act process identify systems with inad-
equate security capabilities or improper configurations and that future purchases
meet minimum security requirements.

The Chief Inspector’s Internal Audit Reports are issued to the Commissioner’s
Chief Officers who are responsible for taking action on, and responding to, the con-
ditions and recommendations reported.

Question. Can you provide the subcommittee any insights why browsing is taking
place? For example, do the employees not understand it is wrong or are they just
bored?

Answer. According to the EARL Executive Committee Report issued on September
30, 1996, even the large number of oral and written communications as well as
training over the past three years has failed to adequately explain that browsing
data for personal curiosity is an unauthorized IDRS access and to impart the seri-
ousness of employee browsing. It also found that some employees indicated that
they browsed because they do not believe it was wrong and that there would be lit-
tle or no consequence to them if they were caught. The perception was that the
Service was not aggressively pursuing browsing violations.

Question. Without getting into specifics, do you find a common “theme” to the
browsing activity itself, that is what are people looking up?

Answer. There is no common theme as to why employees browsed. Various rea-
sons were given by the employees who were caught browsing. It appears to depend
on what motivated the person to browse, for example, curiosity, financial gain, and
fraud.

IG FINDINGS AND CURRENT LAW

Question. Of the cases your office has handled, did those employees found brows-
ing taxpayer files fully understand the law?

Answer. We have conducted one investigation that involved a GS-15 manager.
The investigation determined that access had occurred; however, the report of inves-
tigation was forwarded to IRS on December 31, 1996 for final review and disposi-
tion. Although the investigator did not specifically pose a question regarding the
manager’s knowledge of the privacy and disclosure issues, we believe the manager
was aware of the browsing restrictions.

Question. What did the employees not understand?

Answer. The GS-15 manager did access the IDRS for taxpayer information indi-
rectly by having subordinates perform the query, but did not believe, nor were we
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able to prove, the data were unauthorized, misused, or divulged to any parties in
violation of any IRS policy.

Question. What has been the most difficult legal hurdle you have found with your
involvement in browsing cases?

Answer. The one investigation my office conducted did not reach the prosecutorial
level. | believe that you may gain greater insight into any legal hurdles encountered
in investigating browsing cases by directing your inquiry to the IRS’ Office of Chief
Counsel.

Question. Is there anything lacking in the current law which you see as hamper-
ing your ability to effectively handle browsing cases?

Answer. A major hurdle in deterring browsing is that the act of inspecting tax-
payer data without disclosing information to a third party is not a criminal offense
under existing statutes. | believe the proposed Taxpayer Privacy Protection Act in-
troduced by Senator Glenn will enhance IRS efforts to strengthen the disciplinary
actions against those employees who have browsed taxpayer records and/or returns.
It clearly articulates the conditions and punishment for browsing. Again, however,
your question can be more appropriately addressed by IRS' Chief Counsel's office
and IRS management who have the primary jurisdiction of these cases.

QUESTIONS SUBMITTED BY SENATOR KOHL
IRS COMMISSIONER MARGARET RICHARDSON

Question. Last year as part of my Economic Espionage Act of 1996 we created
criminal penalties from computer browsing without authorization or obtaining infor-
mation from any Department or agency in the United States. Could you please ex-
plain how this law will impact snoopers of electronic records? Can | assume that
as more and more returns are filed electronically this law will have greater impact
on the snoopers?

Answer. The Internal Revenue Service supported the amendment to 18 U.S.C.
§1030(a)(2)(B) which provides criminal misdemeanor penalties for anyone who in-
tentionally accesses a computer without authorization or who exceeds authorized ac-
cess and thereby obtains information, including tax information, from any depart-
ment or agency of the United States. We are hopeful that this legislation will serve
as a significant deterrent to unauthorized computer access of taxpayer information
by Internal Revenue Service employees and others. We note that 18 U.S.C.
§1030(a)(2)(B) has government-wide impact and as such you may also wish to direct
your inquiry to the Department of Justice.

Question. Commissioner Richardson, yesterday when we met we discussed the $3
billion that is reported has been wasted on the TSM efforts. According to your expla-
nation $3 billion was not wasted. Can you please clarify this issue so that we can
all understand it?

Answer. Certainly Mr. Campbell. | believe about $3.3 billion has been appro-
priated over a 10-year period for the Tax Systems Modernization (TSM) project. Our
Chief Information Officer, Arthur Gross, testified at our appropriation hearing in
the House and indicated that, based on a review that we have conducted in the last
six months, about $400 million of the $3.3 billion over the 10-year period was de-
voted to non-continuing projects; to projects that we have abandoned either because
they no longer will provide what we had hoped they would do, or we cannot afford
them; various things like that. So the number that related to things that we are
no longer using or planning to use is about $400 million.

Of the $3 billion, we have spent quite a bit of that money on telecommunications
infrastructure, and site preparation in some of the Service Centers for upgrading
our technology. | believe | mentioned to you yesterday that over 4 million taxpayers
have filed their tax returns by telephone. We now have a Web site that has been
visited over 100 million times since the first of the year, and we are now able to
route our telephone calls more effectively around the country.

So far this filing season we are still at over 70 percent of the callers being served.
We have been able to do this at a time when we have moved from 70 telephone
sites and 44 geographic areas to about 31 sites on our way down to 23. That has
been made possible because of the upgrades to the telecommunications technology
that we have employed that allow us to route the calls around the country and man-
age our traffic better.

We definitely need to modernize our technology. We are putting the finishing
touches on a plan right now that hopefully will put in place an infrastructure and
an incremental program that we can implement over the next few years that will
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help us provide better customer service and better compliance because we will have
better access to taxpayer information.

Now that poses an additional issue or concern about the issues we are talking
about here today, and this is how to protect that information. So one of the things
that we are very concerned about is our security architecture as well so that we can
protect that information.

Question. Commissioner Richardson, you have indicated you will leave the IRS at
the end of this tax year’'s filing season. I know you have guided the IRS through
some difficult times. Thank you. Let me ask you—if you were going to interview po-
tential candidates to replace you what characteristics would you look for on the can-
didates’ resumes?

Answer. | think that the most important qualifications are someone who has a
lot of energy and who understands tax administration. | think that having manage-
ment capabilities as well as experience is very useful. But | think that you also have
to understand that this is a different environment that we are operating in the Gov-
ernment. People like to say the Government should be run like a business, but there
are some restrictions on people operating in the Government environment that are
not always present in a business. | think those have to be taken into account as
well.

We have a check and balance system with Congress in its oversight of an agency.
But we also sometimes, as a result, have a board of directors of 535 people who may
one day think that the priority should be compliance, and the next day, customer
service. There is a certain amount of schizophrenia, | think, about the people who
have to deal in that environment. Frequently in the private sector, you and your
board of directors can establish the priorities for an organization and then move to
try to accomplish those priorities. You do not always get to do that in a Government
environment. | think understanding that will alleviate many frustrations that my
successor might have too.

Question. In the past the appropriation committee has recommended cutting IRS
budget request and fencing funds associated with its modernization efforts. Are
there other methods the committee should be using to try and effect fundamental
management changes within the IRS?

Answer. No.

Question. Do you feel that the 1515 incidents of “snooping” by IRS employees is
an accurate representation of unauthorized browsing?

Answer. The 1515 incidents of “snooping” previously submitted for fiscal year
1994 and fiscal year 1995 reflect an approximate representation of the Service's un-
authorized accesses for the years indicated. Recently we have reviewed and updated
our database to include more detailed information concerning unauthorized ac-
cesses.

Question. Did the IRS ever consider implementing a service-wide policy regarding
the handling of unauthorized browsing?

Answer. Yes, IRS has a number of policies in place to mitigate unauthorized ac-
cess to taxpayer information. For example, Policy Statement P-1-1, which was ap-
proved on December 18, 1993, addresses taxpayer privacy rights. In part it states
that the Service is “* * * fully committed to protecting the privacy rights of all tax-
payers * * * Among the most basic of a taxpayer’s privacy rights is an expectation
that the Service will keep personal and financial information confidential * * * IRS
employees will perform their duties in a manner that will recognize and enhance
individuals’ rights of privacy and will ensure that their activities are consistent with
law, regulations, and good administrative practice.”

In January 1995, | sent a memorandum to all IRS employees about the informa-
tion security policy which is intended to ensure “* * * that the Service complies
with the applicable guidance from public laws, regulations, and directives * * * that
taxpayer and other sensitive information is protected commensurate with the risk
and magnitude of the harm that would result from inappropriate use * * * that tax-
payer and other sensitive information is used only for necessary and lawful pur-
poses.”

In March of this year, | sent another memorandum to all employees reminding
them that IRS employees are “prohibited from accessing information not needed to
perform official duties. Unauthorized access to accounts is a fundamental violation
of the public trust in the confidentiality of returns and returns information * * *
It violates both privacy and disclosure rules and may result in removal from the
Service and criminal prosecution.”

Question. In your June 6, 1996 testimony before the Senate Committee on Gov-
ernmental Affairs you indicated that the new systems developed to better control
access to taxpayer records misuse were not always executed in accordance with re-
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quired procedures. Since that time are you aware of the IRS taking any efforts to
produce consistent guidelines for application of these systems?

Answer. IRS Internal Audit has been looking into the Service's efforts to ensure
information systems are adequately secured. In their draft audit report dated Janu-
ary 21, 1997, they found that the security certification process does not always re-
sult in a complete and/or independent evaluation of security controls prior to issu-
ance of a certification. Further, the Service's efforts to identify all sensitive com-
puter systems have not been effective. As a result of their recommendations, proce-
dures should be developed to ensure consistency in the certification process. In addi-
tion, the EARL Executive Steering Committee was charted by the IRS to address
inconsistencies and concerns about how the EARL systems were being administered
and the effectiveness of the EARL programs. The Committee issued a report in Sep-
tember 1996, which contained many recommendations to improve the EARL system.
Lastly, GAO reviewed the IRS systems security in December 1996 and found that
pervasive weaknesses persist in security controls intended to safeguard IRS com-
puter systems, data, and facilities and tax processing operations from the risk of dis-
ruption and taxpayer data from the risk of unauthorized use, modification and de-
struction. Their recommendations, when implemented, will also result in consistent
guidelines for application of the systems.

Question. You also reported that corrective actions necessary for implementing
audit recommendations were sometimes reported closed before all corrective actions
were taken. Have you, in conversations with the Office of the Chief Inspector else-
where been provided with any evidence that this situation has been corrected?

Answer. In our report of March 29, 1996, we made a recommendation that senior
management officials should be reminded of the importance of verifying the accu-
racy of corrective actions reported to the ITC system. As a response to our rec-
ommendation, the Management Controls Office implemented new procedures tight-
ening reporting controls. For every new audit, a memorandum is issued to the re-
sponsible Chief Officer, detailing how to report their corrective actions. In addition,
the Chief Officer must sign a memorandum verifying concurrence with what is re-
ported to them.

Question. Since Treasury has now taken on greater responsibilities as they relate
to the IRS and the Modernization Management Board will the role of the IG’s office
be heightened?

Answer. | believe that more vigilant oversight is needed by the Department over
the IRS, particularly with respect to renewed efforts to develop the Tax Systems
Modernization (TSM) architecture. | plan to do this through my participation as an
advisory member of the Modernization Management Board (MMB). Back in 1995,
and before the establishment of the MMB, my office issued a report on the Depart-
ment's oversight of the IRS’ TSM Program. We concluded that the Department’s ef-
forts at that time were not effective to oversee a project the size and complexity of
TSM. We have recently initiated a follow-up audit to assess the Department’s and
IRS’ revised approach, newly created internal structures, and oversight mechanisms
that have been put in place since our report was issued. To this end, we will also
be coordinating with GAO and the IRS’ Chief Inspector’s office to plan the appro-
priate audit coverage.

Question. Now that the separate oversight functions within the Inspector General
and the Chief Inspector’s Office have been in operation for over 10 years are there
other options (such as having the Chief Inspector report to the Treasury Deputy
Secretary as opposed to the IRS Commissioner) that should be considered? If consid-
eration was given to reorganizing this reporting structure how would taxpayer pri-
vacy issues be addressed?

Answer. We have worked with the Chief Inspector’s Office within the existing
framework. | do not feel my ability to manage the internal audit resources in the
Treasury is compromised by the current arrangement. We have an understanding
with the Chief Inspector that they will work through my office whenever they have
an issue where they cannot obtain adequate resolution with IRS management. Re-
gardless of the reporting structure of any reorganization, access to taxpayer infor-
mation and privacy must be protected under IRC 6103. Even though my office cur-
rently does not have the same level of access that the IRS Chief Inspector’s Office
has, we would be able to provide the same level of protection that is provided by
the Chief Inspector’s Office, if the need arose.

Question. It is my understanding that the internal audit functions of the law en-
forcement agencies were transferred to the Inspector General's Office with internal
investigations remained within the agency. Could and/or should that structure be
duplicated in the IRS?

Answer. As you know, the Treasury Office of Inspector General was established
by the 1988 Amendments to the IG Act of 1978. Unlike most other IGs, however,
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the Amendments did not create a single audit and investigative entity for the Treas-
ury Department. Specifically, IRS retained its internal investigative and internal
audit functions under the direction of the IRS Chief Inspector. That office has pri-
mary responsibility for all direct audit and investigative activity at IRS. My office
was assigned oversight responsibility. As specified by Section 8C of the Inspector
General Act, | can initiate, conduct and supervise internal audits of the IRS. My
authority to conduct any review in the IRS that | deem appropriate has never been
challenged. Further, Treasury Order 114-01 gives me the authority, if a need arises,
to detail personnel from the IRS Inspection Service to conduct audits or investiga-
tions under my direct supervision. However, with an audit staff of 160 to provide
primary coverage for the remaining 11 Treasury bureaus and the added financial
audit responsibilities under the Chief Financial Officer's Act, our capacity to do
many audits at IRS is limited. In contrast, the Chief Inspector has 445 auditors who
focus solely on IRS programs and operations. Consequently, my office must rely on
IRS Internal Audit for most of the audit coverage at IRS. Having that body of work
performed by resources under my direct control would have the immediate effect of
raising the level of independence.

SUBCOMMITTEE RECESS

Senator CampBELL. With that, the subcommittee will recess.
Thank you.

[Whereupon, at 12:15 p.m., Tuesday, April 15, the subcommittee
was recessed, to reconvene at 9:32 a.m., Thursday, April 17.]
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LETTER FROM JEFF THOMPSON, CHIEF OF GOVERNMENT RELATIONS FOR DON NOVEY,
STATE PRESIDENT, CALIFORNIA CORRECTIONAL PEACE OFFICERS ASSOCIATION

SACRAMENTO, CA, April 23, 1997.

Hon. BEN KNIGHTHORSE CAMPBELL,
Subcommittee on Treasury, Postal Service and General Government,
Washington, DC.

DEAR SENATOR CAMPBELL: Thank you for the opportunity to submit this letter for
inclusion in the hearing record on IRS employees’ misuse of taxpayer records held
on April 15, 1997. | am submitting this letter on behalf of over 25,000 members of
the California Correctional Peace Officers Association (CCPOA), all dedicated correc-
tional officers and parole agents in the state of California, to highlight an issue of
grave importance to our members and law enforcement in general.

It has come to our attention that parolees and individuals that have served time
in prison for felony convictions have been and are able to work at Internal Revenue
Service (IRS) field offices and access sensitive tax information. The fact that con-
victed felons and parolees have access, whether authorized or not, to the addresses
and social security numbers of officers and their families, as well as information on
personal assets and income, pose a serious security threat. With such information,
a revenge-seeking criminal (Particularly a member of a prison gang) could cause se-
rious harm to an officer and his or her family.

We are aware that current federal law and legislation moving in Congress would
make it illegal and impose criminal penalties for any IRS employee to access infor-
mation on computers, tax forms, and any paperwork without specific authorization
to do so. We support this legislation. However, we believe more needs to be done
to protect officers and their families.

One problem with this law is that there is no way to prevent an individual from
accessing unauthorized information. Based on discussions with the Fresno IRS Serv-
ice Center, Internal Security at IRS needs specific information, such as the name
of the employee and his or her social security number, in order to investigate any
alleged misconduct on the part of an IRS employee. In other words, if an IRS em-
ployee was accessing information and was unauthorized to do so, an officer would
have to know that this was occurring, who was doing it, and report it to IRS Inter-
nal Security before an investigation would occur. It would be impossible for an offi-
cer to prevent such misconduct from occurring in the first place. Indeed, an officer
could only react to such misconduct if an IRS employee either informed the officer
that he or she had accessed information or actually used such information against
the officer.

The second problem is that IRS employees are oftentimes working before a FBI
fingerprint clearance has been completed. After an employee is hired by the IRS,
he or she must fill out a background check, which could take months to complete.
If an individual has lied on the background form, hopefully IRS would eventually
terminate the employee. During the interim however, the IRS employee could work
for months and have inappropriate and potentially damaging access to our peace of-
ficers’ personal information.

To provide you with one example, Inmate Ramirez (W-31599, A3-135L) served
time in state prison and was released on parole. Within one year, Inmate Ramirez
violated her parole and was returned to prison. At that time, she informed a correc-
tional officer that she worked for the Internal Revenue Service while on parole. Ac-
cording to the parole offices in Fresno County, parolees would not be allowed to
work at the IRS. However, inmate Ramirez did not tell her parole agent that she
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was working for the IRS and her file indicates that she was unemployed during her
parole period. Inmate Ramirez was able to tell a correctional officer detailed infor-
mation on the income and assets of several officers at four facilities in Central Cali-
fornia, information that was clearly accessed at the IRS Fresno Service Center.

Given the sensitive information IRS employees have access to and the safety is-
sues facing law enforcement personnel and their families, we believe current federal
law needs to be strengthened. We respectfully request you to introduce legislation
that would prohibit any individual who has been incarcerated for a felony conviction
within the past ten years to be denied employment by the IRS. Further, we believe
such legislation should include a provision mandating that an employee not begin
employment at the IRS until the FBI fingerprint clearance and the background
check has been completed.

We thank you for your consideration of this important matter.

Sincerely,
JEFF THOMPSON.

LETTER FROM ROBERT M. ToBIAS, NATIONAL PRESIDENT, NATIONAL TREASURY
EmMPLOYEES UNION

WASHINGTON, DC, May 5, 1997.

Hon. BEN NIGHTHORSE CAMPBELL,
Subcommittee on Treasury, Postal Service and General Government, Committee on
Appropriations, U.S. Senate, Washington, DC.

DeEArR MR. CHAIRMAN: Pursuant to your request of April 22, 1997, requesting writ-
ten responses to hearing questions from the National Treasury Employees Union
(NTEU), I hereby submit our responses to your questions.

Sincerely,
ROBERT M. ToOBIAS.

Attachment.

QUESTIONS SUBMITTED BY SENATOR CAMPBELL
TAXPAYER FILE BROWSING

Question. In your testimony submitted for the Record, you mention the “budget
cuts and policy,” “Congressional flip-flops * * * of the Earned Income Tax Credit,”
“downsizing,” “furloughs” and “contracting out” all have a negative impact and are
part of the IRS culture. Please explain how these examples could in any way lead
employees to believe that there is really nothing wrong with browsing taxpayer files.

Answer. My statements do not in any way suggest that poor morale should excuse
any unauthorized actions. My comments were meant only to suggest that poor em-
ployee morale and employee frustration over constantly changing priorities may con-
tribute to confusion as to how seriously something like the “zero tolerance” policy
is to be taken. | agree that browsing is a very serious issue and will continue to
make that clear to members of my union.

Question. Given NTEU's opposition to downsizing and Reductions in Force at IRS,
based upon the argument that all employees are necessary to adequately process
taxpayer information, how would you suggest | explain to constituents that IRS em-
ployees have time to snoop in taxpayer files?

Answer. NTEU agrees with the IRS and GAO that browsers are doing something
wrong and should be punished. More than 99 percent of IRS workers work hard and
respect taxpayer privacy. My suggested constituent response would advise the con-
stituent that the IRS caught and disciplined the individuals who improperly
accessed these records. The IRS fired some employees and forced others to resign
or retire. | believe it is more important to emphasize that these cases do not reflect
the actions of the more than 102,000 honest, hard working IRS workers who dili-
gently respect the privacy of more than 250 million taxpayer returns and other
records the IRS processes each year.

I would also suggest that your response mention that some of these cases involve
improper access of taxpayer files by employees whom friends, neighbors or relatives
asked to check on the status of their refunds and other information. This conduct
does violate IRS policy and should not be tolerated, but should not be viewed as
“snooping” into private tax records.

Question. During fiscal year 1997's Treasury Appropriation bill one of the biggest
complaints registered about outsourcing debt collection to the private sector was
that the security of the taxpayer files would be potentially at risk. In light of the
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recent GAO report on IRS employees browsing, please respond for the record how
you would characterize the outsourcing of debt collection vis-a-vis recent GAO rev-
elations.

Answer. Besides the far greater risk of unauthorized disclosure of taxpayer data,
the outsourcing of tax debt collection could result in decreased taxpayer compliance
and higher costs.

First, effective use by the IRS of existing computer security technology could pre-
vent nearly all unauthorized access. Second, the GAO did not find any evidence
showing that the IRS employees who improperly accessed a taxpayer's tax filings
were motivated by financial considerations. Instead, the GAO report only states that
“unauthorized changes could be made to taxpayer data * * * for personal gain.”
Third, taxpayers' data has great economic value to many individuals and busi-
nesses. Just a few instances of fraudulent use of that information could undermine
our currently high rate of voluntary compliance. Fourth, voluntary compliance is the
key to cost-effective tax administration in a democratic government. Both the IRS
and NTEU believe that private debt collection would compromise voluntary compli-
ance due to the manner and means of collection. Lastly, the current outsourcing of
processing in the State of New York provides ample caution that private debt collec-
tion would probably not lower tax collection costs.

The State of New York paid all of its contractor’s capital startup costs, including
new computer hardware, and guaranteed the company an exorbitant 20 percent
profit. Despite the financial and technological edge, this contractor still processes far
fewer returns and refunds much slower than current IRS employees using very anti-
quated computer systems.

Question. Does your organization have a Code of Ethics?

Answer. Both the Department of the Treasury and the Internal Revenue Service
have strict Codes of Ethics. These Codes cover NTEU members. NTEU has no code
covering these federal employees.

Question. Since your members work for the Department of the Treasury, | would
say that many of them deal with sensitive information in some function of their job.
Does your Code of Ethics contain anything that deals with employee handling of
sensitive information?

Answer. Not Applicable. Please refer to the answer of the previous question.

Question. Although this issue could not be characterized as widespread, do you
feel there are any measures that Congress can take that would better protect those
employees who do not violate this law or its intent?

Answer. Again, NTEU supports improved technology that will provide more com-
puter security safeguards. Contrary to the assertions of Commissioner Richardson,
our members report that they believe they do not receive adequate training. NTEU
members also note that is sometimes difficult to balance demands for greater cus-
tomer service with other privacy priorities. In other circumstances, some IRS em-
ployees are responsible for creating taxpayer compliance analysis models that they
cannot develop without inspecting a wide range of tax records. Especially where the
IRS may impose a criminal sanction, very clear lines must be drawn to distinguish
authorized inspection from unauthorized inspection.

Question. Do you feel there is anything we can do better in order to prevent this
practice from recurring, with an eye on maintaining a balance between the things
the employees must endure and maintaining an adequate level of security and pro-
tection of files?

Answer. Please refer to the answer to the previous question.
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OPENING REMARKS

Senator CAMPBELL. The Subcommittee on Appropriations of
Treasury and General Government will come to order. | thank ev-
eryone for being here. | asked, with Senator Kohl’'s concurrence, for
a visual display to be set up this morning and, frankly, I have been
thinking about this some time. In the aftermath of Waco and a few
other tragic incidents, the accusations against Government agen-
cies kind of went up to an alltime high. And the very, very volatile
things that were said about some of our Federal agencies, how they
were insensitive, the Gestapo tactics, all the things that you and
I heard, really bothered me.

Part of the reason for wanting this display was to try to give a
positive illustration of the efforts that our agencies are doing in
fighting crime. 1 do not recognize some of those things, frankly, |
appreciate the guided tour.

Years ago, | was active, | was a deputy sheriff. The last time was
1968. Boy, things have come a long way. I know that some of these
technological advances are very, very expensive. | noticed with in-
terest that small box. | was told that there was only three of them
in the world. And that the cost is about $25,000 a copy. That is ex-
pensive equipment.

On the other hand, I firmly believe if you look at the alternative
of not investing in new technology for fighting crime that the cost
in terms of lost lives and lost property is going to be a heck of a
lot more than that.

(81)
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I just want to thank all of the agencies that set up those dis-
plays. I understand that you came in pretty early this morning to
do that and I thank you.

I hope everybody in the audience had an opportunity to see those
items on display. | think it is important to remember the people
that work in the agencies, we hear from the ones that are kind of
on the top echelon of the different agencies, but there are an awful
lot of people out there putting their lives on the line for us whether
they are Border Patrol or ATF or FBI or so on, and | just want to
reaffirm my support for all of those people within the agencies.

The purpose of this morning’s hearing is to discuss the budget
request of the various law enforcement agencies within the Depart-
ment of the Treasury. Most people are not aware that 40 percent
of all Federal law enforcement is part of the Treasury Department
and we are pleased to have those representatives with us this
morning.

Our first panel will include Under Secretary for Law Enforce-
ment, Raymond Kelly. He is the person responsible for law enforce-
ment at the Department level. He is also in a unique position to
see the big picture and accompanying him will be the heads of the
various agencies.

George Weise, Commissioner of Customs, is also with us today.
Customs has a very far-reaching mission. They administer and en-
force the 1930 Tariff Act and its 400 provisions and its 301 ports
of entry. They monitor all incoming and outgoing commercial traf-
fic, collect dues and taxes on trade, interdict smuggling and other
illegal entry practices, and they process about 450 million people
a year at our borders and annually collect about $23 billion in reve-
nue.

John Magaw, the Director of the Bureau of Alcohol, Tobacco and
Firearms, is also here with us today. He has also had many diverse
responsibilities for enforcing Federal firearms, explosive, and arson
laws, to regulating wine, beer, and distilled spirits. His agency also
collects about $13 billion a year from taxes on alcohol and tobacco
and fees on firearms and explosives. The ATF is the premier agen-
cy in detection and investigation of explosives. And those who have
not seen it, you might look at some of the ingenious bombs that
have been built that are on display back in the back, no doubt dis-
armed, but they give a pretty graphic illustration about how cre-
ative people can be when they are intent on hurting their fellow
human beings.

Charles Rinkevich, Director of the Federal Law Enforcement
Training Center, is also here. Mr. Rinkevich is based in Glynco,
GA. He also has the responsibility for the Artesia, NM, campus.
This agency provides a comprehensive consistent basic training for
Federal law enforcement personnel and advanced training at the
request of some other agencies. There are now 70 agencies which
send employees to be trained at this unit. This consolidation of
training saves the Federal Government approximately $135 million
a year.

Stanley Morris, the Director of the Financial Crimes Enforce-
ment Network. FinCEN is responsible for establishing, overseeing,
and implementing the Treasury’'s policies to prevent and detect
money laundering. It is the central source for identification, colla-
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tion, and analysis of intelligence in support of law enforcement op-
erations combating money laundering.

Eljay Bowron, the Director of the U.S. Secret Service, is also
here. While most people associate the Secret Service with protect-
ing the President and the Vice President, in reality they have an
extremely wide range of responsibilities. They investigate financial
crimes such as counterfeiting, forgery on Government checks, theft
and fraud associated with Treasury, electronics transfers, and com-
puter and telemarketing fraud.

They are also responsible for protecting the White House, the
Vice President’s residence, foreign diplomatic missions, and the
Treasury Buildings.

Our second panel will be Inspector General of the Treasury De-
partment, Valerie Lau. Some of you will recognize Ms. Lau. She
testified in committee, last week and we are glad to have her here
again.

And with that, Senator Kohl, if you have an opening statement,
we would be delighted to hear that.

STATEMENT OF SENATOR KOHL

Senator KoHL. | do, Senator Campbell, and | will submit it for
the record.

I would simply like to offer just a few thoughts.

We, here, are very much indebted to those agencies who are com-
ing before us today to review their budget and to make their re-
quests and, of course, as you know, we will look at them very care-
fully to try and be as critical as we can, and as constructive as we
can in helping you to fund your agencies.

But it should be recognized that this is, in a real sense, the good
guys against the bad guys and what you all represent are the good
guys. And we are fighting the bad guys throughout this country
and throughout the world. | think in that effort you do, for the
most part, a really heroic job in fighting, in many cases, insur-
mountable odds. The money that is available out there in illegal
traffic is enormous and as long as that kind of profit is available
to illegal people doing illegal things then our job will be very dif-
ficult in combating them. But as technology improves, your efforts
improve, the kind of support that we give each other, hopefully,
will continue to improve. And we will win that war; for the most
part we will win that war by working together.

I think your agencies represent a commentary on how important
Federal agencies can be, particularly law enforcement agencies,
how important they are to our country. And while people are often-
times cynical about Government and about what Government can
and cannot do, | think there is no question that with respect to the
kinds of efforts that you expend, your efforts are enormously impor-
tant to our country and to our country’s future.

So, | start out with that kind of confidence in you and that kind
of support for your work and | hope that working together with you
all, Senator Campbell, myself, other members of our committee, we
can be and will be very constructive as we set upon deciding your
budgets for the year ahead and | am delighted to be in your pres-
ence.



84

PREPARED STATEMENT

Senator CampBELL. Thank you, Senator Kohl. Your complete
statement will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF SENATOR KOHL

Thank you Senator Campbell. We should also thank the agency’s representatives
for attending this very important hearing concerning the Treasury Department's
law enforcement efforts.

Mr. Chairman, over the last twenty or so years we've engaged in an ongoing de-
bate in Washington over the role of government. And, while people can argue over
education and social programs, and whether government should be involved in any
or all of these things—on the fundamental question of protecting our citizens, there
can be no debate. The federal government has an important role to play in protect-
ing the public, and the agencies assembled here today are critical to the success of
that effort.

We are interested in reviewing all of the law enforcement programs that these
agencies oversee, but let me highlight a few for special mention. First, crime preven-
tion must be part of our strategy. While we must continue to fund prisons and po-
lice, investments in young people—before they encounter the law—have proven ben-
efits.

While crime in many areas of the country has abated, juvenile crime continues
to be a major problem. For example, since 1970, the number of juvenile homicides
involving a firearm have increased by 300 percent. And over the next 10 years the
juvenile population is expected to explode to numbers as large as during the Baby
Boom period. So how can we address the juvenile crime problem?

The Bureau of Alcohol, Tobacco, and Firearms has operated two programs which
deserve special attention, programs which | plan to explore later today with our wit-
nesses. The Gang Resistance Education and Training program, known as GREAT,
was created by ATF to help young people fight the pressure to join gangs by bring-
ing a specialized anti-gang message directly to classrooms. Preliminary results of a
national GREAT evaluation by the University of Nebraska are positive. We must,
of course, make sure that we are spending money wisely, and | have introduced leg-
islation to require evaluation for all federal prevention programs. But this is a
promising program that deserves our attention. That is why | visited two GREAT
program classes—one in Superior and another in LaCrosse, Wisconsin—and heard
directly from community leaders, police and young people, about the positive mes-
sage of GREAT.

Wisconsin has also recently benefited from another ATF program, the Youth
Crime Gun Interdiction Initiative. This cooperative federal-local effort goes after il-
legal gun dealers by using the extensive ATF capabilities to trace guns used in
crimes. By shutting down these gun traffickers, we can take hundreds, if not thou-
sands of guns off the streets. Last summer Milwaukee was named one of 17 pilot
cities to test this program first used with great success in Boston. And just last
week our local police made their first arrest as a result of the joint Milwaukee-ATF
program. The suspect was arrested for selling at least 28 guns to precisely the peo-
ple we all agree should not own them—convicted felons and kids under 18. This pro-
gram has already made a difference in my home city, and | thank you for your ef-
forts.

I hope to use these hearings to learn more about these prevention programs and
discuss how we can build and improve upon the successes we've already seen.

With regard to protecting our young people, it is important to credit this Adminis-
tration with requiring that all federal law enforcement personnel use child safety
locks on their handguns. As the sponsor of legislation to require that all handguns
should be sold with these safety devices, | think it's just common sense to keep a
firearm locked, stored, and safe. Hopefully, all families can have the same protection
from accidental injury and death that federal law enforcement agents now enjoy.

Finally, we are at a difficult time for federal law enforcement agencies and, as
a co-chairman of the Ruby Ridge hearing | pursued some of these problems in some
detail. So we must all work hard to maintain the faith of the American people in
federal law enforcement.

But we must also keep our perspective. Your people are on the front lines and
many have to go to work every day knowing that they may be in some kind of dan-
gerous situation. Bashing federal authorities will not reform agencies or build a
stronger trust with the public. Only through constructive dialogue, in a bipartisan
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fashion, can we continue to build and maintain the type of law enforcement struc-
ture that will protect every American and preserve their confidence.

INTRODUCTION OF WITNESS

Senator CampPBELL. We will just start in order of the people as
they are printed on the panel sheet here.

So, if Ray Kelly, the Under Secretary of the Treasury for En-
forcement for the U.S. Department of Treasury could start out, we
would appreciate it.

STATEMENT OF RAYMOND W. KELLY

Mr. KeLLy. Thank you very much, Mr. Chairman.

Senator CampBELL. If you have extensive information you would
like to turn in, without objection, it will all be included in the
record. If you want to abbreviate your comments, feel free to do so.

Mr. KELLY. Yes, sir.

I have submitted my remarks for the record. | will keep to the
direction that we have that our initial remarks will be no more
than 2 minutes.

Mr. Chairman, Senator Kohl, I have spent virtually my entire
adult life in law enforcement. And | have never encountered better
men and women than those who serve in the enforcement bureaus
of the Treasury Department. They are dedicated and resourceful
professionals. They are well-led by the executives here today and
well-trained at our Federal Law Enforcement Training Center.

There are scores of examples of enforcement activities in each
bureau that deserve attention. The bureau directors will go into
greater detail than I will now. I will only cite a few in the interest
of time.

ATF is revolutionizing the way American law enforcement solves
violent crimes through its gun-tracing programs. The police once
considered a case virtually closed when they apprehended the
shooter and retrieved his gun. Thanks to ATF, we are now going
after the gun traffickers and straw purchasers who put guns into
the hands of killers.

The Customs Service continues to interrupt the flow of illegal
narcotics into the United States with significant successes in Oper-
ations Gateway and Hardline. Customs agents are also seizing
record amounts of cash that the cartels are trying to smuggle out
of the United States in bulk, as Treasury enforcement disrupts
money laundering through banks and nonbanking systems.

The Financial Crimes Enforcement Network has helped lead this
effort, supported by the Criminal Investigation Division of IRS, and
others. The Secret Service, in addition to its important protective
missions, is meeting new challenges in combating counterfeiting
presented by computer, printing in color, copier technology.

As it has done in combating credit card fraud, the Service en-
courages the business community to work jointly with it to fight fi-
nancial crimes in general.

In fighting narcotics and gun trafficking, arson and explosives,
money laundering, and other financial crimes, Treasury enforce-
ment is playing to its traditional strengths. With the Committee’s
support and advice, we intend to further develop our expertise,
sharpen our effectiveness, and stay forward-looking. Thank you.
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PREPARED STATEMENT

Senator CAMPBELL. Thank you, Mr. Kelly. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF RAYMOND W. KELLY

Mr. Chairman, Senator Kohl, and Members of the Committee, it is a pleasure for
me to be here before you today to highlight the fiscal year 1998 budget request for
Treasury's law enforcement bureaus and offices (with the exception of the Internal
Revenue Service, Criminal Investigation Division (IRS-CID)). With me today are
George J. Weise, Commissioner of the U.S. Customs Service; John Magaw, Director
of the Bureau of Alcohol, Tobacco and Firearms; Eljay Bowron, Director of the U.S.
Secret Service; Charles Rinkevich, Director of the Federal Law Enforcement Train-
ing Center (FLETC); and Stanley Morris, Director of the Financial Crimes Enforce-
ment Network (FinCEN), and members of their staffs.

The Treasury Department represents approximately 40 percent of the total law
enforcement officers of the Federal Government. Each year, Treasury’'s mission
grows in complexity, scope and importance. Treasury Enforcement plays a critical
role in serving the nation’s law enforcement priorities. Treasury agencies protect our
leaders and safeguard our financial institutions from money launderers and fraud.
Treasury agents and inspectors protect our borders from drug traffickers and every
day our agents fight to protect our streets from the threat of bombs, arson and gun
violence.

In my testimony today, | wish to highlight aspects of our work and how that work
would be supported by the fiscal year 1998 budget request.

U.S. CUSTOMS SERVICE

The Customs Service plays the leading role for the Treasury Department and the
United States in interdicting drugs and other contraband at the border, and ensur-
ing that all goods and persons entering and exiting the United States do so in com-
pliance with all our laws and regulations. Most of the narcotics seized in the United
States each year are seized by the Customs Service.

Customs’ responsibility is tremendous. To put the drug interdiction challenge
faced by Customs into perspective: Last year, Customs processed over 457 million
people, 126 million vehicles and nearly $800 billion of trade. It performed the initial
checks, processes, and enforcement functions for over 40 federal agencies and ap-
plied hundreds of laws and regulations. It performed these tasks by covering over
7,000 miles of land border and servicing over 300 ports of entry. While doing so,
it collected approximately $22 billion in revenue for the United States in the form
of duties, taxes, and fees.

Customs constantly strives to improve its ability to stem the flow of drugs while
dealing with the increasing volumes of cargo and passengers into and out of the
United States. Indeed, the number one operational priority for the Customs Service
is preventing the smuggling of narcotics into the United States. It pursues this mis-
sion through interdiction, intelligence and investigation capabilities that disrupt and
dismantle smuggling organizations. Major initiatives, such as Operation Hardline at
the Southwest border and Operation Gateway in the Caribbean, have been ex-
tremely effective in denying smugglers access to the United States.

However, as you are aware, the job is not finished; although Customs seizes more
illegal narcotics than all other agencies combined, illegal narcotics and other contra-
band continue to find their way into the United States. Customs will continue to
develop the capabilities to meet the ongoing smuggling threats, on our southwest
land borders, in the Caribbean, and at all borders and ports of entry across the
country. Customs actively participates in inter-agency criminal investigations, and
it will continue to strengthen its partnerships with the private sector, cooperative
foreign governments and other federal agencies in order to continue its active role
in the efforts against narcotics smuggling.

Customs’ budget proposal reflects increases for Operation Hardline, Operation
Gateway, updated technology and the rebuilding of infrastructure. The $23.4 million
requested for Operations Hardline and Gateway, along with the funding request for
infrastructure and equipment needs, will permit Customs to continue its fight to
prevent illegal drugs from being brought into the United States.
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SECRET SERVICE

The Secret Service is the nation’s lead agency in investigating counterfeiting, for-
gery, and access device fraud. As the nation’s counterfeiting expert, the Secret Serv-
ice has investigated fictitious financial instruments, counterfeit currency and credit
card schemes both domestically and internationally. United States currency is coun-
terfeited around the globe. Indeed, approximately 70 percent of all counterfeit cur-
rency detected domestically is of foreign origin. Therefore, it is only prudent that
the Secret Service devotes a large portion of its investigative resources to battling
international counterfeiting issues.

The Secret Service has learned through experience that the best method to man-
age this problem is to address counterfeit issues at their source, with the permanent
stationing of Secret Service agents in foreign posts. In addition, the Secret Service
leverages its resources by enlisting international law enforcement agencies to iden-
tify counterfeit currency and suppress counterfeiting plates. These efforts, primarily
carried out through counterfeit detection seminars, have promoted a cooperative
ir]ttlarn_ational law enforcement effort to detect, suppress and prosecute counterfeit
violations

Moreover, to prevent financial fraud schemes, the Secret Service has developed
and implemented longstanding and effective partnerships with private industry to
better understand various financial systems and combat significant losses. Assisting
the industry and their financial systems with “systemic fixes,” aggressive analysis,
and proactive security enhancement measures has increased the overall security of
these financial systems. Proactive joint initiatives with the industry, such as public
awareness campaigns, media programs, speeches, seminars, and security training,
are having a positive impact. These partnerships have reduced the ability of crimi-
nal organizations to target financial institutions.

As you know, the Secret Service also has the critical responsibility of protecting
the President, Vice President, and other specially designated protectees. Its protec-
tive duties recently included the 50th Anniversary of the United Nations, the Olym-
pics in Atlanta, and the presidential election campaign. Included in the Secret Serv-
ice’s fiscal year 1998 budget is a request for $28.8 million to implement security
changes at the White House which are being made in accordance with recommenda-
tions made in the White House Security Review. This funding, along with the addi-
tional funding provided this fiscal year, will enable the Secret Service to implement
all of the Review's recommendations. The funding provides for staffing to cover an
enlarged security perimeter, as well as for the construction of additional crash re-
sistant barriers and guard booths needed to define this perimeter.

ATF

ATF is responsible for investigating some of the most destructive, dangerous, and
controversial crimes in the United States—bombings of abortion clinics, arson of
churches, firearms trafficking, and firearms and explosives violations. In an effort
to reduce violent crime, ATF focuses its investigative efforts on armed violent crimi-
nals, career criminals, armed narcotics traffickers, violent gangs, and domestic and
international arms traffickers. It strives to deny criminals access to firearms, safe-
guard the public from bombings and arson, and imprison violent criminals.

ATF has developed and implemented a number of innovative programs to achieve
these goals. ATF's Project LEAD, introduced in 1996, uses information obtained
from tracing crime guns to identify and prosecute illegal firearms traffickers. Pre-
viously, a gun would be recovered in connection with a crime and, except for the
investigation of the underlying crime, it would not be analyzed or traced further by
law enforcement authorities. ATF has stepped up its efforts with other law enforce-
ment agencies to learn more about crime guns. Using advanced computer software,
ATF analyses information obtained during the tracing of crime guns to determine
patterns of multiple purchases by one individual or from one store. When ATF un-
covers a situation where multiple guns used in crimes all emanated from one source,
they are able to investigate and prosecute, thereby eliminating a source of illegal
guns. For example, when a New York City police officer was recently Killed, four
handguns were recovered at the scene. Tracing these handguns through Project
LEAD has resulted in several investigations of sizable drug and gun trafficking
rings across the country.

To further reduce the trafficking of firearms to juveniles, last summer ATF initi-
ated the Youth Crime Gun Interdiction Initiative (YCGII) in 17 pilot cities through-
out the country. The YCGII will help identify the sources of firearms being supplied
to juveniles and to prosecute the traffickers responsible for providing these guns.

In response to the growing need for Federal assistance in communities experienc-
ing serious gang and drug-related shooting incidents, ATF initiated a comprehensive
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enforcement approach entitled CEASEFIRE. The CEASEFIRE Program combines
ATF's gun tracing, gun trafficking, and violent offender initiatives with the latest
forensic technology. The Integrated Ballistic ldentification System (IBIS) is the
heart of the CEASEFIRE Program. IBIS is a computer imaging identification sys-
tem capable of matching cartridges or bullets from multiple shooting incidents. It
also allows investigators to link shootings that occur locally to shootings involving
the same weapon in another city. Given the number of shooting incidents that occur
in the United States each year, a firearms examiners unassisted by technology
working to connect related shooting incidents is in effect trying to find the prover-
bial needle in the haystack. Now, with IBIS, what used to take weeks and some-
times months, if it could be done at all, now can be done in seconds. The IBIS tech-
nology has already yielded significant results in violence-plagued communities
across the country, and will continue to contribute significantly to the identification
of homicide and shooting suspects and the linking of related gang shootings. For ex-
ample, when a gang-related shooting occurred in Atlanta, GA, in September 1996,
no suspect was identified and no one was arrested. However .40 caliber shell casings
were recovered at the scene and were entered into IBIS. Two weeks later, an indi-
vidual was arrested on unrelated narcotics charges. The gun found in his possession
was test fired, entered into IBIS, and found to match the gun used in the earlier
attempted murder. But for the use of IBIS, these two seemingly unrelated cases
would likely never have been linked. Based on the results achieved with IBIS to
date, we estimate that 1 firearms examiner equipped with IBIS can do the work
of 550 firearms examiners without IBIS. This results in substantial cost savings,
greater efficiency and more crimes solved.

ATF is also renowned for its expertise in the areas of arson and explosives.
Through its certified fire investigators, National and International Response Teams,
accelerant and explosives detection canine program, its accredited laboratory, its
forthcoming arson and explosives repository, and numerous other programs, ATF
maintains its role as the leader and innovator in these areas. Its expert work on
the National Church Arson Task Force has helped produce a 33 percent clearance
rate for the arsons under investigation, a rate that is more than twice the average
rate for arson crimes in general. ATF assists State and local authorities with arson
investigations falling under Federal jurisdiction and having a significant impact on
their community, particularly when the nature or extent of the problem extends be-
yond the available resources or expertise of the locale involved. ATF also provides
training to other Federal, State, and local enforcement agencies in the detection and
investigation of arson, particularly arson-for-profit, and post-blast bombing inves-
tigation.

In addition to all of its investigative efforts, ATF is working to prevent violent
crime and drug use through its Gang Resistance Education and Training
(G.R.E.AT.) project. G.R.E.A.T. is a program by which uniformed law enforcement
officers help elementary and middle school children reject gangs and the drugs they
peddle. ATF administers the program in partnership with the Phoenix Police De-
partment, the National Sheriffs’ Association, the International Association of Chiefs
of Police, and the Federal Law Enforcement Training Center (FLETC), and provides
the training to law enforcement officers to become certified G.R.E.A.T. instructors.
Currently, over 800 different localities are teaching the G.R.E.A.T. curriculum in
classrooms around the country.

To continue its vital work combating firearms violations, arson, explosives and
violent crime, ATF's budget request for fiscal year 1998 represents a modest 3 per-
cent increase over its fiscal year 1997 base funding.

FLETC

One of the reasons that Treasury law enforcement is so successful is the quality
of training that its agents and inspectors receive at the Federal Law Enforcement
Training Center (FLETC). Since its establishment by a memorandum of understand-
ing in 1970, FLETC has built a reputation for providing high quality, cost effective
law enforcement training. As you know, there are many advantages to consolidated
training for Federal law enforcement personnel, not the least of which is an enor-
mous cost savings to the Government. 70 agencies in 200 different training pro-
grams now train at the Center. Additionally, FLETC has been involved in providing
law enforcement training overseas for over 20 years and has trained more than
5,000 foreign law enforcement officials from more than 102 different countries. We
expect this growth to continue as more agencies recognize the many benefits of con-
solidated training.

Let me just mention a few of the many valuable training programs provided by
FLETC: One of FLETC's particularly valuable tools is its Financial Fraud Institute
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(FF1). The FFI provides the skills that criminal investigators need to combat the
ever increasing sophistication of money laundering, financial crime, and computer
crime.

FLETC is increasingly utilizing computers to provide instruction, thereby both
providing state of the art training and maximizing the use of its facilities. It is also
working with the U.S. Army Simulation Training and Instrumentation Command
(STRICOM) to develop a joint technology transfer proposal, the centerpiece of which
will be the FLETC’s prototype multimedia computer based training module. This
module will help prepare law enforcement officers to make split-second decisions in
life or death situations. The expanded use of this computer based instruction will
permit delivery of consistent and accurate information and training, as well as
measurement and documentation of student performance.

The FLETC'’s budget request for fiscal year 1998 is $100,832,000. This represents
a 30 percent increase (of which 25 percent relates to master plan construction
projects) over fiscal year 1997 that results from the tremendous growth in FLETC's
workload. Among the chief factors that have contributed to this unprecedented in-
crease in workload is the recent Congressional and Administrative initiative to con-
trol immigration along our borders, the addition of new Federal prisons, and en-
hancements to security now being required at Federal buildings around the country.
Since early 1996, FLETC has been operating at full capacity and we expect that this
workload will continue through fiscal year 1999. To accommodate this increasing de-
mand, FLETC has been utilizing temporary buildings and contracted or licensed fa-
cilities. In addition, some Border Patrol training is occurring at a temporary facility
in Charleston, S.C.

To permit FLETC to train the law enforcement agents in the skills needed for the
future, it has been implementing its master plan for facilities. This plan was first
introduced in 1989 and when fully implemented will permit FLETC to achieve its
goal of further developing, operating, and maintaining state-of-the-art facilities and
systems responsive to interagency training needs. Indeed, a major portion of
FLETC's fiscal year 1998 request—$18.6 million—is the continued implementation
of the facilities master plan for new construction at FLETC's two centers in Glynco
and Artesia. As FLETC's capacity increases, the need for a temporary site at
Charleston, SC, now being used for overflow US Border Patrol training, can be
phased out as soon as possible.

FINCEN

While Customs, Secret Service and IRS-CID are the financial crime investigators,
FinCEN serves as Treasury's principal support arm for such investigative efforts.
As its name states, FINCEN is a network, a link between the law enforcement, fi-
nancial, and regulatory communities. It brings together government agencies and
the private sector, in this country and around the world, to identify ways to prevent
and detect financial crime, particularly money laundering.

In the complex world of money laundering, innovation is the key to keeping
money launderers in check. This innovative approach was recently demonstrated by
Treasury and FIinCEN with the use of a Geographic Targeting Order—or GTO—in
the New York City area. This order, which supports an anti-money laundering oper-
ation of the U.S. Customs Service, IRS, New York City Police and others, has
caused a dramatic reduction in the amount of illicit funds moving through New
York money transmitters by requiring 22 licensed transmitters of funds to report
information about the senders and recipients of all cash purchased transmissions to
Colombia of $750 or more.

As a result of the GTO, the targeted money transmitters’ overall business volume
to Colombia has dropped by approximately 30 percent. With this mode of moving
money to Colombia restricted, the criminals have had to find other means of moving
their money, including bulk smuggling. As a result, their transfers have become
easier for law enforcement to detect and seize. Indeed, since the GTO went into ef-
fect in August 1996, Customs and the other participating law enforcement agencies
have seized over $50 million, which is approximately four times higher than the
amount seized during comparable periods In previous years.

FinCEN's fiscal year 1998 budget request of 181 FTE's and $23,006,000 will sup-
port the GTO and other innovative techniques to combat money laundering and fi-
nancial crimes, using both regulatory and enforcement tools. In addition, under
FIinCEN's appropriation, we are proposing that two one-time initiatives be funded
from the Violent Crime Reduction Trust Fund: $1 million dollars for a Secure Com-
munications Outreach Program and $2 million dollars and four FTE in support of
the President’s efforts to encourage money laundering countries to institute inter-
nationally accepted anti-money laundering standards.
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IRS-CID

Although IRS-CID is not a part of this appropriations hearing, | want to say a
few words about their important contribution to Treasury's law enforcement efforts.
Fighting financial crime Is a job well suited for the special agents of the IRS-CID.
They are known for their ability to “follow the money trail” and stop the criminal
when no one else can. IRS-CID agents are financial experts in combating money
laundering and tax evasion. Their expertise is sought in investigations of all types
of financial crimes, including health care fraud, pension fraud, insurance fraud,
bankruptcy fraud, telemarketing fraud, gaming, narcotics, and public corruption.

Today, IRS-CID is combating the increased use of computers for committing finan-
cial crimes with its latest weapon * * * a new type of special agent known as the
Computer Investigative Specialist (CIS). Through IRS-CID’s national Computer In-
vestigative Specialist Program, the CIS continuously receives training in cutting
edge investigation automation and evidence seizure and data recovery methods.
Combining its unique financial expertise with advanced computer skills permits
IRS-CID to optimize its ability to investigate and solve computer based and com-
puter related financial crimes.

CONCLUSION

In summary, the Treasury Department is proud of the contributions that its law
enforcement bureaus have made and continue to make to this nation. Treasury law
enforcement will continue to make us proud as it enters into the 21st century by
contributing to the goals of establishing leadership in the global economy, expanding
trade, protecting our borders, fighting crime, and preserving the health and safety
of the American people. This budget request would enable Treasury’'s law enforce-
ment bureaus to meet the current challenges and to begin preparations for the chal-
lenges of the 21st century. | am confident you will find this to be a responsible
budget, as it considers the growing demands of the law enforcement in a constrained
budget environment.

With your permission Mr. Chairman, | would like to ask the Directors of the
Treasury law enforcement bureaus to describe in more detail those strategies and
goals we see as playing a key role in the coming fiscal year, as well as our recent
accomplishments. After which we would be pleased to answer any questions you or
members of this Committee may have.

Thank You.



BUREAU OF ALCOHOL, TOBACCO AND FIREARMS

STATEMENT OF JOHN MAGAW, DIRECTOR

Senator CampBeLL. What we will do with Senator Kohl's concur-
rence is go through the whole panel before we proceed with ques-
tions.

So, John Magaw, Director of the Bureau of Alcohol, Tobacco and
Firearms [ATF], could proceed.

Mr. MaGgaw. Thank you, Mr. Chairman, Senator Kohl.

My written statement contains the complete description of our
budget and, so, I will just go very briefly through the statement.

With me here today is our executive staff, whom I am very proud
of. | believe that it is important that this executive staff is here,
in this audience, to hear what you say, see what your concerns and
suggestions are so that as we move forward, as a bureau, we can
do what Congress wants us to do.

The Secretary of the Treasury is charged by Congress with a
unique set of regulatory and criminal enforcement responsibilities
involving all controversial products—alcohol, tobacco, firearms, and
explosives.

These ATF-regulated products all have legitimate applications
but also share serious social consequences if misused. Congress has
chosen to address these products through a full array of Federal
powers. ATF is a law enforcement agency with interwoven respon-
sibilities for criminal investigation, tax collection, and industry reg-
ulation. ATF's fiscal year 1998 budget request flows from our key
strategies developed to best fulfill our mission: That is to reduce
violent crime, collect the revenue, and protect the public.

For example, in the area of violent crime one of our highest pri-
orities is to respond to the American tragedy of youth violence by
using the tools unique to ATF to make a difference through preven-
tion and enforcement. We have exposed close to 1 million children
to gang-resistance education and training programs. Through the
youth gun interdiction initiative we are partnering with major
cities to identify the adult sources of guns and crime guns going to
juveniles.

In compliance with the Government Performance and Results
Act, we have developed a performance plan and set a program for
performance targets for each of our major activities. Our budget re-
quest is approximately $602 million. Once our headquarters and
laboratory relocation funding is subtracted, our request represents
less than a 3-percent increase over our 1997 budget.

The most important message | bring to you today is that you are
overseeing a revitalized ATF, made stronger by the accountability
demanded by the men and women of ATF, the Secretary and
Under Secretary of the Treasury and, as important as any, the
close oversight of this subcommittee. None of our recent successes,
and there have been many, would have been possible without the

(o1)
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funding that you have provided for vital training and much needed
operational equipment. This Director and the women and men of
ATF thank you. That concludes my statement.

PREPARED STATEMENT

Senator CamMpPBELL. Thank you, Mr. Magaw. Your complete state-
ment will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF JOHN W. MAGAW

Thank you Mr. Chairman, Senator Nighthorse-Campbell, and members of the
Subcommittee. | welcome this opportunity to appear before this committee and fur-
ther acquaint you with ATF and the unique value we bring to the American public.
| am here today to support the Bureau's fiscal year 1998 budget request of
$602,354,000 and 3,991 full-time equivalent positions (FTE's). When compared to
fiscal year 1997, this request represents an increase of $89,203,000 and 73 FTE's.
This increase consists primarily of $48,044,000 for the relocation of our laboratory
and $26,312,000 for the relocation of Bureau headquarters. Minus these increases,
our request represents less than a 3 percent increase over fiscal year 1997 base
funding. In addition, while I am here today, | would like to discuss our ongoing
Church Arson and Counter-terrorism activities.

With me today are my executive staff members. If | may, | would like to introduce
one new executive appointment. Mr. William Earle is our new Assistant Director for
Management and Chief Financial Officer. He replaces Mr. Richard Watkins, who
has recently retired. Since this new member has not appeared before your commit-
tee, | am submitting his biographical sketch for the record at this time. Executive
staff members who have appeared with me before are Mr. Bradley Buckles, Deputy
Director; Mr. Andrew Vita, Associate Director for Enforcement; Mr. Patrick Hynes,
Assistant Director for Liaison and Public Information; Mr. Stephen McHale, Chief
Counsel; Mr. Arthur Libertucci, Assistant Director for Science and Information
Technology; Ms. Gale Rossides, Assistant Director for Training and Professional De-
velopment; and Ms. Marjorie Kornegay, Executive Assistant for Equal Opportunity.

PROGRESS IN STRATEGIC PLANNING

As many of you are aware, starting in 1997, the Government Performance and
Results Act, commonly referred to as “GPRA” requires us to: publish strategic plans
covering at least 5 years, publish annual performance plans which include measur-
able goals, and report on actual performance.

This law is intended to fundamentally change the Federal management and ac-
countability from a focus on inputs and processes to a greater emphasis on outcomes
and programmatic results. In essence, GPRA requires that we tell you what each
of our programs is intended to do in the long term, specifically what we intend to
achieve each year, and finally, what we did achieve.

ATF began its initial strategic plan in April 1994 which consists of the following
key strategies/activities:

—To effectively contribute to a safer America through an integrated violence im-

pact initiative.

—To maximize ATF's effect on crime and violence through the collection, analysis,

and exchange of information and strategic intelligence.

—To maximize the advantages of technology for ATF and the public.

—To establish cooperative working relationships with industries and concerned

groups through a formal ATF program.

With our fiscal year 1998 budget, we are including a performance plan and a set
of program performance targets for each of our three major activities. We are mak-
ing progress in developing meaningful, quantifiable measures for our programs. We
will continue to look for improvements, and we welcome Congress’ feedback on the
measures we have submitted.

As an outcome of ATF's current strategic plan, the activity structure in the fiscal
year 1998 budget has been realigned from Criminal and Regulatory Alcohol, To-
bacco, Firearms, and Explosives to our Reduce Violent Crime, Collect Revenue and
Protect the Public. ATF has also identified key outcome-oriented measures to gauge
the success of the goals for each activity. The new activity structure is:

Activity 1: Reduce Violent Crime.—Reduce the future number of violent crimes
and cost to the public through enforcing Federal firearms, explosives, and arson
laws in the future.
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Key Indicators: Crime-Related Costs Avoided; Future Crimes Avoided.

Activity 2: Collect Revenue.—Maintain an efficient and effective revenue manage-
ment and regulatory system that continues reducing payer burden and government
oversight, and effectively and fairly collects the revenue due under Federal laws ad-
ministered by ATF.

Key Indicators: Taxes/Fees collected from alcohol, tobacco, firearms, and explo-
sives industries; Alcohol and Tobacco Taxes Owed vs. Paid. (Tax Gap; Ratio of
Taxes/Fees Collected vs. Resources Expended; and Burden Reduced.

Activity 3: Protect the Public.—Complement enforcement with training and pre-
vention strategies through community, law enforcement, and industry partnerships
and reduce public safety risk and consumer deception on regulated commodities.

Key Indicators: Individuals Exposed to Community Outreach; Satisfaction level of
Public/Community and Industry Partnerships; Number of Unsafe Conditions Re-
ported and Corrected; and Numbers of Individuals Trained/Developed.

ATF is committed to defining its unique Federal role, setting strategic goals, long
term and annual targets, managing to achieve those targets, and reporting on its
performance annually. ATF will continue to work over this next year to make sure
that our measurements for success are carefully defined and tracked. Some are
more difficult than others, but ATF is committed to reporting to the Congress and
the American public on how well ATF is serving its taxpayers and achieving its
goals.

ATF'S UNIQUE PROGRAMS

ATF is a law enforcement organization with unique responsibilities dedicated to
reducing violent crime, collecting revenue, and protecting the public. The Bureau en-
forces the Federal laws and regulations relating to alcohol, tobacco, firearms, explo-
sives, and arson by working directly and in cooperation with others. ATF’s mission
is to: Suppress and prevent crime and violence through enforcement, regulation, and
community outreach; ensure fair and proper revenue collection; provide fair and ef-
fective industry regulation; support and assist Federal, State, local, and inter-
national law enforcement; and provide innovative training programs in support of
criminal and regulatory enforcement functions.

Year after year, ATF works to make America a safer place for all of us by fighting
violent crime. ATF's unique position of being vested with the enforcement and regu-
lation of the Federal firearms and explosives laws and the regulation of those indus-
tries puts it at the forefront of violent crime enforcement. At our disposal are valu-
able assets that assist us in carrying out investigations against those who violate
these statutes.

The statutes ATF enforces involve a blend of tax, regulatory, and criminal func-
tions that the Treasury Department is uniquely suited to handle. Treasury law en-
forcement functions have always involved criminal laws interwoven with revenue
laws and regulatory controls, whether in the enforcement of tax or trade law, cur-
rency protection, or firearms regulations. In the case of the firearms and explosives
industries, the criminal investigative responsibilities cannot effectively be separated
from the tax and regulatory responsibilities because they are so technically and
practically interwoven.

ATF achieves tax compliance by focusing inspections on production facilities offer-
ing the greatest risk to revenue based on the volume of operations, past history of
violations, poor internal controls, or questionable financial conditions. Teams of ATF
special agents and inspectors perform complex investigations of multi-state criminal
violations of the Federal Alcohol Administration Act and sections of the Internal
Revenue Code. In addition, there has been a marked increase in the area of diver-
sion internationally by organized criminal groups.

ATF inspectors maintain regulatory oversight of the legal explosives industry, in-
cluding 13,000 explosives licensees and permittees. ATF's jurisdiction and special-
ized expertise are unique and provide invaluable services to the public through en-
forcement, regulation, and cooperative industry partnerships. This is particularly
true in our efforts on firearms and explosives-related violence.

ATF provides resources to local communities to investigate explosives incidents
and arson. ATF has a wide range of resources available. For instance, our National
Response Teams (NRT's) include special agents, explosives technicians, fire protec-
tion engineers, and forensic scientists who respond to major incidents within 24
hours of a request to assist in large-scale fire and explosives scene investigations.
Additionally, ATF: (1) has been active in the Church Fire Investigations, (2) trains
canines in accelerant-detection and explosives detection, (3) has several ongoing ex-
plosives studies, and (4) provides expertise in solving arson-for-profit schemes.
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In the area of firearms, our mission is simple—to reduce gun violence and to fair-
ly and effectively regulate the legitimate firearms industry. Our targets are crimi-
nals who illegally use and/or supply guns to other criminals. The enemy of the law-
abiding gun owner is not ATF; the enemy is the violent armed criminal. Every time
someone fires indiscriminately into a school yard, or a crowded courtroom, or sprays
gunfire at the White House, or targets law enforcement officers, we are reminded
once again of the dangerous times in which we live. Our National Tracing Center,
provides 24-hour assistance to Federal, State, local, and foreign enforcement agen-
cies in tracing guns used in crimes. It is the only facility of its kind in the world.
To further ATF’s ability to trace crime guns, the National Tracing Center has
partnered with members of the gun wholesale industry through electronic linkups
that both speed trace completion time and save the industry money. This joint gov-
ernment/industry partnership is helping to fight crime nationally.

The more successful we are in keeping guns away from criminals, keeping illegal
gun traffickers from reaching children, and prosecuting those who use guns in
crimes and burn down America’s churches, the safer all Americans are. That is
ATF’'s mission—enforcing the law on behalf of the American people.

FISCAL YEAR 1996 HIGHLIGHTS

In support of this mission, the following are some highlights of our everyday work

over the past year:

—An ATF defendant was sentenced to 215 years of incarceration. The sentence
is the result of his conviction of 11 counts of robbery and 11 counts of using
a firearm during a crime of violence. The defendant’s arrest was the result of
an investigation conducted by the Violent Crime Task Force, comprised of ATF
agents and other law enforcement officers.

—ATF arson investigators assisted local law enforcement and prosecuting attor-
neys in a murder by arson investigation. ATF investigators utilized computer-
ized fire modeling techniques to refute the version of the property owner's ac-
count of the fire. The owner pled guilty to the murder and arson and was sen-
tenced to two consecutive life terms plus 30 years of incarceration.

—An ATF defendant, who has 40 felony convictions, was sentenced to 22 years
incarceration and fined $17,000 as a result of a sentencing enhancement. This
sentencing was a result of the defendant being arrested while being in posses-
sion of a loaded semiautomatic pistol.

—Five ATF defendants, who are members of the “El Rukin” street gang, were
found guilty of conspiracy to commit racketeering, narcotics conspiracy, and
other Federal law violations. The verdicts were the result of a 3-month trial.
Each defendant is facing life imprisonment.

—Two ATF defendants, who are Ku Klux Klan members, pled guilty to Federal
arson and civil rights violations relating to the arson of two predominantly Afri-
can American congregation churches. The following day two additional Ku Klux
Klan members were indicted for Federal arson, firearms, and civil rights viola-
tions for their participation in one of the previously mentioned church fires, the
burning of a migrant worker camp, and automobile arson, and possession of 13
firearms and ammunition. Two of the defendants have now been sentenced to
at least 18 years in prison.

—An ATF defendant was sentenced to two life sentences after being found guilty
of Federal firearms violations. This defendant shot and pistol-whipped a victim
as he robbed him of $150 in cash and a cellular phone. The defendant was later
arrested in possession of a firearm that the ATF laboratory identified as the
same firearm used to shoot the victim.

—An ATF defendant was sentenced to death for a murder, which he committed
by setting fire to an apartment in which a female acquaintance and her 3 year
old daughter were killed. The investigation revealed that the arson fire was an
attempt to cover the deaths of the victims.

—A defendant was sentenced to 31 to 94 years in prison for two subway bombing
incidents in which 41 people were injured. ATF agents assisted in the investiga-
tion by gathering evidence from the defendants residence, which resulted in the
defendants conviction.

| am also proud to report that ATF was the recipient of four Hammer Awards.

These awards are given by the Vice President for significant contributions in sup-
port of the National Performance Review Principles of putting customers first; cut-
ting red tape; empowering employees; and getting back to basics. Awards were given
to the following areas:
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Project LEAD Team.—For developing a computer process that analyzes traced
crime gun data and identifies by name criminal firearms traffickers and associates
to aid field investigators.

The Partnership Formula Approval Process Working Group.—For streamlining, in
partnership with the beverage alcohol industry and the flavor industry, the flavor
approval process. The process time required prior to approval of some beverage alco-
hol labels and prior to the marketing of these products was reduced by six weeks.

The ATF CEASEFIRE Program Team.—For providing new and innovative govern-
ment/private industry partnerships, resulting in the cost saving development of a
highly-effective ballistics comparison technology and a national enforcement strat-
egy to solve firearms related violence.

The National Tracing Center.—For using cost effective technology and teamwork
involving Federal and contract personnel through which to implement an automated
records management system, convert a massive and disorderly records collection
system to a viable data storage and retrieval system—a valuable tool for the law
enforcement community.

I want to congratulate the ATF personnel who have worked hard to earn these
prestigious awards. This is a very significant accomplishment and shows ATF dedi-
cation and commitment to producing quality programs that benefit the United
States.

THE YEAR IN PROGRESS

ATF and its predecessor agencies have rendered honorable and effective service
for generations. As with all organizations, we have gone through changes. Effective
organizations continuously re-examine the way they do business. Over the last sev-
eral years we have sought to improve management, training, and operational sys-
tems. These changes have provided the framework for making ATF a stronger and
more effective organization. With the strong support of the committee, we have
begun to make significant strides in these areas.

When | appeared before this subcommittee last year | talked about instituting a
series of leadership and operational changes. | feel that we have made good progress
in implementing these changes. Along with our continued work in our daily efforts
to build a sound and safer America through innovation and partnerships, we face
several important issues throughout fiscal year 1997 and into fiscal year 1998:

—Headquarters Relocation.—ATF has been pursuing a suitable, secure site to re-
locate its headquarters and is requesting a prospectus approval to expedite the
first phase of this relocation. Partial funding is requested in fiscal year 1998
to begin site acquisition, design and construction of a new building.

—Restoration of Base Budget (Direct Appropriation).—ATF's base had a dispropor-
tionate share of pay, fixed and operational resources. ATF has made strides to
correct this problem in fiscal year 1997, and with the Committee’s support, ATF
will meet its goal of continuing to correct this problem in fiscal year 1998.

—Relocation of ATF's National Laboratory Center and Construction of a FIRE Fa-
cility.—ATF received partial funding to begin the required analysis, site selec-
tion and engineering and design. The final prospectus is pending Congressional
action by the Senate Environment and Public Work Committee. In fiscal year
1998, the Bureau is requesting the balance of funds to procure a site, design,
and build the facilities.

—Settlement of the African-American Employees Lawsuit—During fiscal year
1997, the Bureau has begun to implement the settlement of the African-Amer-
ican employees lawsuit by making changes in our recruitment, hiring, pro-
motion, and training systems.

—Implement GPRA.—During fiscal year 1997 the Bureau identified outcome ori-
ented performance measurements for fiscal year 1998, integrated its strategic
plan with the budgeting process, and refined its budget activity structure to ac-
commodate its business strategies. In fiscal year 1998 the Bureau will continue
to develop systems and collect data to report on these performance measures.

—Continuation of Studies.—Through funding provided to the Department of
Treasury in fiscal year 1997, ATF in conjunction with the National Academy of
Science, will complete the four part Explosion Prevention Study (which includes
Taggants) and the Armor Piercing Ammunition Study required by the Anti-ter-
rorism and Effective Death Penalty Act of 1996 and report to the Committee
on its status by April of 1997. We are also contracting with the National Acad-
emy of Science to conduct the Smokeless and Black Powder Tagging Study as
required by the Omnibus Consolidated Appropriation Act of 1997.
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FISCAL YEAR 1998 RESOURCE REQUEST

Before | move to more details of our program activities, | will highlight the follow-
ing key budget changes from fiscal year 1997 which will move us closer to reaching
our strategic goals, strengthening the management infrastructure, as well as provid-
ing the tools necessary to carry out our unique missions. If approved, our fiscal year
1998 budget represents the final stage of our three year goal of implementing a bal-
anced funding ratio and will help us to fulfill our strategic goals to reduce crime,
collect revenue and protect the public.

In addition to non-recurring one-time costs totaling $15,854,000 and $14,847,000
to maintaining current service levels, our direct appropriation request includes the
following initiatives:

Base Restoration: $20,462,000

Supports funding to balance the Bureau's pay and non-pay expenses, thus provid-
ing base funding for operational needs and non-human tools necessary to carry out
our programs in a safe and effective manner. Funding will be used to maintain
equipment replacement cycles for vehicles, radios, and computers, renew software
leases; meet communication requirements; assist in meeting the Year 2000 ADP
conversion requirements, and provide needed recurring laboratory, investigative,
and software supplies.

CEASEFIRE/IBIS Maintenance Costs: $1,200,000

The Bureau is requesting funding to maintain equipment and provide for recur-
ring data line requirements associated with 25 existing sites. This program has now
been installed at 12 out of our 21 field divisions.

Canine Explosives Detection Program: $3,974,000 and 17 FTE's

In fiscal year 1997, the Bureau has begun to expand the canine facility in Front
Royal, VA., hire canine handlers and train up to 30 canines. In fiscal year 1998,
with an expanded facility, the Bureau will be able to train up to 100 canines for
state, local, and federal agencies. This expansion will complete the canine detection
training infrastructure necessary to provide this level of training on an annual
basis.

As part of our continuing plans to relocate our National Laboratory from Rock-
ville, Maryland, the Bureau is requesting the following increase to complete this re-
location and is requested as part of the Laboratory Construction Fund.

Laboratory and Fire Research Facilities: $48,044,000

In fiscal year 1997, Congress provided ATF partial funding to cover the costs of
acquisition of a single site and the design for two separate buildings to house the
National Laboratory Center relocated from space in Rockville, MD, and a new initia-
tive, the Fire Investigation, Research, and Education (FIRE) Center, the newest
member laboratory in ATF's Laboratory Services System. In fiscal year 1998, ATF
is requesting full funding of the balance to cover construction and relocation costs.
Construction of the new facilities is scheduled for completion in fiscal year 2000.
Until that time, the National Laboratory Center will remain in its present location.
The FIRE Center will be co-located with ATF's Forensic Science Laboratory. This
FIRE facility will provide law enforcement agencies with access to a unique single
facility for scientific research and forensic support into the causes and characteris-
tics of uncontrolled structure fires. Currently, there is no fire research facility that
is solely dedicated to support criminal enforcement needs.

In fiscal year 1997, the Bureau was appropriated $44,595,000 from the Violent
Crime Reduction Fund. An increase of $5,783,000 over last year’s level allows the
Bureau to fund the following initiatives:

Headquarters Relocation: $26,312,000

This request allows the Bureau to begin site selection and design for construction
of a new, secured Headquarters building in the metropolitan Washington, D.C. area.
Increase Number of Annual Explosives Inspections: $5,458,000 and 53 FTE's

This request is part of a three year phased in goal to annually inspect 100 percent
of all high explosives manufacturing and storage facilities. In fiscal year 1997, we
will increase our coverage to 65 percent of the industry. In fiscal year 1998, our goal
is to increase the annual inspection coverage to 80 percent with the addition of 53
new inspectors.

Clearinghouse $1,608,000 and 3 FTE's

This request expands on the fiscal year 1997 initiative to enhance ATF's Explo-
sives Incident System to allow direct access for all Federal agencies to report explo-
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sives and arson incidents. In fiscal year 1998, the Bureau expects to complete the
second year requirements for systems development, and hardware requirements,
and allow field office on-line access to this information. Three positions are re-
quested to assess and refine the data for tactical investigative purposes.

Illegal Firearms Trafficking: $6,000,000

One of the Bureau’s main activities is to reduce violent crime. This activity uti-
lizes ATF’s unique statutory jurisdictions in firearms and explosives to attack armed
violent crime by targeting for prosecution those illegal firearms traffickers who are
supplying firearms to the criminal element and deny criminals access to firearms.
This request is for a two prong strategy to upgrade Project LEAD to a Local Area
Network (LAN)-based system from a PC-based system on a nation-wide basis. These
funds also allows the National Tracing Center to handle the increased tracing work-
load by enhancing software, simplifying data entry and provide better database
tools. Fourteen firearms trafficking groups will have access to this information.

Continuation of G.R.E.A.T. Program: $11,000,000 and 24 FTE’s

To continue the partnership originally established between ATF, the Phoenix Po-
lice Department and the Federal Law Enforcement Training Center to utilize the
expertise of each agency and to provide gang resistance and anti-violence instruction
to children in a classroom setting. ATF will provide funding to 44 different localities
through cooperative agreements to support their participation in this community
outreach program at the same level as in fiscal year 1997. Arresting violators alone
will not stop crime. We must dissuade young people from becoming involved in vio-
lence.

Our fiscal year 1998 budget is the cornerstone for creating a sound, fully balanced
Bureau. It balances our pay, fixed and operational costs, while at the same time en-
sures we have acquired the necessary tools to face the law enforcement challenges
of the twenty-first century.

REDUCE VIOLENT CRIME

ATF recognizes the role that firearms, explosives, and arson play in violent crimes
and pursues an integrated regulatory and criminal enforcement strategy to impact
these crimes. Investigative priorities focus on armed violent offenders and career
criminals, armed narcotics traffickers, violent gangs, and domestic and international
arms traffickers. Sections 924 (c) and (e) of Title 18 of the United States Code pro-
vide mandatory and enhanced sentencing guidelines for armed career criminals and
narcotics traffickers. ATF uses these statutes to target, investigate and recommend
for prosecution these types of offenders to reduce the level of violent crime and to
enhance public safety.

Under the activity Reduce Violent Crime, we have three main programs: Deny
Criminals Access to Firearms, Safeguard the Public from Bombing and Arson, and
Imprison Violent Offenders.

DENY CRIMINALS ACCESS TO FIREARMS

The projects under this program relate to identifying and deterring the sources
and participation in illegal firearms. We apply these strategies in concert with our
community and industry partnership efforts and particularly in conjunction with our
GREAT prevention effort. Projects include: lllegal Firearms Trafficking including
Project LEAD, International Trafficking in Arms, Youth Crime Gun Interdiction Ini-
tiative; Firearms Inspections; Stolen Firearms; Operation Alliance; the National
Tracing Center; and the High Intensity Drug Trafficking Areas (HIDTA).

Illegal Firearms Trafficking

The investigation of illegal firearms trafficking is one of the highest priorities
within ATF. Illegal firearms trafficking involves the distribution of firearms for the
principal purpose of making firearms available to others in violation of the law.
Amendments to the Crime Control Act of 1990, the Brady Act, and the Violent
Crime Control and Law Enforcement Act of 1994 have provided ATF with additional
jurisdiction to pursue illegal firearms traffickers and reduce the availability of fire-
arms to criminals. lllegal firearms trafficking program highlights for fiscal year
1996 include:

—Cases forwarded for prosecution—1,043

—Defendants recommended for prosecution—2,230

—34,491 firearms were illegally trafficked by those 2,230 defendants prior to their

recommendation for prosecution.
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—Due to the incarceration of these illegal firearms traffickers, in 1 year it is pro-
jected there will be 3,520 future firearms related crimes avoided, producing a
savings to the American public of $38 million in crime related costs.

An additional component of our illegal firearms trafficking project is our enhanced
training efforts regarding such activities, especially training provided to State, local
and foreign law enforcement personnel. In addition to courses taught at the Federal
Law Enforcement Training Center (FLETC), ATF will also conduct courses on illegal
firearms trafficking at targeted locations.

In partnership with the Police Executive Research Forum (PERF), ATF has par-
ticipated in the development of firearms trafficking training designed to certify
State and local law enforcement officers as trainers in this curriculum.

These courses will enhance the expertise of our own agents as well as further the
cooperative relationships already established with State and local agencies in com-
bating illegal firearms trafficking activities.

Project LEAD

ATF has developed state-of-the-art computer software to analyze firearms trace
data maintained by the National Tracing Center. Through Project LEAD, informa-
tion captured during the tracing process enables ATF and other law enforcement
agencies to identify and target potential illegal firearms traffickers.

Firearms Tracing

The ATF National Tracing Center traces the origin and ownership of guns used
in crimes and is sharing this information with law enforcement agencies. The infor-
mation, which is only from recovered and traced crime firearms, can be requested
by Federal, State, local, or foreign law enforcement agencies. Criminal firearms
trace statistics are maintained for each State, and investigative leads are furnished
to the law enforcement community by identifying suspected traffickers.

During fiscal year 1996, approximately 116,674 requests for firearms traces were
processed, an increase of 46 percent from fiscal year 1995. Urgent traces are usually
completed within minutes and facilitated by our electronic links to industry.

Youth Crime Gun Interdiction Initiative (YCGII)

This initiative was designed to identify the sources of firearms supplied specifi-
cally to juveniles and to target traffickers who acquire and provide guns to juve-
niles. With the newly developed Project LEAD investigative analyses, the Bureau
will begin to trace juvenile crime guns to their sources utilizing technological im-
provements in certain select locations nationwide. In support of the YCGII, ATF en-
tered into a partnership with the National Institute of Justice and 17 police depart-
ments around the country. In support of this initiative, research will be conducted
that will provide a comprehensive picture of the illegal flow of firearms to juveniles,
juvenile crime patterns, and juvenile firearm preferences in each participating city.
The enforcement effort will consist of ATF special agents and inspectors working
with police departments from each selected city to investigate and prosecute those
individuals that are identified as illegally supplying firearms to juveniles. The re-
search results concerning trends in juvenile crime and the juvenile firearms market
will be published at the conclusion of the initiative.

SAFEGUARD THE PUBLIC FROM BOMBING AND ARSON

The projects under this program focus on identifying and deterring sources and
pursuing the criminal misuse of explosives material and fire. Projects include: Pre-
venting Criminal Misuse of Explosives, including Trace Element (Detection), Stolen
Explosives and Recovery, Profiling, Canine, Interdiction, Explosives Incident Sys-
tem, Tracing, Dipole Might (Pipe Bomb Study), Certified Explosives Specialist;
Arson Audits; Asset Forfeiture; Investigation (Post Incident Response), including
National Response Team, International Response Team, Explosives Technology and
the Fire Facility. Consistent with our jurisdiction, ATF:

—Assists State and local authorities with any arson investigation, falling under
Federal jurisdiction, and having a significant impact on their community, espe-
cially when the nature or magnitude of the problem extends beyond the inves-
tigative jurisdiction or resource capability of such authorities.

—Provides training to other Federal, State, and local enforcement agencies rel-
ative to the detection and investigation of arson over a broad spectrum of arson-
oriented topics, with special emphasis on arson-for-profit schemes and other re-
lated arson tactics employed by organized crime and white collar criminals.

—Provides training in post-blast bombing investigation to Federal, State, local
and foreign law enforcement agencies.
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—In conjunction with the U.S. Army Corps of Engineers, the National Security
Council, and the Defense Nuclear Agency, continued to participate in a project
known as Dipole Might. The project is designed to develop a computer software
system to assist investigators when processing large car bomb scenes.

During fiscal year 1996, ATF instructors participated at numerous explosives and
arson related training programs conducted throughout the country. ATF publica-
tions entitled “Arson Investigation Guide” and “Explosives Investigation Guide”
were revised, and the 1996 Arson Case Brief Publication was distributed.

During the period of fiscal year 1996 there were 255 explosives-related arrests
that involved 315 defendants, 152 indictments and 294 convictions. There were also
287 arson-related arrests which involved 450 defendants, 81 indictments and 287
convictions. Over $29.8 million was saved from fraudulent insurance claims. And
with ATF’s internationally and nationally accredited laboratories, expert forensic
support is provided on arson and explosives investigations.

Arson Program

ATF provides vital resources to local communities in the wake of arson and explo-
sives incidents. ATF pioneered the development of local multi-agency task forces de-
signed to pool resources and expertise in areas experiencing significant arson prob-
lems. In fiscal year 1996, ATF led formal arson task forces in 15 major metropolitan
areas throughout the United States, and participated in numerous others.

Critical to the success of this comprehensive post-incident response is the certified
fire investigator (CFl). ATF CFI's are the only investigators trained by a Federal
law enforcement agency to qualify as expert witnesses in fire cause determinations.
The Department of Justice recently requested that ATF provide basic arson famil-
iarization training to the FBI and Department of Justice prosecutors concerning the
church fire investigations. In fiscal year 1996, there were 54 CFl's stationed
throughout the United States. Fifteen of those CFI's completed the 2-year training
process and were certified in fiscal year 1996, and an additional 29 CFI candidates
were in the initial stages of training and will be fully certified in fiscal year 1998.
ATF CFI's have played a major role in the church arson investigations, and assisted
with the fire investigation at the Department of Treasury Building in June, 1996.

In fiscal year 1996, ATF:

—Hired four additional explosives enforcement officers and the first of two full-
time fire protection engineers (FPE's), making ATF the only Federal enforce-
ment agency that employs this level of expertise. ATF's FPE’'s are dedicated
solely to the analyses of origins and dynamics of fire as it pertains to criminal
investigations. ATF also trained 24 special agents as certified explosives special-
ists.

—Developed a prospectus covering the creation of a Fire Investigation, Research
and Education (FIRE) Center that will be constructed in partnership with an
institution of higher learning. This facility will be co-located with and be a part
of ATF's relocated National Laboratory Center, and will focus on forensic inves-
tigative support.

—At the direction of Congress, the Department of Treasury and ATF initiated a
four-part Explosion Prevention Study. This study will continue to explore the
feasibility of placing tracer elements in explosives materials for the purpose of
detection and identification.

Accelerant and Explosives Detection Canine Project

ATF pioneered development and usage of canines to detect accelerants at sus-
pected arson scenes in the early 1980’'s. This project, utilizing the ATF National
Laboratory, has developed scientifically validated canine training methodologies and
protocols.

These accelerant detection canines are made available to State and local police
and fire agencies across the country. At the present, there are 46 working
accelerant-detecting canines teams nationwide that are trained and certified by
ATF. Recertification of the canines is done annually. There are an additional 115
ATF certified canines in 7 foreign countries through an agreement with the Depart-
ment of State.

ATF also utilizes scientifically validated training methods and protocols in its ca-
nine explosives detection program. ATF is expanding its canine explosives detection
program to provide canine explosives detection training for State and local law en-
forcement agencies.

ATF has received funding for the construction and expansion of its canine train-
ing facility. ATF is using the funding to expand its infrastructure and for the con-
struction of a new canine training building and a new kennel facility. ATF will be
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expanding its cadre of explosives detection canine teams and will place these teams
throughout the country.
Finally, ATF has been authorized to develop explosive K-9 standards.

Church Arson Investigations

Since January 1, 1995, ATF, in conjunction with the National Church Arson Task
Force, has investigated 349 church fire incidents. As a result of these investigations,
159 defendants have been arrested, clearing a total of 115 incidents. This represents
a 33 percent clearance rate of church arsons by the task force, which is more than
twice the average clearance rate of 16 percent for arson investigations.

In May 1996, the U.S. House of Representatives’ Judiciary Committee held hear-
ings on the church fires. ATF's participation in the hearings led to supplemental
funding for fiscal year 1996 and fiscal year 1997 totaling $24 million.

ATF was instrumental in the development of the Major Case Team that has ad-
dressed the church fire investigations. The Major Case Team is collocated with the
National Church Arson Task Force, and has a current staffing level of 12.

ATF developed a Church Threat Assessment Guide, and distributed over 30,000
copies. An additional 250,000 copies of these guides were distributed by the Federal
Emergency Management Agency.

ATF implemented the 1-888-ATF-FIRE and 1-888-ATF-BOMB phone numbers.
These national hotline numbers were developed and implemented in order to allow
the public to phone in possible leads in these investigations.

National Response Team (NRT)

In fiscal year 1996, the NRT's provided effective post-incident response in 22 acti-
vations and obligated funding for the purchase of 6 replacement NRT vehicles,
which will further enhance response capabilities. These vehicles will be ready begin-
ning in March. ATF will order 10 additional vehicles to replace all antiquated and
poorly designed vehicles (1981-1983). The NRT was utilized for the crime scene ef-
forts in the Olympic Centennial Village bombing and the TWA Flight 800 investiga-
tions.

ATF also maintains an International Response Team (IRT), formed as a result of
an agreement with the Department of State. The team has been deployed to such
countries as Peru, Argentina, Pakistan, El Salvador, and Macedonia. The IRT was
activated for two incidents in fiscal year 1996.

IMPRISON VIOLENT OFFENDERS

This program focuses on the investigation, arrest and recommendation for pros-
ecution, of those criminals who violate firearms and explosives laws in their crimi-
nal activity. Programs/projects that fall under this activity include: Achilles, Task
Forces and Project Uptown; CEASEFIRE; and the Violent Offenders Program.

CEASEFIRE

In response to the growing need for Federal assistance in communities experienc-
ing serious gang and drug-related shooting incidents, ATF initiated a comprehensive
enforcement approach entitled CEASEFIRE. This approach to repetitive violent
crime combines all of our firearms assets—tracing, trafficking program, violent of-
fender program, and our Achilles program experience with the latest forensic tech-
nology. At the heart of the program lies the Integrated Ballistic Identification Sys-
tem (IBIS), which is a computer imaging identification system capable of assisting
the firearms examiner in linking firearms to expended ammunition and multiple
shooting incidents. It also allows investigators to link shootings in one city to
shootings involving the same weapon in another. The system does not replace the
firearms examiner, but helps find the proverbial needle in the haystack in seconds
rather than what used to take weeks and sometimes months.

CEASEFIRE has yielded significant results in violence-plagued communities
across the country. ATF fully expects this project to continue to contribute signifi-
cantly to the identification of homicide and shooting suspects and the linking of re-
lated gangland shootings. During fiscal year 1996, CEASEFIRE was able to expand
to an additional 10 sites. This allows 12 out of our 21 field divisions do not have
this equipment on site.

Laboratory personnel provide day-to-day technical support, give demonstrations of
the technology, assist new users, work with the manufacturer on system improve-
ments, and maintain a leadership role in a newly established users group.

Detroit, MI.—A firearm taken into custody for a traffic stop was test fired and en-
tered into IBIS. An ATF examiner working with the local police to help clear the
backlog of cases matched it to a October 1996 murder. Detroit police have said that
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they could not have linked the two incidents without IBIS. One suspect is in custody
and three additional suspects have been identified.

Washington, DC.—In January 1996 the CEASEFIRE program in partnership with
the Metropolitan Police and using IBIS technology were able to link a 1992 shooting
with a suspect who was taken into custody on an unrelated assault charge.

The Achilles Program

The Armed Career Criminal and Comprehensive Crime Control Act of 1984 pro-
vided the cornerstone of ATF’s national firearms project known as “Achilles”. ATF
has experienced tremendous success with the enforcement of Title 18 U.S.C. section
924 and 924(e), which provide for mandatory minimum sentencing of recidivist
criminals and armed narcotics traffickers. The Achilles Project is particularly effec-
tive in removing the most violent criminals from our communities, and in many
cases, for the remainder of their crime-producing lives. Achilles Task Forces have
been established in 20 major United States cities. The task forces, comprised of ATF
special agents and inspectors, often with assigned State and local officers, work in
targeted neighborhoods where the highest incidents of gang-related violence, drug
trafficking, homicides, and other violent crimes occur.

The Achilles Project impacts on armed violent crime by incarcerating that per-
centage of active career criminals who are responsible for a majority of the violent
crimes. From fiscal year 1989 through fiscal year 1996 there have been 29,872 de-
fendants recommended for prosecution for being armed drug traffickers or armed ca-
reer criminals. In addition, 1,889 defendants have been sentenced to a total of
33,602 years in prison as armed career criminals; 5,275 defendants have been sen-
tenced to a total of 31,738 years in prison as armed drug traffickers, and there have
been 41 life sentences under these two statutes. Using the Achilles Project perform-
ance measure formula, which meets the requirements of the Government Perform-
ance Results Act, it can be shown that in just fiscal year 1996, with the incarcer-
ation of 1,889 armed career criminals, ATF will have prevented 302,240 crimes and
$700 million in crime-related costs that the public would have incurred.

Laboratory Support

The National Laboratory supports this activity by providing services in the follow-

ing areas:

—Firearms and Automated Ballistics Examination.—Analytical support services
for activities under our Reduce Violent Crime activity.

—Explosives and Fire Debris Analysis.—Chemist members of National Response
Teams investigate bombings and arsons by identifying explosives and device
components, reconstructing devices for investigative and court purposes, and de-
veloping investigative information from trace evidence collected at crime scenes
using arson computer-based fire modeling and computer forensic data recovery.

The forensic science laboratories in San Francisco, CA and Rockville, MD, re-

ceived notice of 5-year re-accreditations following inspections by the American Soci-
ety of Crime Lab Directors (ASCLD), the leading professional organization commit-
ted to forensic science service for the criminal justice community.

COLLECT THE REVENUE

ATF collects the excise taxes on alcohol, tobacco, firearms, and ammunition. Taxes
on these controversial products generate $12—$13 billion in Federal revenue annu-
ally.

Under this activity there are two main strategies: Ensure Collection of Revenue
Due, and Manage and Process Revenue.

ENSURE COLLECTION OF REVENUE DUE

This program focuses on ensuring that all revenues eligible and due are collected.
Projects under this program are: Excise Tax Inspections (alcohol, tobacco and fire-
arms); Industry Seminars; Diversion and Smuggling; Market Basket Sampling; and
Bonding and Qualification of Revenue Plants.

Excise Tax Inspections

ATF ensures that the revenue we collect remains sound by protecting it from
fraud. There are more than 3,000 manufacturers of alcohol beverages, tobacco prod-
ucts, firearms, and ammunition who pay excise taxes on the commodities they
produce. On-site inspections of alcohol, tobacco and firearms taxpayers are focused
on facilities offering the greatest risk to revenue. With ATF's efficient post-audit
system, we estimate that over 99 percent of the excise taxes owed to the Federal
Government are paid through ATF in a timely fashion. Generally, the remainder is
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identified and collected through the audit process. This is accomplished primarily
with the use of commercial records and a minimum of required reports or forms.

ATF employees continuously monitor tax collections by auditing tax returns and
assessments, initiating enforced collection action, analyzing required reports, and
accounting for tax payments, licensing fees, and related refunds. ATF also reviews
and acts upon applications and surety bonds submitted by companies that produce
or sell alcohol or tobacco products.

When violations of law or regulations are uncovered by ATF inspectors and tech-
nical specialists, the natural inclination is to get the problem fixed, not to prosecute
in a criminal court. When circumstances warrant it, however, ATF's regulatory en-
forcement inspectors forward the information to the criminal enforcement agents,
then assist in the prosecution of the criminal case.

Diversion Project

ATF's regulatory oversight protects the Federal Government's revenue through
compliance inspections of the manufacturers and importers of alcohol beverages, to-
bacco products, firearms, and ammunition. These inspections include investigating
the diversion of export alcohol beverages and cigarettes withdrawn from the manu-
facturers’ inventories without payment of tax.

During recent years, the Canadian government and certain State governments
have imposed higher excise taxes on alcohol and tobacco products. The imposition
of these taxes created a lucrative black market primarily dominated by white collar
and organized crime groups.

ATF discovered that alcohol and tobacco products, originally destined for overseas
countries, were being diverted, without payment of taxes, from the United States
to Canada. Parts of the shipments were illegally diverted and smuggled into Canada
to avoid the payment of the high Canadian excise taxes. Other portions of the ship-
ments were found in the United States Had the products remaining in the United
States gone undetected, the excise tax revenue would have been lost.

In similar circumstances, tax-paid products have been smuggled into Canada as
well as from state to state in the United States to avoid the payment of the higher-
rate State excise taxes in violation of Federal law. Domestic and international alco-
hol and tobacco diversion is becoming a target area for ATF enforcement priorities
as it increases globally.

The seizure of alcoholic beverages and tobacco products by ATF agents and in-
spectors in 1996 has resulted in over $804 thousand being credited to the Asset For-
feiture Fund. Also, through our efforts, several members of the organized crime
groups have been successfully prosecuted and in fiscal year 1996, ATF accepted
$107,000 in settlements from subject distilleries and wholesalers to compromise
their illegal involvement in diversion activity. There are currently 146 open diver-
sion cases.

Approximately $2.7 million was assessed by ATF against entities who evaded pay-
ment of excise taxes by diverting alcohol and tobacco products. ATF's combined as-
sets of regulatory inspectors, auditors, special agents, intelligence analysts, and tax
specialists have enabled ATF to detect current and prevent future erosion of the rev-
enue, particularly in the area of product diversion.

The National Laboratory, with several functions unique to ATF, supports this
project in the following ways:

—Beverage Alcohol Analyses.—Chemical analysis is performed on alcoholic bev-
erages produced in the United States or imported into the United States. Ex-
aminations verify that products meet legal requirements and reveal whether
contaminants such as pesticides or toxic materials are present. New products
are evaluated to determine how much tax is to be levied.

—Non-beverage Alcohol Program.—Chemical analysis of non-beverage alcohol
products is performed to determine taxes owed. Technical evaluation of applica-
tions are conducted for new products containing taxable alcohol. These non-bev-
erage alcohol products include foods, flavors, medicines, cosmetics, and indus-
trial solvents. Over 10,000 new product formulas and samples are examined
each year.

—Tobacco Analysis.—Chemical analysis and physical examination of new tobacco
products to establish tax classification are also conducted. Examinations of ex-
isting products ensure that ATF collects the proper amount of tax revenue each
year.

MANAGE AND PROCESS REVENUE

This program focuses on developing systems and processes to ensure that reve-
nues received and paid out are effectively and timely managed. Projects under this
program include: Tax Return and Claims Processing including Technical Services
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and the Tax Processing Center. This oversight is done with minimum impact on
commercial operations.

ATF ensures the collection of Federal excise tax and protection of the revenue
through a system of laws, regulations, tax returns, permits, bonds, and disburse-
ment (refund) functions in accordance with the Internal Revenue Code of 1986. The
Bureau collects, records, and accounts for a variety of taxes and registration and
license fees from alcohol, tobacco, firearms, ammunition and explosives industries.
None of the non-entity revenue collected by ATF is used in any Bureau operations;
all funds are transferred to the U.S. Treasury or other Federal agencies for further
distribution in accordance with the various laws and regulations.

Management of taxpayer accounts and the proper receipt of tax returns and pay-
ments ensures accurate collections and reporting of all receivables. ATF’s collection
systems include work by the technical services staffs located in the districts and the
Tax Processing Center in Cincinnati, Ohio. Principal activities of these entities in-
clude office audits of tax returns and reports, audits of claims, and collection ac-
tions, review and approval of applications for permits, registration of plants and sur-
ety bonds, and processing and custody of official case files.

ATF has begun the process of reducing the number of technical services offices,
leading to a single revenue center in Cincinnati serving the whole country, which
will be in place by 2001. In accomplishing this, ATF plans to maintain or enhance
customer service and revenue protection despite an overall reduction in resources
allocated to these functions.

PROTECT THE PUBLIC

There are three programs under this activity: Community Outreach, Protect the
Consumer, and Public Safety.

COMMUNITY OUTREACH

The focus of this strategy is community efforts designed to encourage and partici-
pate in the prevention of violence including the Gang Resistance Education and
Training (GREAT) project.

G.R.E.A.T. is a school-based gang and violence prevention program taught by uni-
formed law enforcement officers to elementary and middle school children. ATF ad-
ministers the program in partnership with the Phoenix Police Department, the Na-
tional Sheriffs’ Association, the International Association of Chiefs of Police, and the
Federal Law Enforcement Training Center (FLETC).

The Bureau anticipates providing funding to 44 different localities to support
their participation in the G.R.E.A.T. project. We estimate that over 800 different lo-
calities are currently teaching the G.R.E.A.T. curriculum in classrooms around the
country. In addition to providing financial resources, ATF also provides training to
law enforcement officers, certifying them as G.R.E.A.T. instructors.

This program has been highly successful in educating young children about the
dangers of gangs and violence. A cross-sectional evaluation conducted by the Univer-
sity of Nebraska in Omaha was completed in 1996 and concluded that the
G.R.E.A.T. project has had a significant, positive impact on the participants.

PROTECT THE CONSUMER

The focus of this program is to ensure that commodities meet safety and product
identity standards. Projects under this program include: Certificates of Label Ap-
proval, Market Basket Sampling, Industry and State Partnerships, Trade Practices,
Beverage Alcohol Permits and Field Product Integrity.

An important part of the ATF mission is its focus on protecting the consumer. The
authorization for this focus and oversight is based on the Federal Alcohol Adminis-
tration Act (FAA Act). Passed in 1935, just after the repeal of Prohibition, the FAA
Act gives ATF the power to regulate and prevent many of the industry excesses that
led to Prohibition in the first place. This law, along with portions of the Internal
Revenue Code, requires ATF to regulate the labeling and advertising of malt bev-
erages, wine, and distilled spirits.

ATF prevents organized crime and other criminal elements from entering the al-
cohol beverage industry through the regulatory process. This includes the pre-
screening of permit applications and the financial investigation of applicants.

ATF is committed to helping the consumer directly and immediately by monitor-
ing possible health hazards and investigating consumer complaints of tainted or
adulterated alcohol beverages. Consumers are also helped indirectly by ATF’s regu-
lation of trade practices within the alcohol beverage industry. This regulatory activ-
ity ensures a level playing field for industry members and contributes to consumer
values in the market.
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Finally, a continuing liaison relating to alcohol beverages is maintained between
the United States and its foreign trading partners. ATF is required not only to know
the United States laws relating to beverage production, marketing, and trade, but
also the parallel policies of major foreign nations. This liaison helps to reduce or
eliminate trade barriers for United States businesses selling their products in for-
eign markets.

PUBLIC SAFETY

This program focuses on keeping ineligible or prohibited persons out of the regu-
lated industry and ensuring that firearms and explosives are properly accounted for.
Program/projects include: Licensing (firearms and explosives); Investigations (fire-
arms and explosives applications); Explosives Inspections; and Fire Facility.

Firearms Licenses and Inspections

The Bureau is responsible for enforcing the licensing provisions of the Gun Con-
trol Act of 1968 (GCA). This law imposes licensing requirements on firearms manu-
facturers, importers, collectors, and dealers. In order to ensure that these require-
ments are met, ATF conducts a thorough inquiry with respect to each applicant. In
the past, the GCA contained less stringent standards for acquiring a firearms li-
cense. However, recent changes in law and regulation have resulted in several addi-
tions to licensing requirements. ATF works to ensure compliance with present fire-
arms licensing requirements. ATF implemented procedures to require more reliable
forms of identification, such as fingerprints to assist in identifying any criminal his-
tory. In addition, the November 30, 1993, enactment of the Brady Handgun Violence
Prevention Act increased the licensing fee for dealers from $30 to $200 for 3 years
and from $30 to $90 for a renewal application.

Licensing standards were further enhanced by the enactment of the Violent Crime
Control and Law Enforcement Act of 1994 (the Act). Provisions of the Act require
that applicants for a license certify that they will comply with all State and local
laws, including zoning requirements. In addition, applicants are required to notify
the chief law enforcement officer of where their premises are located, and of their
intent to apply for a Federal Firearms License (FFL).

As a result of the recent changes in law, there has been a dramatic decrease in
the population of licensed dealers. As of February 19, 1997, there were 119,708 li-
censees in this Nation. ATF has fewer than 450 regulatory inspectors to monitor
this program and conduct all other field inspections, including the entire range of
alcohol, tobacco, and explosives work.

During fiscal year 1996 ATF received 6,460 new firearms license applications and
inspected 6,385 on-premise firearms license dealers. A total of 21,795 telephone re-
newal applications occurred. A total of 10,051 on premise compliance inspections re-
sulted in 7,026 violations being disclosed.

Explosives Licenses and Inspections

As important as it is to put arsonists and bombers in jail, ATF recognizes the
value of averting accidents and keeping explosives from the hands of those who are
prohibited from possessing them. ATF’s regulatory enforcement provides a system
of industry regulation emphasizing a proactive approach to the problem. Similar to
the requirements for firearms, all manufacturers, importers and dealers are re-
quired to obtain a Federal license from ATF to conduct business, and certain users
of explosives are required to obtain a Federal permit.

ATF regularly conducts on-site inspections to ensure that explosives are stored in
approved facilities, which are secure from theft and located at prescribed distances
from inhabited buildings, railways, and roads. One important focal point of this
function is to correct violations before inspection, leading to reducing the threat to
the public.

During fiscal year 1996, ATF conducted 957 on-premise explosives application in-
spections. A total of 2,813 on-site compliance inspections of permit holders were con-
ducted and 1,238 violations were found.

MISDEMEANOR CRIMES OF DOMESTIC VIOLENCE

The Omnibus Consolidated Appropriations Act of 1997 (the Act) effective Septem-
ber 30, 1996, made several amendments to the Gun Control Act of 1968. One of
those amendments was to make it unlawful for any person convicted of a “mis-
demeanor crime of domestic violence” to ship, transport, possess, or receive firearms
or ammunition.

The amendment also applies to employees of government agencies. Thus, law en-
forcement officers and other government officials who have been convicted of a
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qualifying misdemeanor will not be able to lawfully possess or receive firearms or
ammunition for any purpose including performing official duties.

ATF has notified all Federal firearms licensees and all Federal, State and local
law enforcement agencies of this new category of prohibited persons. ATF has also
modified all forms used by Federal firearms licensees to include this prohibited per-
son category.

CURRENT INFORMATION TECHNOLOGY SUPPORT

In fiscal year 1996, ATF developed a concept for the acquisition and deployment
in fiscal year 1997 and fiscal year 1998 of infrastructure equipment, integrated net-
works, and operating and applications software forming an “Enterprise Systems Ar-
chitecture” capable of providing automated information gathering and information
sharing capabilities to aid ATF's investigative and regulatory business strategies
and activities. When deployed in late fiscal year 1997 and early fiscal year 1998,
this technology will improve access to critical data sources throughout ATF deallng
with violent crimes, gun tracing, regulated industry data and performance data. All
employees will, for the first time, have access to the data they need, where and
when they need it.

The Enterprise Systems Architecture is a mix of hardware and operating software
that forms the infrastructure on which a virtual office of continually evolving appli-
cation services will be installed to support ATF’'s Firearms, Arson and Explosives,
Intelligence, Integrated Ballistics Identification, Collections, Financial Management,
and Personnel and Performance Measurement systems.

The infrastructure consists of:

—a "backbone” communications network capable of transmitting and sharing data
instantaneously within and among organizational segments via local, metropoli-
tan, and wide area networks;

—deployment of a mix of desktop and notebook personal computers with simulta-
neous delivery of training in their use to ATF's approximately 4,000 employees;

—a standardized suite of software consisting of operating systems, telecommuni-
cations software, database management systems, applications development
tools, etc.; and

—upgrades to ATF's mainframe computer so that it can continue to be the host
platform for legacy applications, provide a base for client/server applications,
and provide archival data storage for recovery purposes for all servers in the
configuration.

These infrastructure and application services developed within or under contract
for ATF have been designed to meet ATF’s core business strategies, as well as meet
information systems security requirements and Year 2000 compliance requirements.

In fiscal year 1997, ATF will be able to:

—purchase mainframe computer upgrades including robotics for virtual unat-
tended operation; and

—create an Enterprise Systems Architecture office to work with the Information
Technology Standards Working Group, the Information Resources Management
Council, the Information Technology Advisory Board, and the Strategic Manage-
ment Team, to apply a 3-year lease acquisition strategy for deployment of the
Enterprise Systems Architecture by late fiscal year 1997/early fiscal year 1998.

TRAINING EFFORTS

With the support of this Committee, the Bureau has undertaken a number of new
training initiatives and enhancements to existing training programs. We have allo-
cated additional resources to support our training efforts and have focused primarily
on arson, explosives, and firearms training projects. We have increased the number
of post-blast and general explosives proficiency training courses, increased the num-
ber of firearms trafficking schools (with an added emphasis on international fire-
arms trafficking), revised our arson training curriculum and undertaken to train ad-
ditional personnel as Certified Fire Investigators (CFI's), and enhanced our leader-
ship development programs.

Concurrent with these efforts and with the support of the Department of State,
we continue to conduct post-blast and firearms trafficking training for international
law enforcement officers in both Eastern Europe and Latin America.

One of the Bureau’s statutory mandates is to undertake the training of State and
local law enforcement personnel. To this end, we conduct courses in firearms traf-
ficking, post-blast explosives, arson, and undercover techniques for these personnel.
Utilizing funds provided in fiscal year 1997, we have undertaken development of an
Improvised Explosive Device (IED) training curriculum for delivery to State, local,
other Federal, and airline industry personnel.
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In addition to our classroom activities, we have also pursued a number of systemic
changes designed to improve the quality and effectiveness of our training programs.
We have completed and implemented an ATF Training Model, which establishes
standards and protocols for the development and delivery of ATF training. We have
also initiated curriculum re-engineering efforts, particularly with regards to some of
our arson training courses, designed to achieve formal accreditation of our edu-
cational efforts. Our recently implemented instructor development system is de-
signed to enhance the skills and techniques of ATF instructors, thereby elevating
the quality of the training courses ATF delivers. Finally, we have undertaken revi-
sions in the methods by which we identify and select personnel to receive training
to ensure compliance with legal mandates. Training must be a continuing process.

EQUAL EMPLOYMENT OPPORTUNITY

Three major cross-cutting issues dealing with training, recruitment, and super-
visory accountability are presently being addressed by focus groups and members
of the Executive Staff.

I am proud of the significant progress we have made in the area of career ad-
vancement for women and minorities. For example, in 1987, women held only 5.4
percent of GS 13-15 positions in ATF; in 1996, that figure was 17 percent. Gains
were also made in SES positions. In 1987, there were no women in SES positions;
in 1996, women represented 14.8 percent of the SES cadre. Minorities hold 7.4 per-
cent of SES positions.

We have also increased the number of female and minority special agents in our
work force. In 1982, the Bureau employed only 23 female special agents; by 1988,
that number had risen to 116; and by 1996, ATF had a total of 216 female special
agents, or 12 percent of the total, up from 7.9 percent in 1988 and 1.8 percent in
1982. Similarly, we have steadily increased the number of minority special agents
in recent years. In 1982, ATF employed only 63 minority special agents; in 1988
that number increased to 201; and by 1996, we had a total of 357 minority special
agents, or 19.1 percent, up from 5 percent in 1982 and 14 percent in 1988.

ATF Early Complaint Resolution Program (ECRP)

On December 3, 1996, ATF established an 18 month pilot Early Complaint Reso-
lution Program (ECRP). This program is designed to help parties involved in the
Equal Employment Opportunity (EEO) Complaint process resolve their differences
through the use of Alternative Dispute Resolution (ADR) techniques, primarily dur-
ing the pre-complaint/counseling stage of the process. The program is completely
voluntary and the mediator cannot impose a decision on the parties. Participation
in the ECRP does not jeopardize an aggrieved party's right to pursue formal EEO
procedures if no resolution of the dispute is achieved. This program has the poten-
tial to improve morale and significantly reduce the time and costs associated with
traditional EEO procedures.

Professional Review Board and ATF/NTEU Partnership

Illustrating our commitment to ensuring a fair and equitable workplace for our
employees, ATF established a Professional Review Board (PRB) and the ATF/NTEU
Partnership Council.

The PRB addresses issues of timeliness and consistency in disciplinary actions for
all non-bargaining unit employees. Working with the Employee and Labor Relations
Branch and Chief Counsel, the PRB (composed of senior Headquarters managers
representing a cross section of the Bureau) determines and issues proposals for dis-
ciplinary and adverse actions resulting from Office of Inspection investigations.

The ATF/NTEU Partnership Council, which meets on a quarterly basis, provides
a forum to address and resolve issues of mutual concern between ATF management
and the National Treasury Employees Union. In the almost 2 years since its incep-
tion, the Council has worked together in reaching solutions to Bureau-wide issues.
Feedback received from the facilitator who works with our Council, as well as those
of other Federal agencies, indicates that ATF’s partnership is the most productive
and successful organization of its type in its experience.

MANAGEMENT AND ADMINISTRATIVE EFFORTS

Several other administrative and management initiatives are noteworthy. They
all'e in the areas of security, field structure, accountability, and customer service
plans.

As a result of the Oklahoma bombing, ATF was provided funding to enhance
physical security, both in the field and at Bureau Headquarters. Immediate steps
were taken to safeguard employees, and plans are underway to relocate Bureau
Headquarters so that we may have more control over our security. In addition, a
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number of security enhancements have been scheduled for our field installations fol-
lowing a security needs survey. For example, we are placing X-ray machines in fa-
cilities that receive a high volume of mail.

ATF continues its drive to become a customer focused organization, which is di-
rectly in line with the guiding principles of our strategic plan:

—We created a new position in the Office of the Ombudsman to develop, support,

and oversee a problem resolution program for external customers.

—We established the new position of Customer Service Specialist at the Firearms
and Explosives Licensing Center in Atlanta and Technical Services in Cin-
cinnati.

—Annually, we publish customer satisfaction reports telling our customers how
well we did in meeting our previously published service standards.

—Several groups within ATF, including our labeling section, have sent their cus-
tomers surveys, the results of which are used to improve service. More groups,
including our National Response Teams, will be surveying their customers this

ear.

This completes my statement. | will be happy to answer any questions you may
have and | would like to express my sincere appreciation of the support that your
Committee has provided us. | look forward to working with your Committee to fur-
ther our mutual goals of safeguarding the public and reducing violent crime.



U.S. CUSTOMS SERVICE

STATEMENT OF GEORGE WEISE, COMMISSIONER

Senator CampPBELL. | just noticed | had skipped over George
Weise, U.S. Customs Service.

So, George, | apologize, go ahead.

Mr. WEISE. Thank you very much, Mr. Chairman and Senator
Kohl. It is, indeed, an honor to come before you and describe the
work of the U.S. Customs Service. I would like to join my col-
leagues and take this opportunity to thank you and this committee
for your outstanding support and to assure you that we will con-
tinue the high-quality performance which has earned your backing.

Customs’ fundamental mission, as you indicated in your opening
statement, is to protect the Nation’s borders. We enforce hundreds
of tariff and trade laws and regulations. We perform the initial
checks, processes, and enforcement functions of over 40 other Fed-
eral agencies and we collect over $20 billion in revenue in the form
of taxes, duties, and fees.

We have many responsibilities in Customs, but | want it to be
made clear that none is more important than the task of prevent-
ing illegal drugs from crossing our borders. Drug interdiction has
been and is our greatest operational priority. Last fiscal year we
seized over 1 million pounds of illegal narcotics—a Customs record.

Our seizures of cocaine, heroin, and marijuana rose sharply from
the previous year: 15 percent for cocaine, 23 percent for marijuana,
and 20 percent for heroin. These figures are impressive, but they
are by no means signs that we, as a nation, are making major in-
roads against the cartels who continue to flood our communities
with drugs and all too often deprive these communities of hope and
fill them with crime.

All of us in the drug law enforcement business can do a better
job and Customs, notwithstanding last year’s success, is no excep-
tion. | believe that the $641 million we have requested for our anti-
drug efforts in fiscal year 1998 will enable us to better combat drug
smugglers.

With these funds we will be able, for example, to conduct more
antismuggling operations; to employ new technology, some of which
you have seen in the room today, that will allow us to more effi-
ciently and more effectively use our resources; to devote more per-
sonnel to high-threat drug zones; and, finally, to shore up our in-
frastructure.

Inextricably related to Customs’ interdiction mission is our focus
on promoting integrity within our ranks. We are keenly aware of
the threat of corruption and we are continually introducing new
programs and procedures to prevent corruption and to quickly de-
tect it when it occurs. Our Office of Internal Affairs continuously
reevaluates security controls, regularly conducts extensive integrity
training, and is in the process of improving our data base so that
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we can identify trends and, in essence, find rotten apples before
they do any damage to the rest of the barrel.

Our $1.7 billion budget request for fiscal year 1998 not only will
help us in the fight against drug smuggling but will ensure ade-
quate funding for all of our operations. Our capacity to deliver to
the American taxpayers the high-quality services they expect and
deserve depends on maintaining a well-equipped, reliable infra-
structure.

Let me thank you again for your support and | will be happy to
answer any questions at the end of the testimony.

Thank you, Mr. Chairman.

PREPARED STATEMENT

Senator CampBELL. Thank you, Mr. Weise. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF GEORGE J. WEISE

Mr. Chairman and Members of the Committee, it is a pleasure to be here today
to discuss the activities of the Customs Service and to present our appropriation re-
guest. Once again, I am looking forward to working with this Committee and am
confident that Customs will continue to enjoy the same high level of support it has
received in the past. Accompanying me today are members of Customs executive
management team.

Our resource requests, our priorities, and our commitment are all derived from
our mission, which is to ensure that goods and people entering and leaving this
country conform to all applicable laws. In fiscal year 1998, while challenges facing
Customs will continue to grow in complexity and scope, our greatest operational pri-
ority will continue to be drug interdiction and the dismantling of drug smuggling
organizations. In fiscal year 1996, Customs cocaine seizures increased approxi-
mately 15 percent from the previous year, heroin seizures increased approximately
29 percent and marijuana and hashish seizures increased approximately 23 percent.
Overall, Customs seized approximately one million pounds of narcotics—more than
all other Federal law enforcement agencies combined. This is a new milestone for
the agency.

As you are aware, however, the job is not finished. lllegal narcotics and other con-
traband continue to find their way into the United States. To meet the drug chal-
lenge and our projected workload, we are proposing a budget of $1.7 billion for fiscal
year 1998 which includes funding for anti-smuggling operations, land border auto-
mation, laboratory upgrades, personnel relocation and vehicle replacement. These
resource increases, which I will discuss in more detail later in this statement, will
contribute to refining our core processes and strategies.

WORKLOAD

The U.S. Customs Service is accountable for the screening of all commercial move-
ment of cargo across our borders. Last year, the Customs Service collected about $22
billion in revenue for the United States in the form of duties, taxes, and fees. The
Customs Service applied hundreds of laws and regulations concerning tariff and
trade to over 16 million entry summaries which involved nearly $800 billion of
trade. Additionally, Customs performs the initial checks, processes, and enforcement
functions for over 40 federal agencies. Customs performs these tasks by covering
over 7,000 miles of land border and servicing over 300 ports of entry.

Customs will have to address increasing workload requirements as the number
of passengers and conveyances crossing our land borders or entering through our
airports and seaports grows. In fiscal year 1997, it is estimated that there will be
372 million land border passenger arrivals, 71 million air passenger arrivals, and
8 million sea passenger arrivals. Customs also estimates that 125 million vehicles,
713,000 aircraft, and 110,000 vessels will enter our ports. As trade and traffic in-
crease, Customs must remain ever vigilant against drug smuggling attempts.
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PROCESSES AND STRATEGIES

The Customs Service reorganized in fiscal year 1995 with the principles outlined
in their report, People, Processes and Partnerships: A Report on the 21st Century.
This effort, which was recognized by the General Accounting Office (GAO) as a
model in their guide “Effectively Implementing the Government Performance and
Results Act,” provided the framework for Customs to develop the processes and
strategies it will need to adapt to the changing demands of its mission.

Customs has three core operational processes: Trade Compliance, Passenger Proc-
essing, and Outbound. The goal of the Trade Compliance process is to maximize
compliance with Customs trade laws while decreasing the cycle time for releasing
legitimate cargo in an environment in which our workload is expected to balloon,
and in which we must address effective interdiction objectives which | will discuss
shortly. Customs expects to achieve this through a balance of informed compliance
and targeted enforcement that will allow us to focus resources on violators of import
laws and regulations. The goal of Passenger Processing is to ensure compliance with
Federal laws and regulations by targeting, identifying, and examining high-risk
travelers, while expediting low-risk travelers. The Outbound Process is responsible
for the enforcement of laws concerning the export of undeclared currency, the illegal
export of stolen vehicles, munitions, dual use materials with military applications,
and precursor materials. Outbound is also charged with the high profile responsibil-
ity to enforce embargoes against countries sanctioned for supporting terrorism.
Other responsibilities of Outbound include the maintenance of the Office of Defense
Trade Control (ODTC) munitions license program, and the collection of outbound
trade statistics and harbor maintenance fees on exports. Inherent in Customs proc-
esses are the Narcotics and Money Laundering strategies which deal with those who
willfully violate the law.

CUSTOMS NARCOTICS STRATEGY

Customs goal is to prevent the smuggling of narcotics into the U.S. by creating
an effective interdiction, intelligence, and investigation capability which also helps
to disrupt and dismantle smuggling organizations. Proactively, Customs developed
four objectives as part of its overall narcotics strategy. The purpose of these objec-
tives is to provide to Customs enforcement officers the tools and systems they need
to improve their ability to interdict narcotics. Through the various initiatives and
programs which I will highlight, it is clear that Customs is making progress in its
efforts to combat the illegal flow of drugs.

Customs first objective is the development, collection, analysis and dissemination
of actionable intelligence throughout all levels of federal, state, and local narcotics
enforcement agencies. Customs has been at the forefront in developing more useful
intelligence, especially as it relates to the Southwest Border.

A second objective of our narcotics strategy is the development and dissemination
of information to trade and carrier communities to prevent the use of cargo contain-
ers and conveyances by smuggling organizations. One program which is helping
Customs meet this objective is the Business Anti-Smuggling Coalition (BASC). In
March 1996, BASC, a business-led, Customs-supported alliance, was created to
eliminate the use of legitimate business shipments by narcotics traffickers to smug-
gle illicit drugs. BASC is currently being prototyped at the ports of San Diego,
Miami, and Laredo. The Border Trade Alliance, Mattel and 32 other companies in
San Diego, as well as Sara Lee and other businesses in Miami, have been working
with Customs in developing the program. Mattel, setting an example for others, has
already developed a comprehensive anti-drug program that has been incorporated
into its daily business practices. BASC was recognized in the Vice President’s report
to the President on the National Performance Review as a shining example of how
government and industry can work together.

Two other programs which Customs has employed are the Carrier Initiative Pro-
gram and the Land Border Carrier Initiative Program which enhance the movement
of legitimate cargo while bolstering Customs enforcement posture. These programs
encourage air, sea, and land border carriers to improve their security practices to
prevent narcotics from getting onboard their conveyances. Participation in both pro-
grams is encouraging. As of January 1997, 105 air carriers, 2,870 sea carriers, and
800 land border carriers have agreed to participate. Over the last two fiscal years,
participants in the Carrier Initiative Program have provided Customs with informa-
tion that led to seizures totaling 18,437 pounds of narcotics, as well as initiating
their own foreign interceptions totaling 59,181 pounds of narcotics.

Customs third narcotics strategy objective is the development and introduction of
technologies to identify smuggled narcotics and to force smuggling organizations to
resort to higher risk methods. Customs recognizes that technology plays a signifi-
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cant role in our ability to remain effective while thwarting smuggling efforts be-
tween some of the ports by aircraft and boats. Customs employs a wide range of
technological tools to protect our borders.

This year, we look forward to further enhancing the effectiveness and quality of
support provided by our Air Program through a variety of initiatives. By the end
of fiscal year 1997, Customs will have integrated seven maritime search and surveil-
lance-configured C-12 aircraft into our fleet. These aircraft will be deployed to our
Aviation Branches in Puerto Rico, Miami, and San Diego.

Consistent with direction set forth in our fiscal year 1997 appropriations, Customs
assumed the air support requirements of the Bureau of Alcohol, Tobacco, and Fire-
arms. Three new Customs Air Units have been established in Sacramento, Califor-
nia; Cincinnati, Ohio; and Kansas City, Missouri; to ensure our support is com-
prehensive and timely. Also this year, funding was made available to retrofit two
Navy P-3 aircraft to Airborne Early Warning (AEW) configuration for incorporation
into our fleet during fiscal year 1999.

New and emerging land border technologies, such as truck x-ray systems and Li-
cense Plate Readers (LPR’s), coupled with skilled inspectors and National Guard
personnel, provide effective enforcement systems for identifying and isolating the
smuggler or contraband, while expediting the flow of legitimate trade and travelers.
The LPR’s will enable our inspectors to accomplish their work without being dis-
tracted by entering license plate numbers into our automated law enforcement sys-
tem. The first truck x-ray system continues to be successful at Otay Mesa, Califor-
nia. This prototype has contributed to the seizure of 17,765 pounds of drugs, most
of which were concealed in false compartments and other hiding places in the vehi-
cles, not in the cargo.

In support of examination technology, Customs has developed the Automated
Targeting System (ATS). ATS is an expert, rule-based system with artificial intel-
ligence principles. Commercial transactions will be run against approximately 300
rules developed by field personnel, inspectors, and analysts in order to separate
high-risk shipments from legitimate ones.

Customs involvement in various multi-agency operations has helped us maximize
our narcotics interdiction results and meet the fourth objective of our narcotics
strategy—the implementation of various proactive, reactive, and multi-agency covert
and overt narcotics investigative programs. In addition to fortifying and enhancing
our efforts along the Southern Tier of the United States under Operation Hardline,
Customs is increasing its investigative emphasis in staging and distribution cities
such as Los Angeles, Houston, Miami, Chicago, and New York. These efforts will
do even more to disrupt the highly complex and sophisticated smuggling organiza-
tions that challenge our borders. These investigative efforts will also add to our body
of knowledge, allowing Customs to interdict more at the border based on prior infor-
mation. This full circle approach is what we call the “Investigative Bridge” and it
seeks to go beyond border interdiction and capitalize on the intelligence and infor-
mation developed through investigations of smuggling organizations. This informa-
tion then feeds our border interdiction efforts resulting in additional seizures and
the cycle begins again.

Two other effective vehicles for accomplishing this fourth objective are the High
Intensity Drug Trafficking Areas (HIDTA) sponsored by ONDCP and the Organized
Crime Drug Enforcement Task Force (OCDETF) sponsored by the Department of
Justice. The HIDTA program identifies those geographic areas in the U.S. that are
responsible for the majority of importation and/or distribution of much of the Na-
tion’s drug supply. OCDETF investigations also target major narcotics organiza-
tions. Frequently, these investigations link organization cells that span across the
entire United States as well as source and transit countries.

OPERATION HARDLINE

Over the course of several months during 1994, our Nation’s Southwest Border
ports of entry experienced a dramatic escalation of violence associated with narcotics
smuggling attempts. Drug traffickers known as “port runners” were recklessly
crashing narcotics-laden vehicles through Customs checkpoints along the entire land
border with Mexico. These incidents of port running were often successful, and al-
ways posed great danger to border officers and innocent civilians. In February 1995,
Customs began Operation Hardline in an attempt to permanently harden our ports
of entry against border violence and to deny smugglers the use of commercial cargo
as a means of introducing narcotics into the United States.

Since the inception of Operation Hardline, we have fortified our port infrastruc-
ture, expanded our investigative activities, and enhanced our intelligence gathering
and analysis efforts. As a result, our personnel are safer, better equipped, and in
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greater number at the ports of entry along the Southwest Border. Additionally, the
highest threat areas have benefited from the acquisition of sophisticated detection
technologies.

Hardline has proven to be successful thus far. Port running is down over 56 per-
cent from 1994 levels. In fiscal year 1996, narcotics seizures on the Southwest Bor-
der increased 29 percent by total number of incidents (6,956 seizures) and 24 per-
cent by total weight (545,922 pounds of marijuana, 33,308 pounds of cocaine, and
459 pounds of heroin) when compared to fiscal year 1995 totals. The total weight
of narcotics seized in commercial cargo on the U.S.-Mexico border in fiscal year 1996
increased 153 percent (56 seizures totaling 39,741 pounds) over fiscal year 1995.

OPERATION GATEWAY

The Caribbean area, specifically Puerto Rico and the U.S. Virgin Islands, has
emerged as a vital strategic location for the introduction and transshipment of nar-
cotics into the U.S. and Europe. The Puerto Rico area, according to Customs intel-
ligence reports, has the highest rate of non-commercial maritime and airdrop smug-
gling activity of any Customs area.

On March 1, 1996, Customs initiated Operation Gateway. The mission of Oper-
ation Gateway is to achieve a complete and unified securing of Puerto Rico, the U.S.
Virgin Islands, and their surrounding waters and airspace from narcotics smugglers.
It is a cooperative plan that commits a sizable investment of funds, personnel, and
equipment by Customs, with support from the Government of Puerto Rico. It is part
of Customs overall plan to secure the Southern Tier of the U.S., from San Juan to
San Diego.

Since the initiation of Operation Gateway, Customs narcotics enforcement activi-
ties in Puerto Rico have increased dramatically. In comparing March 1 through the
end of December 1996, to the same nine months in 1995, cocaine seizures have risen
44 percent. Reflecting our enforcement initiatives, we have increased the number of
examinations of full inbound containers by 143 percent.

CHALLENGES FOR CUSTOMS

While Customs has experienced much success in its drug interdiction efforts, chal-
lenges will continue to surface. As long as drug smugglers are flexible, greedy, and
have almost unlimited resources to draw upon, we must be prepared to meet all
challenges.

MONEY LAUNDERING

Although drug interdiction remains our highest priority, it is by no means the
only challenge facing Customs at our borders. Customs also focuses on the most sig-
nificant international criminal organizations whose corrupt influence impacts global
trade, economic and financial systems. Our efforts are not limited to drug-related
money laundering but the financial proceeds of all crime.

Customs has implemented an aggressive strategy to combat money laundering.
Customs money laundering investigations yielded $258 million in currency seizures
in fiscal year 1996. Customs also made the largest cash seizure to date at the U.S.
border—$15 million in Miami, Florida.

Through our strategy, we will continue to enhance our asset identification and for-
feiture capabilities with advanced training and the use of more sophisticated com-
puter software for analytical purposes. Customs will also continue to develop infor-
mation through interaction and training with foreign law enforcement personnel,
prosecutors, judges, and legislators through domestic and international anti-money
laundering awareness seminars. Finally, Customs will proceed to develop informa-
tion on international money laundering organizations by participating in long-term
advisor programs and cross-border reporting and information exchange programs
pertaining to the movement of monetary instruments. Again, the focus will be on
detecting the movement of all illicit proceeds, not just narcotic proceeds.

In addition, Customs is currently working with the Financial Crimes Enforcement
Network on a regulatory initiative to make foreign bank drafts reportable. This
would curtail a frequently used money laundering technique and help investigators
trace criminal proceeds that have been reinvested or repatriated back to the U.S.

BORDER CORRUPTION

Customs knows all too well that the agency is vulnerable to the threat of corrup-
tion by the very nature of its work. Customs is dealing with an enemy that has vast
resources at its disposal—organized drug cartels.
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Fortunately, Customs has been able to effectively counteract criminal threats by
two means: first, the vast majority of dedicated Customs employees will not and
cannot be corrupted, and second, through the commitment of the Office of Internal
Affairs (1A) to effectively pursue all allegations of corruption in a timely, profes-
sional and responsible manner.

Incidents of corruption are isolated situations and represent a very small percent-
age of Customs employees—approximately 0.3 percent. But Customs will never be
complacent about the threat of corruption. The Office of Internal Affairs assesses
all allegations that are received and conducts investigations based on analysis and
the content of the allegation. The Customs Service is proud of its ability to detect
and ferret out corruption within its ranks, yet in balance, a number of high profile
investigations and special projects have consistently shown that widespread corrup-
tion does not exist in Customs.

In one significant investigation on the Southwest border, both Customs 1A and the
Treasury Inspector General found the reported corruption allegations to be unsub-
stantiated. In breaking new ground, the Customs Service requested the Federal Bu-
reau of Investigation, as an independent entity, to conduct an objective outside in-
vestigation of existing information, reports and intelligence regarding alleged Cus-
toms corruption in the San Diego area of Southern California. The Customs Service
provided complete support throughout the 17-month investigation. On August 22,
1996, the U.S. Attorney formally cleared Customs officials of allegations that they
collaborated with drug traffickers at the Mexican border. A public announcement
was made at the end of the investigation because of continuing media reporting of
widespread corruption in Customs. The result of the FBI investigation revealed
there was no basis for criminal prosecution.

The Office of Internal Affairs training staff prepared an integrity/ethics course for
approximately 60 train-the-trainer personnel. These 60 employees then provided the
ethics course to approximately 5,800 Customs employees along the Southwest bor-
der, South Florida, and Puerto Rico.

The Office of Internal Affairs is continuously reevaluating security controls, has
initiated proactive integrity programs, and conducts operational investigations to
minimize risks and to decisively deal with corruption issues. IA is also in the proc-
ess of data base enhancements which will allow for more precise trend analysis, and
adoption of an early assessment system to detect potential corruption indicators.
Joint office integrity initiatives also include: the proper recruitment and selection
of highly qualified individuals as Customs officers; full field investigative screening;
rigorous training which includes integrity training and agency expectations of strin-
gent standards of conduct, supported by a clearly defined table of offenses and pen-
alties; and in-service ethics/integrity/bribery awareness training.

We understand the American people expect all of its public officials and law en-
forcement personnel to have integrity and be deserving of their complete trust and
confidence. Customs will continue to do everything it can to assure that this trust
and confidence are not shaken. The Customs Service places the highest value on in-
tegrity, and no amount of corruption, when detected, is tolerated.

INTERNAL CONSPIRACIES

Customs has recently been confronted with an emerging smuggling threat relating
to “internal conspiracy” organizations who attempt to circumvent Customs targeting
and examination processes by removing narcotics from cargo containers prior to in-
spection. There are virtually thousands of individuals, employed by the carriers,
ports, freight forwarders, and contractors, who obtain certain information as to how,
why, where, and when Customs examines cargo. These people are also knowledge-
able about all the associated documentation, from entry through liquidation. They
are the resident experts at all ports of entry and, if corrupt, are extremely valuable
to any smuggling organization.

Smugglers, working through an internal conspiracy, are able to modify their mode
of operation each and every day depending upon what they see Customs doing.
These criminals tailor their methods and techniques port-by-port. The cost to busi-
ness and industry is in the hundreds of millions of dollars; the cost to the American
people is even greater.

There have been several recent Customs investigations whereby personnel who
are working for airlines, steamship companies or seaport terminals have used their
position and unrestricted access in ports of entry to engage in drug smuggling ac-
tivities and/or conspiracies. When they successfully apply their knowledge in fur-
therance of criminal activity, i.e., drug smuggling, our border security and control
is most vulnerable. In these types of conspiracies, the drug or other contraband is
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removed prior to our border searches. Customs is currently involved in several
major initiatives focused on internal conspiracies in various areas of the country.

MEETING THE DEMANDS OF INCREASED TRADE

In order to face the challenges of growing trade and reaching higher levels of com-
pliance, Customs has undertaken innovative efforts in automation, outreach pro-
grams, and planning. These efforts are described below:

INFORMATION TECHNOLOGY

Information technology has become a critical enabler for Customs in serving the
public and addressing the international trade and enforcement issues facing our Na-
tion. Some notable initiatives implemented over the past year include the Auto-
mated Targeting System (ATS) pilot in Newark, the Trend Analysis Prototype (TAP)
interface pilot in Savannah, Los Angeles and Seattle, and the Remote Entry Filing
prototype. In addition, drawback claims can now be submitted electronically using
the Automated Broker Interface (ABI). Other initiatives include the expansion of the
Advance Passenger Information System (APIS) and the acquisition of non-intrusive
Truck X-Ray Systems and Automated License Plate Reader Systems for installation
at southern tier ports of entry.

As successful as the Automated Commercial System (ACS) has been over the
years, it is just not robust enough to serve the processing needs of an increasingly
complex trade environment. As a result, Customs has been working to replace the
older system with a new, more sophisticated system called the Automated Commer-
cial Environment (ACE).

The hallmark of ACE is that it moves from a transaction-based approach to an
account-based system founded on compliance measurement and predicated on re-
engineered ways of doing business. Companies cooperating with Customs achieve
mutually beneficial outcomes including raised compliance, minimized data require-
ments at time of release, and ability to make payments on a periodic basis. As com-
pliance increases, the cost to Customs and to trade will decrease. The benefits of
this approach will include uniform treatment, shorter processing time, more efficient
information collection and dissemination, and greater opportunities to fulfill our en-
forcement mission. A full scale implementation plan for the roll out of ACE in its
entirety is due in November of this year.

TRADE OUTREACH EFFORTS

Since passage of the Customs Modernization Act in December 1993, the Customs
Service has engaged in extensive efforts to consult with the trade on how to improve
Customs trade processes. All proposals to implement the Modernization Act are first
put on the Customs Electronic Bulletin Board for informal comment. When needed,
public meetings are held to explain proposals and solicit comments and suggestions.
All of this routinely occurs before the formal Notice of Proposed Rulemaking is pub-
lished in the Federal Register. The early consideration of trade concerns has re-
sulted in better formal proposals. Drawback and record keeping are just two exam-
ples in which trade concerns resulted in vastly different formal proposals than origi-
nally contemplated. In addition, Customs has engaged in a major effort to improve
the trade’s compliance with Customs laws and regulations. These informed compli-
ance efforts have included public meetings and seminars at the port and national
levels, informed compliance publications on a variety of valuation and classification
topics, videos on the textile rules of origin and compliance and a very informative
Internet World Wide Web site and Electronic Bulletin Board. Our Website has been
visited by over 5000 users in a single day. The Textile Origin video has been pur-
chased by over 300 members of the trade. Over 250 copies of the Compliance video
have been requested.

TRADE ENFORCEMENT PLAN (TEP)

Since December 1993, all trade-related activities of Customs have been driven by
the Customs Modernization Act, which mandated shared responsibility between
Customs and the importing community for achieving maximum compliance with
U.S. trade laws and regulations. Each year, Customs prepares a Trade Enforcement
Plan (TEP), which describes the role Customs will play in furthering the goal of
maximum compliance. To create this plan, Customs assesses the principal threats
to compliance with U.S. trade laws, develops a coordinated approach to confront
those high impact national threats, and defines targeted areas, strategies, priorities,
and intra-agency responsibilities and time lines for accomplishing these goals.
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Customs most recent TEP builds on compliance measurement results and some
compliance assessment results, which forms an integrated compliance system to as-
sess the principle threats to compliance. This analysis aids Customs focus on high-
priority or “Primary Focus” industries (PFI's) and issues that have a significant eco-
nomic impact on the Nation.

In fiscal year 1996, the compliance rate for overall importation increased from 80
percent to 82 percent. Duty collections on imports remained in excess of 99 percent.
Of particular note is that higher value importations had a significant increase in
compliance, to a rate of over 86 percent. The cooperative effort with the importing
community and domestic industry to address compliance issues can be credited with
the improved performance of major importers.

PRIMARY FOCUS INDUSTRIES (PFI'S)

PFI's are commodity areas that will attract significant attention from Customs in
every regard. By establishing a national focus on these product sectors, they will
receive the level of attention which they warrant. Eight PFI's were determined by
use of a number of factors, including strategic importance, international trade agree-
ments concerns, quotas, duty, public health and safety, Intellectual Property Rights
(IPR), and Gross Domestic Product/economic impact. The eight PFI's are: Advanced
Information Displays (e.g., cathode ray tubes, flat panel displays); Agriculture; Auto-
mobiles and Automobile Parts; Critical Components (e.g., fasteners, bearings); Pro-
duction Equipment; Steel Mill Products; Telecommunications; and Textiles.

PRIORITY COMMERCIAL ISSUES

Because not all important trade issues confronting Customs can be identified by
industry sectors, additional specific and cross-cutting trade priorities were identi-
fied. Many of these were derived from earlier versions of annual Trade Enforcement
Strategies, and others have been identified by various customers. The 12 priority
issues are: Anti-Dumping and Countervailing Duty; Classification; Trade Statistics;
Country of Origin Marking; Embargoes and Sanctions; Intellectual Property Rights;
Trade Agreements; Public Health and Safety (pending other government agency
participation); Transshipment; Quota Evasion; Revenue; and Valuation.

Clearly, many of these are cross-cutting over a range of products or source coun-
tries. Others link closely with the priority industries—textiles with quotas and
transshipment, for instance. A few issues such as embargoes and convict labor are
country-specific.

A new priority area, Revenue, has been added for the 1997 TEP. Concerns over
the gap between revenues due and revenues collected, and our new ability to use
compliance measurement to project a measurement of that gap, have enabled us to
identify the scope of the issue and develop a Revenue Gap Subplan to address it.

NORTH AMERICAN FREE TRADE AGREEMENT (NAFTA)

The NAFTA trade enforcement Sub-Plan will form the basis for Customs efforts
in assuring the highest level of compliance possible for NAFTA transactions in the
coming year. The specific goals of this initiative are the development of a national
plan for NAFTA compliance for U.S. Customs; avoidance of using NAFTA enforce-
ment as an unintended non-tariff barrier; the effective use of the experience and
knowledge of all Customs Officers; and the integration of Customs NAFTA efforts
into a single effective process. Components of the 1996-97 NAFTA Sub-Plan include
audit; compliance measurement; informed compliance; interventions and investiga-
tions; port-initiated verifications; and the Strategic Trade Centers.

Additionally, Customs ports have local initiatives for verifying the NAFTA claims
for companies and commodities not selected nationally. Informed Compliance for
NAFTA is being achieved through information dissemination by the Dallas NAFTA
Center, video broadcasting, and port outreach.

CHANGES IN COBRA USER FEES

The NAFTA Implementation Act includes a provision to restore the Air and Sea
passenger processing fee to $5.00 per entry, a reduction of $1.50 per entry, and
again exempt passengers arriving from Canada, Mexico, and certain Caribbean Na-
tions. These changes will take effect in fiscal year 1998. Customs estimates that the
fee reduction and the restored exemptions will result in a $187 million decrease in
collections from this fee.
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FISCAL YEAR 1998 BUDGET REQUEST

Customs proposed appropriation for fiscal year 1998 totals $1,690,602,000 and
17,193 Full Time Equivalents (FTE) and reflects our highest budget priority for fis-
cal year 1998—ensuring adequate funding for effective operation of our programs
within a constrained budget environment. Customs ability to perform its enforce-
ment functions and collect revenue depends on a well-equipped, reliable infrastruc-
ture. The resources identified below are necessary to meet the broad and diverse
mission requirements of the Customs Service and accept the realities of a growing
workload.

INITIATIVES

Our Anti-Smuggling Initiative will provide the necessary resources for Customs
to counter the increasing threat of narcotics smuggling in cargo shipments through
South Florida and other high-risk ports of entry. The $23.4 million ($8.4 million and
119 FTE in Salaries and Expenses and $15 million from the Violent Crime Reduc-
tion Trust Fund) requested will provide us with the human and technological re-
sources vitally necessary to continue the successes seen in Operation Hardline on
the Southwest Border and Operation Gateway in Puerto Rico, the U.S. Virgin Is-
lands, and the Caribbean.

The Land Border Passenger Automation Initiative of $11.5 million requested for
fiscal year 1998 is a joint undertaking between Customs and the Immigration and
Naturalization Service to provide both agencies with the technological tools to in-
crease inspector effectiveness and safety, and expand the use of automated data cap-
turing for query against enforcement databases. It will also provide valuable intel-
ligence to federal law enforcement agencies on the movement of vehicles across our
borders, and provide expanded service at low-risk ports through remote processing,
offering the potential for a redirection of resources to higher risk activities.

This year’s budget request also includes $5.5 million for a hangar to house the
two new P-3 aircraft in Corpus Christi, Texas. We are also requesting $2.5 million
to fund 27 additional FTE for the aircrew and related support personnel that will
be needed to support these new aircraft.

To assist in the apprehension of individuals involved with the removal of unre-
ported currency, weapons of mass destruction, and precursor chemicals, Customs re-
quests $1.1 million from the Violent Crime Reduction Trust Fund to construct can-
opies for detailed inspection of suspect outbound vehicles at selected crossings. This
enhancement will also provide our inspectors with some measure of safety from traf-
fic flow while they concentrate on this important effort.

Our Operational Support Initiative is comprised of three components: Laboratory
Modernization, Vehicle Replacement, and Agent Relocation. We are requesting an
additional $5.7 million to enable Customs to upgrade its laboratories with state-of-
the-art analytical instrumentation based on contemporary scientific approaches, re-
quired to adequately support the Customs mission; to develop analytical methods
for the determination of country of origin of agricultural, petroleum, and textile
products; and to maintain a continuous and intensive laboratory research program.
Customs must successfully meet the new examination requirements of expanded
international trade (textile transshipment, trade and narcotic enforcement, criminal
investigations, forensic work, anti-dumping violations and compliance measure-
ments). Laboratories, with modern, sophisticated analytical instrumentation, are es-
pecially important for protecting our Nation's trade interests.

Additional resources requested for Operational Support will also benefit our en-
forcement activities by replacing severely worn-out vehicles. By fiscal year 1998, ap-
proximately 83 percent of Customs vehicles will be eligible for replacement in ac-
cordance with General Services Administration replacement criteria. Without ade-
quate funding, our vehicles will be potentially unsafe, inefficient, and very costly to
maintain. We are requesting $10 million for this portion of the Operational Support
Initiative.

Lastly, the Operational Support Initiative includes funding for agent relocation.
This funding is requested to allow Customs to relocate agents to high-threat drug
zones. Customs is currently only able to fund relocations at the expense of other pri-
orities and has not been able to implement a comprehensive relocation program like
other enforcement agencies. If this continues, Customs ability to respond to chang-
ing threats will be hindered, the morale and effectiveness of our agents will likely
deteriorate, and the public’s and Congress’ perception of Customs ability to perform
its mission will likely be damaged. Funding for this portion of the initiative, $4 mil-
lion, is requested from the Violent Crime Reduction Trust Fund.
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This concludes my statement for the record. Thank you again for this opportunity
to appear before the Committee. You have provided tremendous support to the Cus-
toms Service in the past and | look forward to a very productive future working with
you and your staff.
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Senator CamPBELL. Charles Rinkevich, if you would like to go
ahead.

Mr. RINKEVICH. Thank you, Mr. Chairman.

Chairman Campbell and Senator Kohl, thank you very much for
this opportunity to appear before you. | join with my colleagues
and Under Secretary Kelly in also thanking you for the support
that you have shown for Treasury law enforcement and particu-
larly for the Federal Law Enforcement Training Center [FLETC].

COST SAVINGS

Because of the existence of FLETC, the Government avoids the
cost of some $108 million in per diem savings and $35 million in
facility closure savings for a total of $143.1 million in savings in
duplicative training facilities around the country. The strength of
the Center is in the consolidated nature of its organization. This
budget request before you for 1998 has some significant features
and | will summarize those and the rest of my long statement has
been submitted for the record.

FLETC GROWTH

The most significant part of this budget request is the initiative
to support the direct cost of basic training. As you know, the work-
load of the Center, because of the growth of Federal law enforce-
ment over the course of the last several years, has grown signifi-
cantly.

NUMBER OF GRADUATING STUDENTS

To give you a better fix on that, in 1996, the Center graduated
about 19,300 students. In 1997, we anticipate graduating over
29,000 students and for the fiscal year 1998, which this budget re-
quest covers, we will graduate in excess of 31,000 students. This
is a direct result of the buildup that is occurring principally within
the Immigration and Naturalization Service, but also with the Cus-
toms Service, Secret Service, and others that have Federal law en-
forcement responsibility.

BUDGET REQUEST

Our budget request before you is for $100,832,000. This is the
largest budget request that the Center has ever submitted with an
FTE request of 527 full-time equivalency positions. When you add
to that the amount of funds that we will receive in reimbursement
costs for services we provide to the agencies that are not included
in our budget, the total budget that we will administer at FLETC
is close to $120 million.

(118)
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INITIATIVES

There are seven initiatives within our salaries and expenses ac-
count, most of which are due to the workload growth, and two ini-
tiatives in our construction account. I will not go into the detail of
those but reserve the time with you and the Committee for ques-
tions on them.

COMMITMENT AND SUPPORT

Again, let me say, thank you for the support that this Committee
has shown in the past and the obvious personal commitment and
support that you and the Committee have for Treasury law enforce-
ment and the Center.

Thank you.

PREPARED STATEMENT

Senator CampBELL. Thank you, Mr. Rinkevich. Your complete
statement will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF CHARLES F. RINKEVICH

Mr. Chairman and Members of the Subcommittee, | am pleased to be here today
to report on the current operations and performance of the FLETC and to support
our appropriations request for fiscal year 1998. The Center has seen tremendous
growth since its establishment in 1970 when a handful of agencies joined together
and established the Consolidated Federal Law Enforcement Training Center. The
Department of Treasury has been the lead agency for the United States Government
in providing the administrative oversight and day-to-day direction for the FLETC
since its creation. Under the leadership of Secretary of the Treasury, Robert E.
Rubin; and Under Secretary for Enforcement, Raymond W. Kelly, the FLETC has
received strong support and active assistance for carrying out its responsibilities.
We are indeed fortunate to have these two distinguished individuals playing a lead-
ership role as the FLETC prepares to embark on the next century. This Committee,
Mr. Chairman, also is owed a debt of gratitude. Throughout our 27 years of service
to Federal law enforcement, this Committee has been most generous in its funding
of consolidated training and its oversight role. We extend our appreciation and look
forward to working with you.

There are now 70 agencies which train at the Center, and we expect this growth
to continue as more agencies recognize the many benefits of consolidated training.
The Administration and Congress can be proud of the quality of the training being
provided at the FLETC and the savings realized through consolidation. FLETC's
success is the direct result of the strong support we have received from Treasury
leadership, this Committee, and our participating organizations.

Today, | am prepared to discuss a number of our initiatives outlined in the Presi-
dent’s fiscal year 1998 budget. The Center's fiscal year 1998 request is for a Salaries
& Expenses (S&E) appropriation of $68,284,000 and 527 FTE, an increase of
$12,099,000 and 45 FTE from the fiscal year 1997 level. The S&E request includes
3 FTE and $2,621,000 in Crime Bill funds. Our request for Acquisition, Construc-
tion, Improvements & Related Expense (ACI&RE) is $32,548,000, an increase of
$10,964,000 from the fiscal year 1997 level. Crime Bill funding in the amount of
$21,437,000 is included in the ACI&RE request. The S&E and ACI&RE funding re-
quested will support nine important initiatives: Mandatory Basic Training Workload
Increase ($5,614,000 and 26 FTE); New Training Building Support ($1,044,000 and
6 FTE); Occupational Safety and Health Compliance ($400,000 and 1 FTE); Train-
ing Operations Support ($2,239,000 and 5 FTE); Rural Drug Training ($1,000,000
and 3 FTE); Environmental Compliance ($111,000 and 1 FTE); Fiber Optics
($3,001,000 and 1 FTE); Minor Construction and Maintenance ($492,000); and Mas-
ter Plan ($18,618,000). The Fiber Optics and New Training Building Support initia-
tives are split between the S&E and ACI&RE accounts because of the nature of the
initiatives. A breakout of the funding between the accounts for those initiatives is
as follows:

—Fiber Optics—S&E, $182,000 and 1 FTE; ACI&RE, $2,819,000; and
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—glew Training Building Support—S&E, $769,000 and 6 FTE; ACI&RE,
275,000.

The S&E and ACI&RE request, including the Crime Bill funding, represents an
increase of $23,063,000 over the fiscal year 1997 level. Coupled with $18,709,000 in
funds to be reimbursed to us for training related services, our total budget for fiscal
year 1998 is $119,541,000.

Before providing this Committee with an overview of Center operations, | would
like to take a moment and address progress being made in complying with the re-
quirements of the Government Performance and Results Act. As you know, Con-
gress passed, and President Clinton signed, the Government Performance and Re-
sults Act, known as GPRA, in 1993. Starting in 1997, GPRA requires agencies (1)
to publish strategic plans covering at least five years, (2) to publish annual perform-
ance plans which include measurable goals, and (3) after the year is completed, to
report on actual performance. This law is intended to fundamentally change Federal
management and accountability from a focus on inputs and processes to a greater
emphasis on outcomes and programmatic results. In essence, GPRA requires that
we tell you what each of our programs is intended to do in the long term, specifi-
cally what we intend to achieve each year, and finally, what we did achieve.

The Center and the Treasury Department have embraced GPRA and have begun
implementing it early. The FLETC began the process of drafting its strategic plan
in fiscal year 1994. We involved numerous levels of the FLETC and participating
agency staff in the planning process, and a draft of the plan was completed and ap-
proved by the Center's Board of Directors in July 1995. A copy of that plan was also
provided to the staff of this Committee for review and comment during 1995. Since
that time we have been working with the Department of the Treasury and the Of-
fice of Management and Budget to ensure that our plan fully complies with all
GPRA requirements by September 1997. We feel that the broad based approach fol-
lowed by the FLETC in developing its strategic plan has resulted in a realistic and
achievable plan which reflects organizational goals that will garner strong support
from both the FLETC and participating agency staffs.

Performance plans required by GPRA are now an integral part of the budget doc-
uments sent to you each year. In our fiscal year 1997 budget request last year, we
incorporated measures of program performance in addition to the traditional output-
oriented workload measures. As you know, good measures of program performance
are not always available. Ours are not perfect. However, we believe that we are
making progress in developing meaningful, quantifiable measures for our programs.
As we gain more experience, we hope to improve on the performance measures we
use, and we would welcome any suggestions or feedback you would like to provide
in this area.

Included in our budget request this year is a report on whether or not we
achieved each of the targets we proposed for the most recently completed fiscal year
(fiscal year 1996). The performance measures used for law enforcement training in
fiscal year 1996 included: (1) student quality of training survey, (2) student weeks
trained, (3) students trained, and (4) variable unit cost per basic student week of
training funded. Plant operations performance measures include student quality of
services survey. The student quality of services survey and student quality of train-
ing survey performance measures are outcome measures. The overall student qual-
ity of training index is based on a seven point scale, and the overall student quality
of services index is based a five point scale. Both indices are computed using evalua-
tions completed by students attending Center programs. This data is collected for
the Center’s automated Student Feedback System (SFS) using a form on which stu-
dents are asked to evaluate the quality of Center programs, instructional staff, fa-
cilities, and services. | will discuss the SFS in more detail later. The variable unit
cost per basic student week of training funded is also an outcome measure and is
based on training dollars divided by funded student weeks of training. The final two
measures, students trained and student weeks of training, are output measures and
show the student workload at the Center.

| want to take this opportunity to correct an error in the Center’s 1996 GPRA per-
formance report as shown in the FLETC's fiscal year 1998 budget submission. Both
the target and the actual indices shown for the Student Quality of Training per-
formance measures and Student Quality of Services performance measures are in-
correctly recorded. The target and actual indices for Student Quality of Training
should have been “5.0” and “5.5" respectively. The target and actual indices for the
Student Quality of Services should have been “4.0” and “4.0” respectively. This error
was discovered after our budget was furnished to Congress.

With those corrections in mind, | am pleased to report that the Center’s perform-
ance against established targets was excellent overall. The index for the most criti-
cal performance measure in our plan, the Student Quality of Training Survey meas-
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ure, was “5.5”. This is above the Center’s existing standard and performance plan
target of “5.0". The Student Quality of Services actual performance index was “4.0”
which equals our performance target measure of “4.0".

The performance targets for Students Trained and Student-weeks Trained as
shown in the performance plan were not met. While the workload conducted was
somewhat less than the initial projections and the targets in our performance plan,
the FLETC did conduct 100 percent of requested basic training in fiscal year 1996.
Because workload estimates used in the performance plan are based on Spring 1994
estimates of our customers, it is not surprising to find that there is a variance be-
tween the targets and actual workload. The budget process requires that the Cen-
ter's participating agencies provide these estimates well in advance of funding ac-
tions by the Congress and Administration. Although estimates are based on the best
available data and the agencies’ best guess at the time, changes in Congressional
and Administration policy and initiatives that occur in the interim can and do have
a dramatic impact on the outcome of actual workload. Therefore, the best measure
of the FLETC's performance in this area is whether the Center provided 100 percent
of the basic training requested, which in this case we did.

The same categories of performance measures used in fiscal year 1996 will be
used in fiscal year 1997 and fiscal year 1998. However, as | stated earlier, the
FLETC will continue to refine existing performance measures and/or identify new
performance measures in an effort to more accurately reflect its performance and
provide this Committee with the information it needs to make informed budget deci-
sions. | believe that this system—setting strategic goals and strategies for the long
term, setting annual targets, managing to achieve those targets, and reporting on
annual performance—will help all of us manage the Center’'s programs more effi-
ciently and effectively.

In reviewing our request, and later in our discussions today, | am sure you will
find that there is a strong and direct relationship between our budget initiatives
and the mission and goals outlined in the Center’s strategic plan. That mission is
to provide quality, cost effective training for law enforcement professionals. It is a
vitally important mission and is essential if we are to equip our law enforcement
personnel with the skills necessary to deal with increasingly sophisticated and vio-
lent crimes.

Four key strategic goals guide the Center in fulfilling its mission. They are:

—Provide high quality training for law enforcement;

—Develop, operate, and maintain state-of-the-art facilities;

—Effectively organize, develop, and lead FLETC's personnel in support of the

Center’s mission; and,

—Strengthen partnerships among participating organizations and the FLETC.

The initiatives outlined in our fiscal year 1998 request directly support the mis-
sion of the Center and can be tied to one or more of the goals in the Center’s strate-
gic plan. Equipment and FTE’s requested under Salaries and Expenses for Manda-
tory Workload, Environmental Compliance, New Training Building Support, Occu-
pational Safety and Health Compliance, Rural Drug Training, Fiber Optics, and
Training Operations Support are essential if the Center is to provide quality train-
ing that is responsive to needs of its customers. Failure to fund these initiatives
could result in a degradation of the services and jeopardize training, putting the
Center in a position where it could not meet its customers’ training requirements.
For example, not complying with environmental and health safety issues could en-
danger the health of the FLETC and participating agency personnel. It could result
in closure of certain facilities and adversely impact on FLETC's ability to provide
the training requested by its participating agencies.

Funding requested in the ACI&RE account will allow the Center to continue im-
plementation of its Master Plan for facilities expansion and provide the necessary
data and voice communication and facilities maintenance support for the training
requested by our participating agencies. Continued implementation of the Master
Plan is necessary if we are to avoid the need to invest in costly temporary facilities
to meet the training needs of our customers during periods of peak demand. Addi-
tionally, temporary facilities adversely impact on the quality of training provided
and the quality of life of the student, even though we take steps to mitigate that
impact as much as we can. | will discuss this issue more fully, later in my testi-
mony.

OVERVIEW OF OPERATIONS

Now Mr. Chairman, if I may, | would like to provide the Committee with a brief
overview of the operations of the Federal Law Enforcement Training Center.
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The Center was established by a Memorandum of Understanding in 1970 and has
experienced tremendous growth over the last 27 years. We currently conduct basic
and advanced training for the majority of the Federal Government's law enforce-
ment personnel. We also provide training for state, local, and international law en-
forcement personnel in specialized areas and support the training provided by our
participating agencies that is specific to their needs. Currently, 70 Federal agencies
participate in more than 200 different training programs at the Center.

There are entry level programs in basic law enforcement for police officers and
criminal investigators, along with advanced training programs in areas such as ma-
rine law enforcement, anti-terrorism, financial and computer fraud, and white-collar
crime. Training is conducted at either the main training center in Glynco, Georgia;
our satellite training center in Artesia, New Mexico; or a temporary training facility
in Charleston, South Carolina.

The temporary training site in Charleston was established in fiscal year 1996, to
accommodate an unprecedented increase in the demand for basic training by the
participating agencies, particularly that of the Immigration and Naturalization
Service (INS) and United States Border Patrol (USBP). It is the direct result of re-
cent Administration and Congressional initiatives to control illegal immigration
along the United States borders and to protect Federal workers in the workplace.

In addition to the training conducted on-site at one of the FLETC's residential fa-
cilities, some advanced training, particularly that for state, local and international
law enforcement, is exported to regional sites to make it more convenient and/or
cost efficient for our customers. The tremendous demand for basic training over the
next three years will increase the FLETC's reliance on export training sites to meet
these advanced training requirements. The Center’s driver and firearms special
training facilities cannot accommodate all of the training being requested. There-
fore, much of the advanced training requiring the use of special training facilities
will have to be accommodated elsewhere.

Realizing that a short-term solution was needed to meet the advanced training
needs of our customers, the FLETC began to identify state and local training facili-
ties that could be used to accommodate this training in early 1996. We are now dis-
cussing with several of these non-Federal organizations the use of their facilities on
a reimbursable basis. Once discussions are complete the Center will be in a position
to facilitate the scheduling of the training at these sites and assist our customers
in meeting their advanced training needs.

Qver the years, the FLETC has become known as an organization that provides
high quality and cost efficient training with a “can do” attitude and state-of-the-art
programs and facilities. During my association with the Center, | have seen first-
hand the many advantages of consolidated training for Federal law enforcement per-
sonnel, not the least of which is an enormous cost savings to the Government. Con-
solidated training avoids the duplication of overhead costs that would be incurred
by the operation of multiple agency training sites. Furthermore, we estimate that
consolidated training will save the government $108,100,000 in per diem costs alone
during fiscal year 1998. This estimate is based on projected fiscal year 1998 work-
load and per diem rates in Washington and other major cities of $152/day versus
the cost of housing, feeding, and agency miscellaneous per diem of $25.26/day for
a student at Glynco. Consolidation also ensures consistent high quality training and
fosters interagency cooperation and camaraderie in Federal law enforcement.

We view FLETC and consolidated training as a National Performance Review con-
cept ahead of its time. Quality, standardized, cost-effective training in state-of-the-
art facilities, interagency cooperation, and networking are indisputable results of
consolidation. However, the concept of consolidated training is fragile and needs con-
stant nourishment and support if it is to remain intact.

WORKLOAD

As | mentioned earlier, the Center is facing an unprecedented increase in its
training workload that began in fiscal year 1996 and is projected to continue
through fiscal year 1999. The majority of the increase in training workload is the
result of the fiscal year 1995 initiative by the Administration and Congress to in-
crease the effectiveness of the INS in controlling our borders by increasing the num-
ber of INS and USBP law enforcement personnel. Other factors contributing to the
Center’s increasing workload include security enhancements at Federal facilities
and new Federal prisons coming on-line.

During fiscal year 1996, the Center graduated 19,352 students, representing
88,792 student-weeks of training. This total included 15,689 students who were
trained at Glynco, Georgia, 1,562 students trained at Artesia, and 2,101 students
trained in export programs conducted at various locations throughout the United
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States. There were 9,106 basic students; 7,704 advanced students; 1,959 state and
local students; and 583 international students trained equating to an average resi-
dent student population (ARSP) of 1,708. Although the total of students trained was
below the performance targets established for fiscal year 1996, the Center did pro-
vide 100 percent of the basic training requested by its customers. The performance
targets established for fiscal year 1996 were based on Spring 1995 projections of the
70 agencies we serve. These projections are made in advance of appropriations. Be-
cause of circumstances beyond the control of the agencies or the FLETC, the projec-
tions changed by the start of the fiscal year, and fewer training requests material-
ized.

In April 1996, participating organization projections indicate that during fiscal
year 1997, the Center will train 29,531 students representing 135,691 student-
weeks of training. This total includes 26,736 students to be trained at Glynco; 1,049
students at Artesia; 1,392 students at the temporary site in Charleston; and 354
students in export programs. A total of 13,517 basic students; 13,207 advanced stu-
dents; 2,292 state and local students; and 515 international students are projected
for a total ARSP of 2,609.

Our participating agencies indicate that during fiscal year 1998, we will train a
total of 31,143 students representing 137,297 student-weeks of training. This total
includes 24,242 students at Glynco; 4,153 students at Artesia; 1,392 students at
Charleston; and 1,356 students in export programs. A total of 13,587 basic students;
14,694 advanced students; 2,356 state and local students; and 506 international stu-
dents are projected for a total ARSP of 2,640.

The Center has seen enormous growth in the training demanded by its participat-
ing agencies over the past decade. We have been able to accommodate many, but
not all, of these increased training demands by being innovative and undertaking
extra-ordinary measures.

To accommodate training during fiscal year 1985 and again in fiscal year 1989,
the Center had to temporarily expand its capacity for housing, dining, classroom,
office space, storage, and special training facilities by using temporary buildings and
contracted or licensed temporary facilities. Further, the Center has not always had
space to accommodate all of our students in on-Center housing and has used con-
tractual arrangements with local motels to house our overload. Many of the tem-
porary measures taken to meet these training demands were costly, and they ad-
versely impacted the Center’s operations.

The Center is again in a position where it has had to resort to using a temporary
facility to meet the training needs of its participating agencies. As | mentioned ear-
lier, a temporary training facility was established in Charleston, South Carolina,
during 1996 because our current facilities do not have the capacity to accommodate
all of the training being requested. It is primarily being used to conduct USBP
training that cannot be accommodated at the Glynco and Artesia training Centers.
Plans call for Charleston to be closed after 1999, once the training requirements for
the Border Patrol buildup are completed. Sufficient capacity should then exist at
Glynco and Artesia to meet projected training requirements of our participating
agencies.

This is the third time since fiscal year 1985 that FLETC has taken extraordinary
measures to meet the training demands of its participating agencies. More impor-
tantly, it is the second time in the last eight years that a temporary training facility
has had to be established. A temporary training facility was established at Ft.
McClellan, Alabama, in 1989 to meet a similar increase in the USBP training work-
load.

Opening temporary training facilities is a time-consuming and an expensive proc-
ess. Capital improvements must be made to bring the facility on line and, unlike
capital improvements made at Glynco or Artesia, there is no permanent return on
that investment. The dollars expended are lost when the facility is closed. It also
impacts the cost effectiveness of the training provided and on the student’s quality
of life and overall training experience. However, as was done in 1989, the Center
is taking steps to mitigate any impact the temporary training facility might have
on the quality of training provided. We are extremely proud of our reputation for
providing high quality, cost effective training and will take the steps necessary to
ensure that the quality of training provided at Charleston remains high.

FACILITIES MASTER PLAN

Now, Mr. Chairman, if I may, | would like to brief you and the other Committee
members on progress being made in expanding the FLETC's facilities. The Master
Plan, presented to Congress in June 1989, provided a basis for the efficient and or-
derly development of the Center’s land and facilities resources. It was and is a com-



124

prehensive blueprint to guide the expansion of the Center so that it can more effec-
tively support the present training workload as well as the workload projected for
the future. The original plan called for a total investment of $86,010,000.

Over the years the Master Plan has been updated to refine earlier estimates and
incorporate changes necessary to meet the evolving training needs of our customers.
In April of 1996, a copy of the most recent update was provided to the Congress.
It shows that approximately $121,346,000 is needed to completely fund the Master
Plan. Through fiscal year 1997, Congress has appropriated $62,757,000, or about 52
percent of the funds needed. Of this amount $48,904,000 was for Glynco projects
and $9,715,000 was for Artesia projects.

At Artesia, major projects that have been completed include: rehabilitation of the
Cafeteria/Student Center complex and Main Classroom building; construction of a
physical training complex, completed in October 1991; interim driver/firearms
ranges, completed in 1991; a much needed road and sidewalk network at the Artesia
main campus, completed in 1992; permanent firearms ranges, completed in 1993;
and a driver/firearms administrative support/classroom building, completed in 1996.
At Glynco completed projects include: a dormitory, completed in April 1993; an ex-
pansion of the indoor firearms range complex, completed in August 1993; consolida-
tion/expansion of the physical techniques facility, completed in October 1993; an ex-
pansion of the cafeteria, completed during 1994; an addition to our Steed classroom
building (two state of the art classroom buildings), completed in May 1996; and an
expansion of our driver training complex (the addition of control tower, defensive
driving and highway response ranges), completed in February 1997.

The Center’s fiscal year 1998 ACI&RE request is in the amount of $32,548,000
and includes $18,618,000 to continue implementation of the Master Plan. The Mas-
ter Plan funds requested will complete funding of Phase | Master Plan projects at
Glynco and provides funds for many of the Phase Il and Ill projects. Projects that
would be funded at Glynco include among others: a Firearms Multi-Purpose Build-
ing, the Student Activity Center, renovation of the Auditorium/Conference Center,
Warehouse Expansion, office space, and, a Student Registration Facility. Artesia
projects that would be funded include: a Front Gate Security Building, Physical
Training Expansion, and, an Office Building.

This Master Plan initiative supports goal two in FLETC's strategic plan. That
goal is to develop, operate, and maintain state-of-the-art facilities and systems re-
sponsive to interagency training needs. Funding is required if the Center is to meet
the training needs of its customers. Not funding these initiatives will result in the
continued reliance on the more costly method of establishing temporary training fa-
cilities to meet training requirements. It also endangers the concept of consolidated
training as the larger agencies look at alternatives, such as individual agency sites,
to meet their training requirements.

The Center continues to consult closely with its participating agencies so that the
design features of each project will meet current and future needs. This close con-
sultation sometimes prolongs the period it takes to design and construct facilities;
however, we feel the time and effort are well spent because it ensures that funds
are efficiently and wisely used.

Obviously, changing events have and will continue to dictate modifications to the
various projects outlined in the Master Plan. | assure you that we will continue to
work through the Treasury Department, Office of Management and Budget, and the
Congress in dealing with these changes.

Mr. Chairman, | want to thank you and members of the Subcommittee for the
support given the Center in its Master Plan development and implementation. We
are pleased and grateful that Congress has seen fit to appropriate the funds nec-
essary to expand our facilities and better equip the Center to meet the training
needs of our customers. Only by doing so is the concept of consolidated training nur-
tured and strengthened.

Now, if I may Mr. Chairman, | would like to take this opportunity to briefly dis-
cuss the eight remaining initiatives in the Center’s fiscal year 1998 budget request
which | briefly referred to earlier in my testimony.

MANDATORY BASIC TRAINING WORKLOAD INCREASE

In our fiscal year 1998 request the Center is asking for $5,614,000 and 26 FTE
to support the direct cost of basic training. As | discussed in some detail already,
the Center is faced with an unprecedented increase in its workload over the next
three years. This initiative will allow the Center to fund 100 percent of the direct
cost of the discounted projected basic training in fiscal year 1998 and supports goal
one in FLETC's strategic plan.
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Our request is in accordance with the current OMB/Treasury/FLETC policy that
requires funding of the direct cost of basic training. The participating agencies do
not request funding for these costs in their budget submissions and are fully expect-
ing and relying upon the FLETC to provide that funding.

NEW TRAINING BUILDING SUPPORT

As | touched on in my testimony earlier, the Center is requesting $1,044,000 and
6 FTE for new training building support ($769,000 and 6 FTE in S&E and $275,000
in ACI&RE). The funding and FTE requested is necessary to support the operation
and maintenance of new facilities that have already come on-line or will be coming
on-line at both Glynco and Artesia. At Glynco these include the Driving Range Ex-
pansion, two Classroom Buildings, and the Computer Training Facility. In Artesia
it includes an Administration Building, Front Gate Building, and Security Systems.
The FLETC's request provides the necessary resources and personnel to support op-
eration of the new facilities including utilities, contracts (janitorial/grounds mainte-
nance), and minor construction and maintenance. It is essential to protect the Gov-
ernment’s investment in these facilities and supports both goals one and two in
FLETC's strategic plan.

ENVIRONMENTAL COMPLIANCE

Too often in the past, FLETC's compliance with environmental requirements has
been on an emergency response basis with costs absorbed from existing resources.
However, increasing requirements under environmental legislation and shrinking
budgets make it impossible to be in compliance without additional funding.

Environmental compliance is non-discretionary. The FLETC must be properly
funded for the design and implementation of pollution prevention, hazardous waste,
and recycling programs if it is to fully comply with environmental laws, regulations,
and executive orders. In fiscal year 1997, funding was provided to move the FLETC
closer to full compliance. The $111,000 and 1 FTE in our fiscal year 1998 request
will allow the FLETC to fully comply with existing environmental laws and regula-
tions. It will ensure that the health and safety of FLETC employees and students,
as well as those of the citizens living adjacent to the FLETC, is protected.

Examples of costly and serious environmental requirements that will be addressed
by this initiative include: removal and disposal of underground storage tanks; analy-
sis of solid waste discovered during construction; testing of water for lead; analysis,
handling, and disposal of lead paint during renovations; and maintaining and dis-
posal of hazardous waste generated by the Center’s firearms, driver training, print-
ing, photography, and medical operations. The requested funding will provide the
necessary staffing to address these important and significant health issues. It is es-
sential in light of the Center’s environmental law obligation. If not funded, some of
the Center’s training operations could be adversely affected. A worst case scenario
is that FLETC could be forced to discontinue some of its training operations. This
request supports goals one, two, and three in the FLETC's Strategic Plan.

OCCUPATIONAL SAFETY AND HEALTH COMPLIANCE

The head of each agency is required to ensure that the agency’s budget submis-
sion includes sufficient resources to effectively implement and administer an Occu-
pational Safety and Health Program. Although the FLETC has been able to utilize
existing resources to comply with rules and regulations in the past, the expansion
and aging of the Center’s facilities, increasing training workload, and new require-
ments such as those dealing with Blood Borne Pathogens and Hazardous Material
Management have outpaced resources and the Center’s ability to fully comply with
all requirements. Therefore, the FLETC must have additional resources if it is to
have an effective program. Funding is essential in light of the FLETC's obligations
under existing occupational health and safety laws and regulations.

Our fiscal year 1998 request includes $400,000 and 1 FTE to support the required
occupational safety and health program. An effective program at the FLETC is es-
sential given the importance and nature of the Center’'s training mission and the
grave safety risks it poses to both students, staff, and the surrounding community.
Again, as in the previous initiative, this request support goals one, two, and three
in the FLETC's strategic plan.

FIBER OPTICS

The current underground telephone cable plant at Glynco is owned and main-
tained by the local BellSouth Telephone Company. It is old, has reached its capacity
and cannot provide the necessary services for the Center and its customers to oper-
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ate effectively and efficiently. Because of restrictions imposed by divestiture,
BellSouth cannot increase current capacity to meet the forecasted communications
requirements of the FLETC. The best alternative is for the FLETC to invest in its
own fiber optics plant. This initiative requests $3,001,000 ($182,000 and 1 FTE in
S&E and $2,819,000 in ACI&RE) for the first phase of a $7,500,000 two-phase
project. The request will start the site preparation, infrastructure work, and cabling
of the facility. The second phase of the project would include completion of phase
one and purchase and installation of remote mode switches and building wiring.
Funding for the second phase would be requested in fiscal year 1999.

By investing in a fiber optics plant, the FLETC can migrate to a modern com-
prehensive telecommunications system. The Center will be able to use current tech-
nology, adapt to new technology as it evolves, and expand automation into new
areas as the need arises. This initiative will allow the FLETC to meet the current
and future communications requirements of the FLETC and its customers including:
high-speed data communications, Integrated Services Digital Network, video con-
ferencing, imaging, message services, and the exchange of information among users
both locally and at satellite facilities. This initiative supports goals one and two in
the FLETC's Strategic Plan.

TRAINING OPERATIONS SUPPORT

The Center is requesting $2,239,000 and 5 FTE for training operations support
in fiscal year 1998. As | mentioned earlier, the Center’s training workload has in-
creased dramatically in fiscal year 1997 and is expected to stay at that level through
fiscal year 1999. This request will provide the necessary FTE and resources to sup-
port this increased workload.

The Center’s current base funding and FTE resources are sufficient to support a
basic training workload of approximately 58,000 student-weeks. However the fiscal
year 1998 training workload is expected to be approximately 95,000 student-weeks,
an increase of 37,000 student-weeks of training. Our request represents the mini-
mum increase needed to support the fiscal year 1998 basic training workload. It will
provide the funding for workload-driven increased requirements in: equipment (pri-
marily training equipment), service contracts (security, janitorial, and lead removal),
communications, utilities, and staff travel. Additional administrative support per-
sonnel in the areas of training, finance, procurement, property, and planning are
also needed to support this workload. This initiative supports goals one, two, and
three of the FLETC's Strategic Plan. If not approved, the Center will not be able
to properly support its basic training mission.

RURAL DRUG TRAINING

In the fiscal year 1994 Crime Bill, FLETC was authorized $1,000,000 for Rural
Drug Training. However, funding was never approved in support of this initiative.
Therefore, the Center is requesting funding to support the Rural Drug Training ini-
tiative in fiscal year 1998. The request is for $1,000,000 and 3 FTE. It will allow
the Center to provide 4 training programs to address the drug enforcement training
needs of small rural law enforcement agencies. The programs are:

—Drug Enforcement Training Program (DETP)

—Rural Crime Drug Enforcement Task Force Training Program (RADE)

—Airborne Counterdrug Operations Training Program (ACOTP)

—Advanced Airborne Counterdrug Operations Training Program (AACOTP)

This initiative supports goal one in FLETC's Strategic Plan.

MINOR CONSTRUCTION AND MAINTENANCE

Finally, Mr. Chairman, the Center is requesting an increase of $492,000 in its
minor construction and maintenance funds. This request will allow the Center to
comply with the requirements of Elective Order 12902 (EO), Energy Efficiency and
Water Conservation at Federal Facilities, which requires that energy efficiency be
accomplished over the next nine years.

To meet the energy efficiency targets set by the EO, the FLETC will have to re-
place existing lighting at both the Glynco and Artesia training centers with modern
energy efficient lighting. Although the Center has been funded for maintenance and
minor construction (MCM) for the past twelve years, the existing base funding has
not kept pace with facility expansion. It is not sufficient to meet current MCM needs
and must be increased if the Center is to meet the requirements of the Executive
Order without negatively impacting other operations. If this initiative is not sup-
ported, the Center will have to draw on existing resources and either reduce facility
maintenance or reduce activities in support of training to meet the requirements of
the EO. Reducing facility maintenance will endanger the Government's investment
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in facilities while reducing activities in support of training will negatively impact
on the Center’s mission. This initiative supports goals one and two in FLETC's Stra-
tegic Plan.

Now, Mr. Chairman, if I may, | would like to take a moment and briefly update
the Committee on activities of our satellite training center in Artesia, New Mexico,
and the activities of our National Center for State, Local and International Train-
ing.

ARTESIA OPERATIONS

The Artesia center was purchased and became operational in 1989. Training fa-
cilities at Artesia include a 164-room dormitory, cafeteria with seating to serve 270
persons per sitting, and a physical training complex. There are 22 general purpose
classrooms which will accommodate up to 730 students. Special purpose classrooms
include a 24-person computer classroom and a 24-person fraudulent document lab.
Other specialized facilities at Artesia include practical exercise areas, a mock court-
room, driver training and firearms ranges, an obstacle course, 31-breakout rooms,
and a rappelling tower.

The Department of Interior's Bureau of Indian Affairs (BIA) Indian Police Acad-
emy moved to Artesia during 1993. In addition to the BIA training that is con-
ducted, Artesia also serves as an advanced training site for students posted in the
Western United States. Additionally, because of its diverse special training facilities,
it can accommodate overflow basic training that cannot be done at Glynco because
of space limitations. Artesia is playing and will continue to play an important role
in meeting the training requirements of the INS over the next three years.

During fiscal year 1996, the Center trained 1,562 students at Artesia. In fiscal
year 1997, our latest estimates indicate that we will train 3,463 students. April
1996 projections by our participating agencies indicate that 4,153 students will be
trained in fiscal year 1998. The majority of the increase in the fiscal year 1998
training workload is due to the advanced training requirements of the INS, USBP,
Bureau of Prisons, and Fish and Wildlife Service.

Other users of Artesia in addition to those already mentioned above include the
Bureau of Land Management, National Marine Fisheries Service, and the FLETC's
National Center for State, Local and International Training.

The expansion of the Artesia center as authorized by the Congress is continuing
essentially as planned. As | mentioned earlier in my testimony when discussing the
Master Plan, many of the Artesia Master Plan projects have been completed and
are in use. Nine modular buildings have also been installed to accommodate the in-
crease in training workload resulting from the INS buildup, and the Center recently
approved the final design drawings for the expansion of the Artesia dormitory to
add an additional 76 rooms. Additionally, the Center received Master Plan funding
in its fiscal year 1997 appropriation for a much needed Classroom Building/Practical
Exercise Complex at Artesia, and initial planning for that project is underway.

NATIONAL CENTER FOR STATE, LOCAL, AND INTERNATIONAL

Glynco’'s National Center for State, Local, and International Training was estab-
lished in 1982 by the President to provide much needed training for state and local
law enforcement agencies. Since its inception, the National Center has received
broad support from the Federal, state, and local law enforcement communities. They
provide subject matter experts for course and program development as well as in-
structional services.

The National Center is charged with training personnel from state, local and
international law enforcement agencies in advanced topics designed to develop spe-
cialized law enforcement skills. By combining the expertise of the participating
agencies’ and FLETC's staffs with the specialized training facilities already avail-
able at the FLETC, the Center is able to provide participants with instruction in
advanced programs that meets their specific needs. In most cases the training en-
ables these agencies to be more supportive of Federal agencies and their missions.

During fiscal year 1996, there were 1,959 state and local students trained through
the National Center in more than 40 advanced training programs. In fiscal year
1997 we expect to train 2,292 students. In fiscal year 1998 we project that 2,356
state and local students will receive training through the National Center.

Because of the success of the National Center, many of these programs are being
conducted on an export basis at sites across the country, including our Artesia cen-
ter. This has proven to be a cost effective method to provide training to state and
local agencies. Additionally, exporting training to state and local academies and
other locations throughout the country increases the Center’s visibility and leads to
improved cooperation between the Center and state and local agencies.
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In addition to training Federal, state, and local law enforcement officers, the
FLETC's National Center provides training assistance to selected foreign govern-
ments in a variety of ways including operational briefings, technical assistance, and
hands-on training programs. The same network and support structure in place to
assist state and local agencies in meeting their training needs makes the National
Center a logical focal point for international training at the FLETC.

The FLETC has been involved in foreign training for more than 20 years. Since
1979 the FLETC has provided training to more than 5,000 foreign law enforcement
officials from more than 102 countries. Training has been provided at the Center
(on a space available basis) or abroad with recent training focusing primarily on the
areas of international banking and money laundering, financial fraud investigations,
and telecommunications fraud.

The number of foreign training requests have grown substantially in the last few
years, with student weeks of training increasing by more than 200 percent since
1994. Two Administration and Congressional initiatives, the Freedom Support Act
and the Support for Eastern European Democracies Act, are responsible for much
of the upsurge in foreign training. As you know, these acts provide law enforcement
technical assistance in combating organized crime, financial crime, and narcotics
trafficking to Russia, the newly independent states of the former Soviet Union, and
other eastern European countries.

The majority of recent training has been provided under the sponsorship of the
Department of State’s Office of Antiterrorism Assistance and Office of International
Criminal Justice. During the last two years programs have been conducted in Rus-
sia, Poland, and Hungary, with training to be conducted this fiscal year in Romania
and Moldavia. In addition to this training, the FLETC also provides instruction in
financial crimes to students attending each session of the program conducted at the
International Law Enforcement Academy in Budapest, Hungary.

The FLETC maintains frequent contact and liaison with several foreign law en-
forcement academies, such as the Royal Canadian Mounted Police Academy,
Bramshill Police College in England, and the Australian Police Academy to further
collaborative efforts in training related to transnational crime. Additionally, in Jan-
uary of this year, the FLETC, in partnership with the Department of State's
Antiterrorism Assistance Program, sponsored a Training Directors’ Conference at
nearby St. Simons Island, Georgia. Approximately 35 senior-level training officials
from 17 Latin American countries participated. The focus of the conference was the
delivery of law enforcement training and education in support of counter terrorism
efforts in Latin America, and it was hailed by conferees as a great success.

During fiscal year 1996 the Center trained 583 foreign students, representing
1,455 student-weeks of training. Although the majority of the foreign training is
done at the request and under the sponsorship of the U. S. State Department, the
Center stands ready and has the capability to assist other agencies in meeting criti-
cal foreign training needs, particularly for the new governments in the former East
block countries.

FINANCIAL FRAUD INSTITUTE

Mr. Chairman, if I may, | would now like to spend a few minutes discussing the
Center’s Financial Fraud Institute.

The Financial Fraud Institute (FFI) was established by the FLETC's Board of Di-
rectors in April 1989 to serve as the hub for the Federal Government's efforts in
the fight against sophisticated white collar crime. The FFI provides training and/
or coordinates training related research and course development, and provides an
organized network for sharing training concepts/materials in the white collar crime
arena including financial and computer crimes.

Being a proactive organization, the FFI identifies the training methodologies and
provides the knowledge and skills criminal investigators need to combat the ever
increasing sophistication of financial and computer crime. The FFI is an important
element in dealing with this growing crime problem. Programs such as Criminal In-
vestigations in an Automated Environment, White Collar Crime, Advanced Finan-
cial Fraud, International Banking and Money Laundering, Computer Evidence
Analysis, Telecommunications Fraud, and International Financial Fraud are exam-
ples of training that the FFI can provide.

In addition to the information gathering and research conducted by its staff, the
FFI relies on feedback and guidance from a Consultant Group and the Federal Com-
puter Investigations Committee to guide and direct its program development efforts.
Recognized experts in the field of computer and telecommunications fraud serve on
these committees and provide the FFI with advice and insight necessary to stay
abreast of changing trends in this type of criminal activity.
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The FFI Consultant Group, formed in 1989, acts as the primary steering commit-
tee for FFI and ensures the currency of its curriculum. It meets annually, and its
membership includes representatives from the Secret Service, Customs Service, In-
ternal Revenue Service, Financial Crimes Enforcement Network, Department of
Treasury's Office of Enforcement, President's Council on Integrity and Efficiency,
American Bankers' Association, Department of Justice, Federal Reserve Bank
Board, Digital Equipment Corporation, American Institute of Certified Public Ac-
countants, Stanford Research Institute, American Society of Industrial Security,
American Bar Association, and the Communications Fraud Control Association.

The Federal Computer Investigations Committee (FCIC), formed around the same
time as the FFI Consultant Group, is an independent association of investigators,
attorneys, and other professionals involved in the prevention, detection, investiga-
tion, and prosecution of all types of computer crime. Representatives from more
than 30 Federal, state, county, and municipal organizations regularly participate on
this committee. It was born as a result of networking among the graduates of the
FFI's programs. Its mission is to develop methods, standards, and techniques for the
successful identification, investigation, and prosecution of complex computer and
computer-supported crime.

To complement its curriculum offerings, the FFI has also organized and sponsored
several brainstorming sessions or colloquies where experts in the field make formal
presentations and discuss the latest advancements in hardware, software, and in-
vestigative techniques to detect and/or prevent high-tech crime like telecommuni-
cations fraud. For example, in February 1996 the FFI hosted a colloquy on “Elec-
tronic Sources of Information.” More than 90 investigators and prosecutors from
both the state and Federal sectors attended, representing organizations such as: the
Financial Crimes Enforcement Network, National Security Agency, Central Intel-
ligence Agency, Department of Justice, and the National White Collar Crime Center.
Examples of topics covered in the colloquy were: “Law Enforcement in a Digital
World,” “Legal and Social Issues for Law Enforcement Investigations on the NET,”
and “Threats to Networks: Challenges for Law Enforcement and Investigations.”

Before closing Mr. Chairman, | would like to briefly discuss the FLETC's efforts
in measuring the quality of its training programs and meeting the needs of its cus-
tomers. | would also like to briefly touch on our application of computer based train-
ing at the FLETC.

STUDENT FEEDBACK SYSTEM AND CUSTOMER SATISFACTION SURVEY

The Student Feedback System (SFS) is a major element of the overall, on-going
quality assurance program at the FLETC. It was implemented at the Center in May
of 1990 and is one of the tools the FLETC uses to evaluate the quality of the Cen-
ter’s basic training programs. Data is collected and analyzed on the Criminal Inves-
tigator Training, Land Management, and Mixed Basic Police training programs.
Four forms are used to collect the data, a Course/Instructor evaluation form, a Pro-
gram evaluation form, and two Administrative Services evaluation forms. We are in
the process of expanding the SFS to include Center Advanced programs.

Under the SFS, students are asked to evaluate every aspect of their training expe-
rience while at the FLETC. For example, they are asked whether practical exercises
were realistic, whether examination question were clear and understandable, wheth-
er handout materials were helpful, or whether student conduct in the classroom
interfered with learning. In the administrative support services area they are asked
to rate housing, housekeeping, messenger service, recreational activities, dining
hall, bus service and so on. Finally, students are asked to rate the overall quality
of the program, instructors and administrative support services at the FLETC.

The SFS provides immediate feedback that can be used to improve programs and
has proven to be an important tool for maintaining the quality of FLETC training
programs. | am pleased to note that in the latest SFS cumulative report covering
fiscal year 1996, student perception of the overall quality of our programs and serv-
ices exceeded our established standards.

In addition to the SFS, the Center conducts customer satisfaction surveys to en-
sure that the FLETC is meeting the needs of its participating agencies. The latest
survey, for which complete data is available, was done during fiscal year 1994. The
survey measured customer satisfaction in three general areas: Training Systems,
Services, and Support Systems. In training systems and service categories, FLETC
ranked very high. The overall average for the areas evaluated under these two cat-
egories was 93 and 90 percent respectively. This indicates that over 90 percent of
FLETC customers feel the Center is meeting or exceeding their requirements in
these areas.
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Under training systems the agencies were asked to evaluate five areas: instruc-
tional facilities and resources, classroom scheduling, curriculum content, instructors
and overall quality of the training. Individual ratings in the three most critical
areas—curriculum content, instructors and quality of training—were 94, 96, and 94
percent respectively. These ratings reflect that our customers feel the quality and
cost effectiveness of training provided by FLETC is high and that the Center is
meeting or exceeding their requirements.

In the service category, our customers were asked to evaluate the quality of serv-
ices provided by the FLETC in 45 different areas. Examples of the areas our cus-
tomers were asked to evaluate include: student registration, fire prevention, emer-
gency medical services, recreational services, uniform issues, post office service,
moving service, telephone service, printing support, and safety and security service,
etc. Again, | am pleased to report that 90 percent of our customers felt the quality
of services provided by the FLETC met or exceeded their requirements.

Customers were also asked to evaluate the FLETC'’s support systems in 9 areas.
Examples are: student housing, maintenance, communication and interaction,
FLETC's policies, organizational structure, quality of FLETC management, and
agency participation in decision making. In this category, 76 percent of FLETC's
customers felt that the support systems of the FLETC met or exceeded their re-
quirements.

Following the survey, FLETC began working with its customers to improve its
performance in all areas, especially in those areas where customer expectations
were not being met. FLETC and agency personnel formed work groups to correct
identified weaknesses and changes were made to strengthen FLETC's performance
in communication, procurement, agency participation in decision making, and hous-
ing to name a few.

The Center recently conducted another customer satisfaction survey. Results of
that survey are currently being compiled and analyzed. Although the Center re-
ceived very high marks in customer satisfaction in 1994, we are even more pleased
with preliminary trends in the current survey data from our on-site participating
agencies. It shows an across-the-board improvement in almost all areas and indi-
cates the actions taken to correct weakness identified in the 1994 survey are having
the desired effect.

The Student Feedback System and customer satisfaction surveys ensure that
FLETC focuses on continuous improvement in meeting the needs of our students
and participating agencies. They are two important tools in the Center’'s perform-
ance monitoring system.

COMPUTER BASED TRAINING

For the past several years, the Center has been expanding the use of computer
based training (CBT) in its training programs as a means of improving quality and/
or controlling program costs. We are now using five CBT training courses in the
Basic Criminal Investigator Training Program and are also using computer based
interactive video training simulation to train in deadly force decision-making and
radio communications. Additionally, our Driver and Marine Division is in the final
stages of developing a computer based interactive video that will focus on defensive
and high speed pursuit driver decision making skills.

Much of the instruction provided using CBT is after hours and/or off duty training
that the student does on his own. This allows additional material to be covered in
a program to meet training requirements without increasing the length of the pro-
gram. It also allows students to review and practice skills that they are taught in
the classroom, reducing the need for remedial training.

CBT is a good long-run cost avoidance/savings and quality improvement tool.
However, the initial investment can be quite high in some instances, and that is
affecting the rate at which we are able to expand our use of CBT. The Center has
only scratched the surface in the use of CBT and its long term impact on the train-
ing we provide will be tremendous.

The FLETC's Firearms and Media Support Division staffs just recently completed
another computer based training module, the Situational Awareness and Response
Training CBT. The module combines CBT and interactive video technology using a
scripted scenario that primarily incorporates the Federal Law Enforcement Training
Center's (FLETC) Use of Force Model and the Justice/Treasury Use of Force Policy.
The video scenario is displayed on a computer screen and students are required to
select the best option from a button bar at one of several decision points in the sce-
nario. If the correct option is selected, the video continues uninterrupted. If an in-
correct option is selected, a narrator appears explaining the reason the option was
incorrect. This allows students to practice decision-making skills in a controlled
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training environment. It can be used in conjunction with or prior to other scheduled
training, and at the conclusion of training it can be used as an evaluation tool. The
training module’s file server can collect and compile comprehensive reports of stu-
dent performance to include class and individual performance analysis.

Although this training module is currently limited to firearms applications related
to the use of force, other divisions and agencies can easily build upon the basic sce-
narios. The development of the multi-media training module has generated interest
from other federal agencies and Department of Defense.

CLOSING

Mr. Chairman, | am committed to the mission of the Center to provide high qual-
ity training at the lowest possible cost. Substantial savings are being realized
through the operation of the Center as a consolidated training facility. I look for-
ward to your continued support as the FLETC strives to remain a partnership com-
mitted to excellence.

| am available to answer any questions you may have concerning this appropria-
tion request.



FINANCIAL CRIMES ENFORCEMENT NETWORK

STATEMENT OF STANLEY E. MORRIS, DIRECTOR

Senator CAMPBELL. Mr. Morris.

Mr. Morris. Thank you, Mr. Chairman, Senator Kohl, for this
opportunity to join with my colleagues to discuss the mission of the
1998 appropriation requests of the Financial Crimes Enforcement
Network [FINCEN].

MONEY LAUNDERING

FIinCEN is a small and unique agency with an incredible breadth
of responsibility. It has thousands of law enforcement customers,
regulates hundreds of thousands of financial institutions, and pro-
vides global leadership in the fight against money laundering.
FIiNnCEN operates in diverse forums, addressing extremely complex
issues. It carries out its work with carefully tailored skills and re-
sources enabling it to serve the broadest needs of its customers and
the American people.

To fully appreciate FinCEN's approach to combating money laun-
dering, it is important to understand the complexity of the prob-
lem. Money laundering is the fuel for drug dealers, terrorists, arms
dealers, and other criminals to operate and expand their enter-
prises. Indeed, organized crime cannot exist, much less flourish,
unless it can move its profits into legitimate financial institutions.

If unchecked, money laundering has the ability to destabilize
democratic systems and undermine economic and financial markets
around the world. As commerce is globalized, so is crime. It is cru-
cial that in a global economy a comprehensive international effort
be waged to combat this threat.

As Secretary Rubin has said and | quote:

In a global economy the comprehensive, international effort is required to choke
off the threat imposed by money laundering. Also, the diffusion of responsibilities
throughout government requires a coordinated and cooperative response within each
government. In the United States we have brought together elements of our Treas-
ury, State, and Justice Departments, and other agencies to deal with the issue.

Globally, other nations will similarly need to coordinate expertise from across a
range of ministries.

The coordinated and cooperative response described by Secretary
Rubin is at the heart of FInCEN’'s mission. It serves as a network
bringing together diverse groups with specialized expertise. It helps
coordinate the antimoney laundering efforts of Federal, State, local,
and foreign law enforcement and our regulatory agencies. All of
this is accomplished with 179 people—a small but very effective
team.

FISCAL YEAR 1998 BUDGET REQUEST

FIinCEN'’s fiscal year 1998 budget request of 181 FTE's and
$23,006,000 will enable us to continue our support to law enforce-
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ment investigations, regulatory efforts, and international coordina-
tion. In addition, under FinCEN'’s appropriation, we are proposing
that two one-time initiatives be funded from the violent crime re-
duction trust fund, $1 million for a Secure Communications Out-
reach Program which would be designed to improve secure commu-
nications among all the Treasury's law enforcement bureaus; and
$2 million in support of the President’s efforts to encourage money-
laundering countries to institute internationally accepted
antimoney laundering standards through training and techno-
logical assistance programs.

Thank you again for the opportunity to share our efforts with the
Committee. Please be assured that FInCEN will continue to use its
funds wisely and look for new and innovative ways to lead in our
fight against money laundering.

Thank you.

PREPARED STATEMENT

Senator CampPBELL. Thank you, Mr. Morris. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF STANLEY E. MORRIS

Mr. Chairman and members of the Subcommittee, thank you for this opportunity
to discuss the mission and the fiscal year 1998 appropriations request of the Finan-
cial Crimes Enforcement Network (FinCEN).

FinCEN is a unique agency with an incredible breadth of responsibility, particu-
larly considering its size. It has thousands of law enforcement customers, regulates
hundreds of thousands of financial institutions, and provides global leadership on
the problem of money laundering. Much is expected of it—and much is delivered.
FinCEN operates in diverse forums, addressing extremely complex issues. It carries
out its work with carefully tailored skills and resources enabling it to serve the
broadest needs of its customers and the American people.

This agency was first created seven years ago as a central source for financial
analysis and intelligence retrieval to assist in the investigation of money laundering
and other financial crimes. Then, two and a half years ago, its mission broadened
to include regulatory responsibilities. And now with its burgeoning international
programs, it serves as one of the key components of Treasury’s anti-money launder-
ing efforts.

FinCEN's fiscal year 1998 budget request of 181 FTE's and $23,006,000 continues
its support to law enforcement investigations, regulatory efforts, and international
coordination. In addition, under FinCEN's appropriation, we are proposing that two
one-time initiatives be funded from the Violent Crime Reduction Trust Fund: $1
million for a Secure Communications Outreach Program which would be designed
to improve secure communications among Treasury's law enforcement bureaus; and
$2 million in support of the President’s efforts to encourage money laundering coun-
tries to institute internationally accepted anti-money laundering standards through
training and technical assistance programs.

THE MAGNITUDE OF MONEY LAUNDERING

In order to appreciate FInCEN'’s approach to combating money laundering, it's im-
portant to understand the complexity of the problem. Today, | will discuss that com-
plexity and then FinCEN's methods for helping to address the problem.

Money laundering is the fuel for drug dealers, terrorists, arms dealers, and other
criminals to operate and expand their enterprises. Indeed, organized crime can not
exist much less flourish unless it can move its profits into legitimate financial insti-
tutions. If unchecked, money laundering has the ability to destabilize democratic
systems and undermine economic and financial markets around the world. As com-
merce is globalized, so is crime. It is crucial that in a global economy, a comprehen-
sive, international effort be waged to combat this threat.

As Secretary Rubin has said in the past: “In a global economy, a comprehensive,
international effort is required to choke off the threat posed by money laundering.
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Also, the diffusion of responsibilities throughout government requires a coordinated
and cooperative response within each government. In the United States, we have
brought together elements of our Treasury, State and Justice Departments, and
other agencies, to deal with the issue. Globally, other nations will similarly need to
coordinate expertise from across a range of ministries.”

The coordinated and cooperative response described by Secretary Rubin is at the
heart of FINCEN’s mission. It serves as a network, bringing together diverse groups
with specialized expertise. It helps coordinate the anti-money laundering efforts of
federal, state, local, and foreign law enforcement and regulatory agencies. All this
is accomplished with 179 people—a small but very effective team.

FinCEN accomplishes its missions in the following ways:

—First, supporting law enforcement investigations at the federal, state, and local

level by providing intelligence and analysis;

—Second, regulating financial institutions under the Bank Secrecy Act—the

BSA—(the nation’s primary counter money laundering law);

—Third, helping to influence and guide the international fight against money

laundering through both bilateral and multilateral initiatives; and

—Fourth, playing a leadership role in creating unique approaches to dealing with

and beating sophisticated financial criminals at their game.

We do not accomplish these enormous tasks alone. FInCEN relies on its partners
in law enforcement—at the federal, state, and local levels, the regulatory commu-
nity, the financial sector, and numerous organizations around the world. The work
is too complex and far-reaching to do without the support and expertise of all the
players.

I. LAW ENFORCEMENT SUPPORT

The original mission of FINCEN centered on law enforcement case support. This
is still our primary mission, but we have expanded it to include specially tailored
forms of assistance. Let me describe the five categories of support.

Direct Case Support.—Since its creation in 1990, FinCEN has provided almost
38,000 analytical case reports involving over 100,000 subjects to federal, state, and
local law enforcement agencies. Last year alone, FInCEN worked with more than
150 different agencies, answering more than 7,600 requests for investigative infor-
mation. Using advanced technology and countless data sources, FInCEN links to-
gether various aspects of a case, finding the missing pieces to the criminal puzzle.

Our compilation of databases provides one of the largest repositories of informa-
tion available to law enforcement in the country. FinCEN'’s technology and expertise
draws representatives from 17 agencies—the major federal investigative agencies—
in order to have direct access to our information. These are analysts and agents who
serve long-term details at FinCEN. These individuals are critical in the case devel-
opment process and act as a point of contact on essential law enforcement dissemi-
nation issues.

Platform Access.—FIinCEN support is also provided to law enforcement agencies
through a “Platform” which is a way to permit others to use FinCEN's resources
directly to carry out their work. FinCEN pioneered the Platform in 1994, offering
training, office space and database access to employees of other federal agencies who
needed to conduct research on cases under investigation by those agencies. Platform
personnel are on the payroll of other federal agencies and come to FInCEN on a
part-time basis to work only on cases being conducted by their own offices or agen-
cies. These individuals know the needs of their organization and can support that
need directly through database access. FInCEN is currently assisting 43 Platform
participants from 21 agencies. About 10 percent of FInCEN'’s case work last year
and 20 percent so far this year was carried out through these Platforms.

Artificial Intelligence Targeting System.—FinCEN's Artificial Intelligence (Al) sys-
tem is yet another avenue available to law enforcement in the fight against money
laundering. Through the employment of advanced Al technology, the system pro-
vides a cost effective and efficient way to locate suspicious activity in the tens of
millions of currency transaction reports required by the Bank Secrecy Act.

For the first time in the 25 year history of the act, every reported financial trans-
action can be reviewed and evaluated. This unique blend of state of the art tech-
nology within a user friendly environment provides intelligence analysts and federal
investigators with the ability to link ostensibly disparate banking transactions, pro-
ducing hundreds of leads for new investigations.

FinCEN’s innovative system finds potential suspects during the Al analysis who
might have otherwise gone undetected. This technology and the expertise of
FinCEN's analysts essentially find the needles in the haystack. Since the creation
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of the system in 1993, it has matched more than 39 million BSA reports against
the algorithms of the system, revealing over 3,500 subjects.

Support to ICG.—FIinCEN also is supporting the Interagency Coordination Group
(ICG) whose purpose is to share money laundering intelligence in order to promote
multi-agency money laundering investigations. The group includes the Internal Rev-
enue Service, the U.S. Customs Service, the Drug Enforcement Administration, the
Federal Bureau of Investigation, and the United States Postal Service. FinCEN and
the Department of Justice’s Criminal Division, serve as advisors to the group.
FinCEN provides a central site for the group’s operations and the support of four
personnel who provide research and analysis of the intelligence information gen-
erated by the group. This intelligence, coordinated in FinCEN's case lab, is then dis-
seminated to case agents currently working major money laundering investigations
in the field.

Through analyzing information provided by the ICG, FinCEN's case lab has iden-
tified more than 5,000 bank accounts opened in the United States by Colombian/
Mexican money launderers. By tailoring one of FInCEN’s computer applications,
these accounts have been linked to other accounts, providing additional intelligence.

Several weeks ago, FInCEN hosted a meeting of more than 100 investigators, ana-
lysts, and prosecutors to develop a strategy for leveraging the intelligence gained
from this process. This law enforcement group is considering both domestic and
international operations to cripple the major money laundering systems.

Gateway.—FINCEN'’s network extends to state and local governments in order to
ensure the widest possible anti-money laundering effort. Through a system called
Gateway, state and local law enforcement agencies have direct, on-line access to
records filed under the Bank Secrecy Act, the largest currency transaction reporting
system in the world. BSA records contain information such as large currency trans-
actions, casino transactions, international movements of currency, and foreign bank
accounts. This information often provides invaluable assistance for investigators be-
cause it is not readily available from any other source.

Using FinCEN-designed software, the Gateway system saves investigative time
and money because subscribing agencies can conduct their own research and not
rely on the resources of an intermediary agency to obtain BSA records. All states
and the District of Columbia are now on-line with the system. In fiscal year 1996,
Gateway processed 49,466 queries from 45 states. Through February of this year,
FIinCEN has received 21,843 Gateway queries from 48 states.

During the research and analysis process, Gateway electronically captures the in-
formation gathered on incoming inquiries and automatically compares this informa-
tion to subsequent and prior queries from Gateway customers. About 17,000 sub-
jects have been identified through Gateway. In addition, Gateway users ask FinCEN
to match about 600 new subjects each month against its other databases to identify
potential parallel investigations. This technique enables FInCEN to assist state and
local agencies in coordinating their investigations among themselves, and with fed-
eral agencies, through the sharing and exchanging of case data. (In other words,
FinCEN has the ability to “alert” one agency that another has an interest in their
subject.) In 1996, 356 “alerts” were given to agencies who had an interest in the
same investigative subject. From October 1996 through February 1997, 186 “alerts”
were issued.

Since the inception of Gateway in 1994, 463 representatives of state and local law
enforcement (to include state attorney general offices) have been trained on Gate-
way. As of March 1, 1997, there were 354 active users of the system.

In all the programs | just described, our goal is to give our customers access to
as many tools as possible to build their investigations and to share our expertise
in as many ways as possible. With the volume and complexity of the work, it is im-
possible to always do their analysis and intelligence gathering for them. Nor should
we try. Agencies know best what they need for their case work. FINCEN strives to
find all the avenues—whether it be traditional data analysis, detailee support, Plat-
form, Artificial Intelligence System, the ICG or Gateway—to leverage our resources
to efficiently and effectively serve the greatest number of customers. | believe that
if we did nothing more than this law enforcement investigative support, FinCEN
would justify its resources, but we do much more.

I1. ANTI-MONEY LAUNDERING REGULATORY PROGRAM

The link between FinCEN'’s law enforcement mission and its regulatory mission
is vital. The first mission finds ways to create and manage information needed by
front-line investigators and prosecutors, and by policy makers. On the regulatory
side, the Bank Secrecy Act is used to require the preservation at financial institu-
tions and, where appropriate, the reporting, of that information to law enforcement.
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It makes no sense to require information—and impose burdens on banks and oth-
ers—if the information isn't essential to our anti-money laundering strategy. And,
it makes no sense to have potentially useful information that you can't get to an
investigator in time for successful case development.

That's where the BSA and FinCEN's database management and exploitation pro-
grams come together. The BSA increasingly supplies the input, and FInCEN's law
enforcement support supplies the output. We endeavor only to require information
of a type and in a form we can really put to use, and to use the BSA to get that
information in a way that our database systems and intelligence programs are pre-
pared to handle.

Our regulatory program reflects two principles. First, effective anti-money laun-
dering programs must address the needs of law enforcement without creating un-
necessary burdens on the financial community. FinCEN works in partnership with
banks and others to establish these policies and regulations to prevent and detect
money laundering. Second, the Bank Secrecy Act rules must be of use to, and capa-
ble of audit and enforcement, by other agencies—the five federal financial super-
visory agencies (as well as in some cases state banking officials), the Securities and
Exchange Commission, the Examination Division of the Internal Revenue Service,
and federal and state law enforcement agents and prosecutors. | think you can see
how complex the issue is—just in the number of organizations involved in the proc-
ess, much less the complexity of the regulations themselves.

None of this is easy for a small agency (or for that matter a big agency). There
are more than 200,000 financial services providers—from the largest money center
banks to the scattered currency exchange businesses along the Southwest border,
with hundreds of variations in between—that are subject to the BSA rules. Enforce-
ment authorities around the nation—and, importantly, the Congress—look to us to
use the BSA, as intended, to come up with appropriate civil strategies to prevent,
detect, and enforce the laws against money laundering. At the same time, these fi-
nancial institutions (from big to small) look to us for rules that make sense, don't
impose unnecessary or arbitrary costs, and fit their own sense of what it takes to
fight financial crime effectively.

So there is no place for quick, “off the rack” solutions. There's no cookbook listing
the recipes, let alone describing how to get the wide variety of regulators, agencies,
and financial institutions involved to understand and to use the rules effectively.

The financial industry is a crucial part of this picture. As we've often said, we
cannot succeed in fighting money laundering in a professional world that separates
enforcement and regulation, or the public and private sectors. We must break down
narrow and parochial thinking. We need to be more flexible and creative than crimi-
nal organizations. Thus, our strategies for prevention emphasize working with the
legitimate businesses that see potential money launderers first, up close—that is,
banks and other financial institutions.

FinCEN’s regulatory program is developed in close consultation with the public
and private officials represented on the Bank Secrecy Act Advisory Group (BSAAG),
which has proved extremely effective as a forum for a frank exchange of views and
fostering of increased cooperation and understanding between law enforcement and
the financial community. Since its creation in 1994, the BSA Advisory Group has
been hailed by the Treasury, Advisory Group members, the public and the G-7 Fi-
nancial Action Task Force as an innovative way for government and industry to
work together in a partnership to fight financial crime while reducing industry’s
regulatory burden.

The group’s members represent the financial services industry, from big banks to
small ones, as well as the securities and casino industries and the nonbank sector,
such as check cashers, money transmitters and traveler’s check issuers. In addition,
there is representation from state and federal law enforcement and regulatory au-
thorities. The group discusses the problems of domestic and international money
laundering and the programs created to fight financial crimes.

Both in the design and formulation of the details of regulatory proposals, FinCEN
consults on a regular basis with officials in other federal enforcement and regulatory
agencies, both within the Treasury and Department of Justice, and, as we said, with
financial industry officials. State officials are also consulted where states have sig-
nificant experience and primary regulatory responsibility.

Let me describe some examples of how FinCEN'’s regulatory strategy focuses on
increasing the quality of the information and preventing our financial institutions
from being used for money laundering:

Exemptions.—Currency Transaction Reports—CTR’'s—(reports which are filed by
banks on cash transactions over $10,000) and other key BSA reports still provide
the basic raw material for FInCEN analyses—in individual cases and for broader
analyses of patterns of illegal money movement. But the meaningful CTR data is
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often obscured by a large volume of information that is not necessary or relevant—
and that clogs the system. In fact, the BSA database is made up of more than 100
million reports filed by financial institutions.

Last year more than 12 million CTR’s were filed, the significant majority of which
involved legitimate commercial transactions. While banks are permitted to “exempt”
certain transactions from CTR filings, the existing process is too complicated, re-
quires constant monitoring and creates significant liability for penalties for mis-
takes. With these risks and advances in technology, many banks have decided to
file CTR’s rather than exempt.

So we're trying to use the Congressional directive in the Money Laundering Sup-
pression Act to unclog the system. FInCEN has issued an interim rule (soon to be
a final rule) which creates “bright line tests” by which banks may exempt most pub-
licly traded companies and their subsidiaries as well as transactions with domestic
banks and government agencies realizing that these CTR'’s are “of little or no value
for law enforcement purposes.”

Also, we hope very soon to issue a notice of proposed rulemaking totally eliminat-
ing the present—complex, costly and much criticized—exemption system by expand-
ing the types of businesses eligible for exemption beyond the entities listed above
to also provide simplified procedures to exempt retail, wholesale and service busi-
nesses as well. The purpose of these proposed rules is to cut the number of filings
by at least half and release the banks from burdensome processes so that they can
focus on information important to investigators such as the reporting of suspicious
activity.

It's important to note that when the substance of our proposals was first an-
nounced by FinCEN, the American Bankers Association issued a news release ap-
plauding the effort, stating in part, “FinCEN’s new currency transaction reporting
exemption regulation is a victory of reason over process...(these changes) will cut
down on paperwork, save the banking industry millions of dollars and allow law en-
forcement to focus on truly suspicious activity.”

SARS.—Working closely with the Federal Reserve Board and the other regulatory
agencies, the new Suspicious Activity Reporting System (SARS) focuses on informa-
tion government does require—information about transactions that appears to rep-
resent attempts to launder funds or violate the banking laws. The SAR system al-
lows banks to report suspected criminal activity such as bank fraud, misdeeds by
bank officials, tax fraud, check kiting, credit card fraud, embezzlement or money
laundering, to one collection point.

The new system, which went into effect in April 1996, merged and revolutionized
two older reporting systems that had been in place for over a decade. Under the
old system, banks filed more than two million pieces of paper, usually through the
mail, in order to report suspicious activity occurring at or through banks; separate
filings were made with numerous law enforcement and regulatory agencies, and no
uniform mechanism for tracking the referrals (or even knowing that they had been
made at each agency) existed.

This single centralized system allows more than a dozen federal law enforcement
and regulatory agencies to use the information in these reports simultaneously. The
single filing point for banks permits the rapid dissemination of reports to appro-
priate law enforcement agencies, provides for more comprehensive analyses of these
reports, and results in better information about trends and patterns which is vital
to Treasury enforcement in our efforts to address money laundering. As of this
month, financial institutions have filed almost 65,000 SARS. And about 40 percent
of SARS filings reported suspected money laundering activity.

The system is administered by FinCEN in a unique partnership with the IRS De-
troit Computing Center, federal law enforcement and the five bank regulatory agen-
cies. In the context of technology and keeping one step ahead of criminals, the SARS
will significantly improve law enforcement’'s ability to detect, analyze and under-
stand criminal financial activity. The users of the information—the IRS/CID, U.S.
Customs, U.S. Secret Service, the FBI, the U.S. Attorneys, the federal bank regu-
lators, and state law enforcement agencies and banking supervisors now have equal
access to the data as soon as its processed.

Wire Transfer Rules.—The world's intricate wires transfer systems move over $2
trillion a day, involving over 500,000 transactions. In the past, wire transfers offered
criminal organizations an easy, efficient and secure method of transferring huge
sums of money over a very short period of time. However, two funds transmittal
(wire transfer) rules issued jointly by FinCEN and the Federal Reserve became ef-
fective on May 28, 1996. Requiring years to design, these wire transfer rules pre-
serve an information trail about persons sending and receiving funds through wire
transfer systems, helping law enforcement agencies trace criminal proceeds.
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Casinos.—Since 1985, when state-licensed casinos were first subjected to the safe-
guards and controls of the BSA, the size and availability of casino gaming in the
U.S. has increased dramatically. At that time, the new rules applied only to casinos
in Puerto Rico and Atlantic City, New Jersey. Under an agreement between the
state of Nevada and Treasury, that state’s casinos were subject to a separate regu-
latory regime. Today commercial casino gaming is authorized in fifteen states and
accounts for nearly half a trillion dollars in wagered funds.

Concurrently, there has been a significant expansion in the availability of bank-
like financial services provided to casino patrons, including the establishment of de-
posit and credit accounts, and money transfer, currency exchange and check cashing
services. Given the large volume of activity occurring at casinos, and the cash-inten-
sive nature of transactions, this industry is vulnerable to abuse by customers intent
upon committing money laundering, tax evasion and other financial crimes.

FinCEN has worked closely with the industry to ensure that effective anti-money
laundering programs exist, including working with the new American Gaming Asso-
ciation and state casino associations and regulators from Nevada, New Jersey, Puer-
to Rico, Mississippi and other jurisdictions.

Tribal Casinos.—In addition to the growth in state-licensed gaming, in the six
years since Indian tribal casinos were first established in the U.S., this segment of
the industry has spread to nearly half of the states and accounted for over $50 bil-
lion in funds. In order to meet Congress’ direction in the Money Laundering Sup-
pression Act to end the disparate regulatory treatment of tribal casinos, and in rec-
ognition of the unanticipated growth of this industry, FINCEN began the extensive
process of meeting with representatives of tribal governments, casino operators and
others associated with this industry. We conferred with The National Indian Gam-
ing Commission, National Congress of American Indians and, most especially, the
National Indian Gaming Association.

In April, 1996, FinCEN sponsored a BSA conference designed specifically to ad-
dress compliance with the new regulations. While tribal representatives often ex-
press concern over the potential threat to their tribal sovereignty, FinCEN has been
cited favorably for its willingness to work with the tribal community through the
regulatory process.

Moreover, our regulations were designed to avoid a contentious issue between
tribal and state governments, by applying these regulations uniformly regardless of
whether state-tribal compacts were in force. This rule received no critical comments
and, on August 1, 1996, it went into effect largely as proposed.

Our experience in dealing with casinos has taught us that non-traditional finan-
cial services providers require special attention, and also a creative, and sometimes
flexible, regulatory approach. That experience should serve us well as we deal with
the challenge of upgrading BSA compliance and anti-money laundering controls in
what we've come to call “money services businesses,” a subject to which I'd now like
to turn.

Money Services Businesses.—As you may know, hearings were recently held by the
House Banking Committee which focused on a geographic targeting order, or “GTO.”
The U.S. Customs Service, IRS, New York City Police, FInCEN, and others sup-
ported an anti-money laundering operation which caused a dramatic reduction In
the amount of illicit funds moving through New York money transmitters. The GTO
required 22 licensed transmitters of funds to report information about the senders
and recipients of all cash purchased transmissions to Colombia of $750 or more.

As a result of the GTO, the targeted money transmitters’ overall business volume
to Colombia dropped by approximately 30 percent. With this mode of moving money
to Colombia restricted, the criminals had to find other means of moving their money
so they turned to bulk smuggling. This method of money movement is vulnerable
to law enforcement interception and resulted in a dramatic increase in the amount
of currency seized along the East coast—over $50 million while the GTO was in ef-
fect. This figure is approximately four times higher than in previous years. The
GTO was a great success story for both federal and local law enforcement.

The GTO focused a search-light on a little-understood but very large and impor-
tant part of the financial sector. This is the class of non-bank businesses that sell
money orders and travelers checks, transmit funds, exchange currencies and cash
checks. (We think the businesses are better-described by the term “money services
businesses” than “non-bank” financial institution, because the latter term also in-
cludes broker-dealers, insurance companies, and gaming businesses.) Although the
businesses that offer these products are often small, the industry is anything but.
It is estimated that $200 billion passes through these businesses each year. As |
indicated above, we think that there may be in excess of 200,000 businesses nation-
wide that offer one or more of these products.
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Of course, as in the case of the nation’s banks and securities firms, most money
service business operators and agents are law-abiding, cooperate with enforcement
authorities, and, in truth, are as interested in cost-effective financial law enforce-
ment as we are. But the GTO indicates that we need to pay more attention to up-
dating the way the BSA applies to these businesses, and to equalize the money
laundering controls to which various types of financial institutions are subject; this
is not just a question of new rules, but rather of extending existing rules to non-
bank money service providers.

Three proposed rules to address money services businesses are currently under
review. Each of them is better because of our partnerships with industry and law
enforcement. The first proposal sets forth a registration scheme that is designed to
capture crucial information about money transmitters, check cashers, currency ex-
changers and issuers, sellers, and redeemers of money orders and traveler’s checks,
while at the same time not imposing an undue burden on small businesses engaged
in providing these services.

The other two proposals would extend the suspicious transaction reporting re-
quirement to certain categories of money services businesses and require special
currency transaction reporting and recordkeeping by money transmitters. These pro-
posals are based not only on the general knowledge of the industry that we have
gained in connection with the registration proposal, but also on the experience of
the New York GTO.

| want to emphasize that the three packages I've described are still in review and
are simply notices of proposed rulemaking. We look forward to working with indus-
try groups to refine the proposals to strike the necessary balance between the many
competing factors that must be weighed to devise workable rules in this area.

As | think you can see, we've been asked to tackle a wide variety of problems and
issues on the regulatory side. There is no set of “instructions for assembly” that
comes with these tasks, and few precedents for designing a regulatory system that
truly enlists the cooperation of financial businesses in making money laundering
harder to carry out and easier to detect. As in the case of our law enforcement sup-
port operations, | hope you'll agree that the taxpayers would be getting their mon-
ey’s worth if all of FInCEN's efforts were devoted simply to re-engineering the BSA.
Still, we are required to and should do more.

I1l. INTERNATIONAL INITIATIVES

The “business” of laundering money in the United States is being made more dif-
ficult. The consequences of these successes here at home are two-fold. First, crimi-
nals are being forced to search for financial systems beyond our borders in which
to disguise their illicit proceeds. Secondly, a growing list of countries are recognizing
the corrosive dangers that unchecked financial crime poses to the integrity of their
economic and political systems. As a result, countries are seeking Treasury's and
FinCEN's assistance in establishing effective anti-money laundering programs.

We are meeting the challenges created by a borderless marketplace for money
launderers by developing and fostering bilateral and multilateral initiatives aimed
at whittling down the number of countries who choose not to play by international
standards. FINCEN has helped Treasury provide international leadership in devel-
oping and fostering global anti-money laundering strategies, policies, and programs,
and reaches out to assist countries in implementing those standards. FinCEN has
received worldwide recognition for its capabilities and accomplishments and we are
frequently called upon to provide guidance and assistance in multilateral fora, as
well as in individual government-to-government exchanges.

Our principal efforts in the international arena include:

Financial Action Task Force (FATF).—In just the past three years, FinCEN has
been instrumental in revitalizing the world’s premier anti-money laundering organi-
zation, the Financial Action Task Force. Created at the G—7 Economic Summit in
1989, the FATF is comprised of 26 countries. It is dedicated to promoting the devel-
opment of effective anti-money laundering controls and enhanced cooperation in
counter-money laundering efforts among its membership and around the globe.
FIinCEN serves as the lead agency for coordinating the U.S. role within the FATF.
It heads up the U.S. delegation which consists of Treasury, State and Justice, and
| am one of six members of the FATF Steering Group.

The U.S. held the Presidency of the FATF from July 1995 to July 1996. During
the U.S. presidency, FINCEN spearheaded the successful effort to strengthen the
Task Force’s 40 recommendations, the standards for countries to follow in combating
the laundering of criminal proceeds. This was the first update to the recommenda-
tions since they were issued in 1990.
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FATF also mandates “mutual evaluations"—regular, on-site peer-group examina-
tions of each member nation’s progress in implementing anti-money laundering con-
trols. A mutual evaluation of the United States was conducted in December 1996.
The positive evaluation that the United States received lends international credibil-
ity to U.S. anti-money laundering programs as well as further establishes U.S. lead-
ership in countering money laundering worldwide.

FinCEN has given new focus to FATF's Annual Typologies Exercise, this year per-
suading FATF to issue a public version of its report. The annual typologies meeting
brings together law enforcement representatives from member countries to discuss
current money laundering trends and patterns. Disseminating public versions of
these reports to financial institutions in the private sector provides them with valu-
able feedback about the usefulness of compliance programs to law enforcement. This
year’s report contains an annex which discusses the money laundering implications
of emerging payment systems, such as electronic money (e-money) and Internet
transactions.

A primary goal of the U.S. has been to expand FATF's anti-money laundering
standards to key regions around the world. To this end, it has encouraged the devel-
opment of sister organizations such as the Caribbean Financial Action Task Force
(CFATEF) and the Asia/Pacific Group on Money Laundering.

FinCEN played a role in the success of a conference held in October 1996 in South
Africa. The conference resulted in 13 countries from the region agreeing to seek the
establishment of a Southern and Eastern African Financial Action Task Force. We
are especially encouraged by this first but important step towards bringing a key
region of the world under the FATF umbrella.

With strong encouragement from the United States, the current President of the
FATF has been developing contacts with the Multilateral Development Banks, such
as Asian Development Bank and the Inter-American Development Bank.

Financial Intelligence Units and the Egmont.—We are witnessing a new world-
wide phenomenon, that is the establishment of financial intelligence units (FIU’s)
in countries through out the globe. These units serve as the central focal point for
countries’ anti-money laundering efforts. Just five years ago, there were less than
a handful of FIU's in the world. Today, there are at least 29 such units. The mo-
mentum for this development came about as a result of several years of an intensive
anti-money laundering effort by FInCEN and its counterparts in Europe and Aus-
tralia.

Under the leadership of FINCEN, a core group of FIU’s met for the first time in
Brussels in 1995 and created an organization known as the Egmont Group. This
group serves as an international network, fostering improved communication and
interaction among FIU’s in such areas as information sharing and training coordina-
tion.

Although differing in size, structure and individual responsibilities, Egmont mem-
bers share a common purpose—cooperation in the fight against money laundering
through information exchange and the sharing of ideas.

The effort to increase communication among FIU's has been furthered by
FIinCEN's development of a secure web site which will permit members of the
Egmont Group to access information on FIU’s, money laundering trends, financial
analysis tools, and technological developments. We cannot emphasize strongly
enough the importance we place on the expansion of financial intelligence units
around the world. It is the embodiment of the network concept offering support to
law enforcement nationally and internationally.

International Criminal Police Organization (Interpol).—Interpol is an inter-
national organization established to facilitate information sharing and coordination
among nations in worldwide criminal investigative matters. Treasury's Under Sec-
retary for Enforcement has served on Interpol's Executive Committee. At the 64th
session of Interpol’'s General Assembly held in October 1995, a resolution was unani-
mously adopted establishing the first major anti-money laundering declaration in
the organization’s history. Additional progress against money laundering is made
through annual financial analysis conferences which FinCEN co-sponsors with
Interpol’'s FOPAC unit. In fact, just yesterday | was in Buenos Aires at the annual
FIinCEN-FOPAC conference, where more than 20 countries were discussing the
ways governments can use suspicious activity reports filed by financial institutions
to combat money laundering.

Interpol is also focusing on money laundering controls in the countries of the
Former Soviet Union and Eastern European. As these governments struggle to put
into place effective regulatory and legal infrastructures, ample opportunities for
criminals to launder their money exist. The Secretary General of Interpol called
upon FIinCEN to lead an examination of the economic environment and factors that
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impact money laundering in 15 of 26 of these countries. Since July 1995, 13 of the
15 reports have been drafted under “Project Eastwash.”

FinCEN and FOPAC's combined efforts have generated the political will in sev-
eral of these countries to begin establishing anti-money laundering regimes. For ex-
ample, the Latvian government used our Eastwash report as the impetus to push
forward with efforts to develop new anti-money laundering measures. Through at-
tendance at the annual financial analysis conferences, Slovakia and Czech Republic
moved to establish FIU’s, and most recently, several Latin American countries (Ar-
gentina, Colombia, Uruguay, and Bolivia) used these discussions to initiate similar
efforts.

Summit of the Americas (SOA).—In December 1995, Treasury Secretary Rubin
chaired a conference in Buenos Aires, Argentina, that was attended by Ministers
from 29 of the 34 SOA nations. FinCEN led the year long effort to lay the ground-
work for the Buenos Aires Conference by coordinating the development of a
Communiqué—a document which commits each of the participating countries to
take a series of steps to combat money laundering.

Treasury and FinCEN, along with other agencies, are leading the follow-up efforts
to the conference. This includes offering coordinated training and assistance to SOA
participating countries. The process is beginning to take effect. At least 25 of the
34 Summit countries have taken positive steps toward implementing the
communique by passing, amending or drafting legislation, or issuing related regula-
tions.

Money laundering continues to pose a serious threat to the stability of the world’s
financial institutions. Yet, in the past two years, more than 25 countries with as
varied political systems as Bulgaria and New Zealand have passed anti-money laun-
dering laws. About a dozen others such as Russia, Israel, Ukraine, and Mauritius
have draft laws or regulations pending.

The role that the United States plays, both by itself and as part of multilateral
efforts, is critical in setting effective standards in the fight against money launder-
ing. FiNnCEN is at the forefront of this world wide movement. We have found that
it is important to share our expertise—as well as our mistakes—with our foreign
counterparts. FInCEN representatives have visited five continents and more than 50
countries in the past three years urging these countries to take the money launder-
ing threat seriously and adopt effective anti-money laundering measures. We have
also acted as host to 313 visitors representing 71 countries since the fall of 1995.

IV. LEADERSHIP

The fourth and final area goes to fundamentally how we get all of this done. As
| said earlier, we are indeed, a small agency. | hope that it is also recognized that
small does not mean unimportant as evidenced by our critical and in many cases,
leading role in the fight against financial crime. Granted, we do not have a sizable
work force. Therefore, we cannot possibly do everything ourselves, but it isn't size
but rather expertise and the help of others that permits us to accomplish our many
missions. In fact, it is our small size that allows us the flexibility to operate as our
name suggests, i.e., as a “network.”

Candidly, we like being and want to remain relatively small. We do not want to
increase our size substantially but rather our effectiveness and ability to influence
others. In short, we must rely on our own skills to persuade and lead.

In the era of financial globalization, no single set of skills or tools alone can pro-
tect the financial system from abuse. One reason we are able to accomplish so much
with so few is the diversity and professional dedication of the men and women of
FinCEN. We are former bankers, linguists, law enforcement agents, regulatory offi-
cials, academics, lawyers and computer experts. This is why we are able to lead and
think outside of the status quo. And, | would like to mention a few areas to illus-
trate what | mean.

Technology.—In the area of technology, we really are pioneers. FInCEN uses state
of the art technology to not only strengthen its own capabilities, but also to improve
the means by which we provide investigative support and analysis to law enforce-
ment.

In addition to having what has been called one of the best and most informative
government Web Pages on the Internet by Federal Computer Week magazine, we
have developed a sophisticated Intranet network of databases to link financial, law
enforcement and commercial information to provide cost-effective and efficient meas-
ures (“one stop shopping”) for federal, state and local law enforcement officials to
prevent and detect financial crime. FinCEN provides this information/access for no
charge, but it is true that there is no such thing as a free lunch. What we gain is
additional information on investigations to assist future investigations; this allows
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us to link ongoing investigations together to avoid duplication, and assemble masses
of data to identify strategic trends. In this regard, our Gateway system won an
award in 1995 from Government Executive magazine for identifying creative ways
to enlist the support of other entities.

FinCEN’s Artificial Intelligence (Al) system is another example of how FinCEN
has used technology to improve the quality of information. And, as | described ear-
lier, the SAR system has integrated technology and pooled the information, exper-
tise and resources of several different regulatory agencies to develop a system that
was better and more efficient for the government as well as the industry.

Partnership.—Five years ago, the BSA concentrated on the reporting of currency
being deposited into banks. Today, money laundering methods, as well as the finan-
cial service sector, has changed dramatically. Our success at deterring and identify-
ing large currency deposits has forced criminals to use alternative more sophisti-
cated methods to gain access to the financial systems. As a result, we have had to
employ more sophisticated counter measures. Now financial services are provided by
hundreds of thousands of entities ranging from traditional depository institutions to
broker dealers, state and Indian casinos, check cashers, currency exchangers, issu-
ers and sellers of money order and travelers checks as well as money transmitters.
Needless to say the government’s resources dedicated to this fight have not and
could not possibly increase at the same rate. Therefore, we have had to do more
with what we have. We have done this by developing partnerships with the affected
industries who share our mission as well as with other nations.

Money laundering is a global problem and cannot be handled on a national basis.
Treasury and FinCEN have led the world in promoting effective international anti-
money laundering measures. As you have heard, we use the creation of regional or-
ganizations to ensure a level playing field and provide support and expertise to
international organizations like FATF, CFATF, Organization of American States,
the Summit of the Americas and emerging areas such as Africa and Asia.

We have also begun to build new relationships with the nearly 30 Financial Intel-
ligence Units (FIU’s) throughout the world. Toward that end, FinCEN has again
used technology as an important tool. FinCEN, as the U.S. representative to this
group, is coordinating the development of an International Secure Web System to
provide a centralized information exchange service. Improved interaction and com-
munication among the membership will serve a broad range of common goals in the
area of information sharing and training and technical assistance.

Leadership through inclusion is working at home on the domestic front. As you
have heard, our Advisory Group is a sounding board and “reality check.” The mem-
bers are truly the best and brightest of the industry and do not work for the Treas-
ury, but thankfully work with us to provide insight and recommendations for im-
provement. We have also used outside assistance in our study of the NBFI industry,
not only by working with members of the industry, but also by commissioning stud-
ies to assist us in understanding the nature and importance of this industry. There-
fore, the outreach beyond government is allowing us to develop effective and com-
mercially feasible anti-money laundering measures.

Another area of which | am very proud is FinCEN’s study of emerging new pay-
ment technologies often referred to as E-Money. FinCEN was one of the first gov-
ernment agencies to begin studying this issue over 2%> years ago. Our interest and
ability to grasp and lead on this issue reflects our various responsibilities. As a reg-
ulator, we administer and maintain the largest currency reporting system in the
world and our computer expertise and experience in attempting to curtail launder-
ing of currency makes us particularly sensitive to crimes that could be facilitated
by cutting-edge information technology. However, our most crucial role is that of
being a network. E-Money, as expected, has raised many issues that go beyond
FinCEN's or any other single agency’s jurisdiction or mission. Our approach was to
raise awareness of the issues and bring together and support government agencies
and the private sector to work in cooperation to discuss the implication of these sys-
tems as they are being developed.

Our efforts began with a September 1995 Colloquium in New York City. We
chaired the FATF study of this topic and are supporting the work of the G-10 Work-
ing Party on Electronic Money. And again, we have employed technology. We have
conducted computer-based E-Money war games and have sought out experts to sup-
port and validate our efforts to understand the industry. We are also developing
money laundering simulation exercises with Rand Corporation which is an expert
in simulations.
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CONCLUSION

FinCEN'’s fiscal year 1998 budget continues the programs outlined above. | hope
| have also been able to show the importance of a secure communications network
among the law enforcement agencies and bringing nations into conformance with
anti-money laundering standards—the purpose of our initiatives under the Violent
Crime Reduction Trust Fund.

Thank you again for the opportunity to share our efforts with the Committee.
Please be assured that FInCEN will continue to use its funds wisely and look for
new and innovative ways to lead in the fight against money laundering.
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STATEMENT OF ELJAY B. BOWRON, DIRECTOR

Senator CAMPBELL. Director Bowron.

Mr. BowroN. Mr. Chairman, I, too, would like to thank you and
Senator Kohl for the opportunity to appear here today and discuss
Treasury law enforcement, and specifically the Secret Service. |
want to let you know that the entire executive staff of the Secret
Service is here today and we want to pledge our commitment to
continue a forthright and effective working relationship with the
committee, and to thank the committee for all the support that it
has given to the Secret Service.

I have submitted a complete statement for the record detailing
our budget request; and with the funding, the Secret Service will
advance the attainment of its general strategic goals, which are:
First, to maintain the highest level of physical protection possible
through the effective use of human resources, protective intel-
ligence, risk assessment, and technology. Second, to protect the in-
tegrity of the Nation’s financial payment systems through criminal
investigations, and the assessment of trends and patterns to iden-
tify preventive measures to counter systemic weaknesses. Third, to
foster partnerships with both State, local, and other Federal law
enforcement, as well as private industry and the affected industries
specifically.

I really think that is sufficient for my abbreviated statement,
and | am prepared to answer your questions.

Thank you.

PREPARED STATEMENT

Senator CAMPBELL. Thank you, Mr. Bowron. Your complete
statement will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF ELJAY B. BOwWRON

Mr. Chairman and members of the subcommittee, | am pleased to be here today.

Before | introduce my associates who are with me today, | would first like to ex-
tend my congratulations to you Senator Campbell for assuming the Chairmanship
of this subcommittee. In addition, | would like to extend my best wishes, and those
of the men and women of the Secret Service, to all of the new members of this sub-
committee. Further, | want to let you know that my colleagues and | pledge to con-
tinue a forthright, effective, and cooperative working relationship with the sub-
committee.

With me today, Mr. Chairman, are Richard J. Griffin, Deputy Director; W. Ralph
Basham, Assistant Director for Administration; Richard S. Miller, Assistant Director
for Protective Operations; Stephen M. Sergek, Assistant Director for Protective Re-
search; Bruce J. Bowen, Assistant Director for Investigations; K. David Holmes, As-
sistant Director for Inspection; Lewis C. Merletti, Assistant Director for Training;
Terrence Samway, Assistant Director for Government Liaison and Public Affairs;
and John Kelleher, Chief Legal Counsel.

(144)
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FISCAL YEAR 1998 APPROPRIATION REQUEST

The Service’s fiscal year 1998 funding request totals $605.8 million and 5,027
FTE, and is comprised of three separate appropriations: the Salaries and Expenses
account; the Acquisition, Construction, Improvement and Related Expenses account;
and the Violent Crime Reduction Trust Fund account. Taken together, the funding
requested for these three accounts is $17.1 million, or 2.9 percent, above the level
of funding the Service received this fiscal year for these accounts.

With this funding, the Service expects to further advance the attainment of its
general strategic goals, which are: to maintain the highest level of physical protec-
tion possible through the effective use of human resources, protective intelligence,
risk assessment, and technology; to protect the integrity of the nation’s financial
systems through criminal investigations, and assessing trends and patterns to iden-
tify preventative measures to counter systemic weaknesses; and, to foster partner-
ships with other federal, state and local law enforcement entities.

SALARIES AND EXPENSES (S&E)

The Service's Salaries and Expenses appropriation request for fiscal year 1998 to-
tals $575,971,000 and 5,007 FTE positions. This is an increase of $44,683,000, and
56 FTE over the fiscal year 1997 appropriated level of $531,288,000 and 4,951 FTE.
This request includes $32,385,000 and 28 FTE in program increases, $16,803,000
in upward adjustments necessary to maintain current program performance levels,
and an increase of $5,000,000 and 28 FTE transferred from the Violent Crime Re-
duction Trust Fund (VCRTF). These increases are partially offset by $2,634,000 for
non-recurring costs, and $6,871,000 in decreased mandatory changes in workload.

S&E PROGRAM CHANGES

The Service is requesting $13,136,000 and 27 FTE to further implement White
House Security Review recommendations. A portion of this funding is required to
cover a shortfall in funding for additional staffing authorized for fiscal year 1997,
and for additional technical and clerical FTE needed to maintain and support White
House Security upgrades.

Base incremental increases of $1,623,000 are requested for fixed site security and
maintenance, and to cover a shortfall in funding required for the Departmental digi-
tal telecommunications system. Current base funding is insufficient for these man-
datory requirements.

The Service, as the Department’'s Executive Agent, is requesting $6,100,000 for
the Federal Law Enforcement Wireless Users Group (FLEWUG). This program is
jointly managed and funded by the Treasury and Justice Departments, and was es-
tablished to plan implementation of a Public Safety Wireless Network (PSWN) for
federal, state and local government agencies.

Funding of $2,830,000 is being requested for a personal computer replacement
program, and a local area network implementation program. With current base
funding it would take 18 years to replace the Service’s current personal computers,
and 32 years to complete local area network implementation in all field offices. The
requested funding will enable the Service to establish a five-year replacement cycle
for personal computers and a phased six year Service-wide local area network imple-
mentation.

The Service is requesting $996,000 and one FTE for its ongoing effort to meet
standardized Departmental financial system requirements. This fiscal year 1998
funding will be used for modernizing the Service's information technology environ-
ment, for completing an analysis of procurement system requirements, for purchas-
ing the financial management system travel subsystem, and for a portion of the pro-
curement system hardware and software.

Funding of $1,000,000 is requested for year 2000 conversion of the Service’s infor-
mation system applications.

Funding of $5,000,000 is requested to increase base funding for the replacement
of vehicles in the Service's investigative sedan fleet. At the beginning of fiscal year
1998, 49 percent of the vehicles in the sedan fleet will have over 60,000 miles on
them—the current federal replacement standard. The requested funding will sustain
a five-year replacement cycle for the investigative sedan fleet, and essentially meet
the GSA mileage standard for replacement.

The Service is also requesting an additional $1,700,000 to sustain an eight-year
replacement cycle for its special purpose vehicles. This funding will likewise bring
the replacement program for these vehicles in line with the replacement standard
of 50,000 miles for these types of vehicles.
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ACQUISITION, CONSTRUCTION, IMPROVEMENT, AND RELATED EXPENSES (ACIRE)

The Service's fiscal year 1998 request for the Acquisition, Construction, Improve-
ment, and Related Expenses (ACIRE) account is $9,176,000; a reduction of
$28,189,000 from the fiscal year 1997 appropriation of $37,365,000.

Of this amount, $7,176,000 is required for technical support services, special pur-
pose equipment, information systems, dual operations and moving services relative
to the Service’s headquarters relocation. Funding for these fiscal year 1998 require-
ments is the responsibility of the Service, and is not covered with the construction
of the building through the GSA’s Federal Buildings Fund.

Also budgeted under this account is $2,000,000 required to enhance the physical
plant maintenance base for the Service’s James J. Rowley Training Center. Base
funding for routine maintenance and general improvement and upkeep of this facil-
ity is currently inadequate.

VIOLENT CRIME REDUCTION TRUST FUND (VCRTF)

The Service’s fiscal year 1998 request for funding from the Violent Crime Reduc-
tion Trust Fund totals $20,664,000 and 20 FTE. This is $664,000 greater than the
level appropriated in fiscal year 1997.

VCRTF PROGRAM CHANGES

The fiscal year 1998 VCRTF budget includes $15,664,000 to further implement
White House Security Review recommendations; $3,000,000 to support a number of
task forces investigating financial institution fraud; and $2,000,000 to continue to
provide unique technical expertise and assistance to federal task forces and to state
and local law enforcement for investigations of missing and exploited children. Gov-
ernment Performance and Results Act

The Fiscal Year 1996 Program Performance Report is included in the fiscal year
1998 budget request. This report presents actual fiscal year 1996 performance re-
sults. Virtually all significant annual performance goals were met, indicating move-
ment toward achieving the long term strategic goals of the Secret Service. Most an-
nual performance goals in the investigative area were either met or exceeded. This
was particularly true in areas reflecting case quality and impact. Highlights of the
Fiscal Year 1996 Program Performance Report include:

—The number of travel stops involving the protection of foreign dignitaries ex-

ceeded the level anticipated by over 50 percent.

—The Secret Service closed 27,393, criminal cases resulting in 11,889 arrests,
reaching its goal in this area. Additionally, the Secret Service was able to sur-
pass the planned number of counterfeiting and financial crime cases closed by
concentrating investigative efforts in these high priority areas.

—By effectively utilizing its investigative resources, the Secret Service was able
to present financial crime cases for prosecution consistent with the crime sup-
pression strategies of the U.S. Attorneys. This is indicated by both the increased
number of arrests for financial crimes, and the number of defendants pros-
ecuted at the Federal level.

—The Secret Service also used its resources in a more efficient and cost saving
manner by focusing on significant criminal activity and using joint task force
operations. Again, this was indicated with the increased numbers of cases closed
and arrests.

PROTECTIVE PROGRAM

The Secret Service protective operations program provides security for the Presi-
dent, the Vice President and other dignitaries and designated individuals; and pro-
tection of the White House and other buildings within Washington, D.C.

Protective operations were extraordinarily active last fiscal year. In addition to
the presidential campaign, and with the assistance of other Treasury law enforce-
ment bureaus, massive protective security operations were successfully managed for
the 50th anniversary meeting of the United Nations General Assembly, the visit of
Pope John Paul Il, and the 100th Anniversary Olympic Games. By any measure,
this was an outstanding and historic effort.

During the campaign, some of the more demanding protective operations, beyond
the political conventions in San Diego and Chicago, were a presidential train trip
and three presidential bus trips—each bus trip requiring over 100 motorcade vehi-
cles. Also, a candidate/nominee protection CD ROM historical archive was produced
to aid in protective planning for the next campaign.

In September and October 1995, during the 50th anniversary meeting of the Unit-
ed Nations General Assembly, 154 Heads-of-State and 72 accompanying spouses re-



147

ceived protection. This was the largest single protective event in Secret Service his-
tory. In comparison, this fiscal year, during the 51st annual meeting of the United
Nations General Assembly, 34 Heads-of-State and 10 accompanying spouses re-
ceived protection.

In October of 1995, Pope John Paul Il visited New York and Baltimore. Both of
these stops involved huge crowds, large public events, and also involved visits by
the President and Vice President.

President Clinton had extensive travel both foreign and domestic during the past
campaign year. In April, the President visited Japan, Korea and Russia. After his
reelection, President Clinton traveled to Australia, the Philippines, and Thailand.

In October 1996, the President suddenly called for a Middle-East Summit of the
Heads-of-State of Israel and Jordan to be held in Washington, D.C. This unexpected
event placed a tremendous burden on available resources. Despite many obstacles,
a comprehensive security plan was established that contributed to the success of
this major event.

The Service is currently planning security for the 1997 Economic Summit of the
Industrialized Nations, being held in Denver, Colorado in June. The President will
host the Heads-of-State/Government and their spouses of Canada, Germany, Great
Britain, France, Italy, and Japan. It is also anticipated that Russian leaders will
be invited and that they will attend. The First Lady, the Vice President and Mrs.
Gore will also attend the summit. This major protective event will require signifi-
cant manpower and resources.

Beyond meeting the challenges of major protective events, construction of the new
White House Remote Delivery Facility (RDF) was completed last September, and be-
came fully operational the following month. This facility, located at the Anacostia
Naval Station, is where Secret Service personnel screen all mail, packages, equip-
ment, supplies and furniture prior to delivery to the White House. With this facility,
efficiency has been enhanced through the use of new, state-of-the-art palletized x-
ray equipment. This equipment significantly reduces processing time.

Co-located adjacent to the RDF is the new Vehicle Repair Facility which became
operational last September. Armored limousines used for the President, Vice-Presi-
dent and foreign dignitaries are housed and repaired in this facility.

PROTECTIVE RESEARCH

The Office of Protective Research has oversight of the Service's protective intel-
ligence, technical security, strategic planning, communications, and information re-
sources management support for both the protective and investigative missions.

Protective intelligence serves as a critical component of the Secret Service's pro-
tective mission. The Intelligence Division develops threat assessments in support of
protectee visits to domestic and foreign settings; provides warning indicators for spe-
cific and generalized threat environments; strengthens liaison with the mental
health, law enforcement, and intelligence communities; and conducts operational
studies that are needed to stay at the forefront in the effort to predict dangerous-
ness.

During fiscal year 1996, the Secret Service investigated and evaluated 1,903 pro-
tective intelligence cases, resulting in 60 arrests and 226 mental health commit-
ments. In the first quarter of fiscal year 1997, 388 protective intelligence cases have
been investigated and evaluated, resulting in 10 arrests and 44 mental health com-
mitments.

Also, during fiscal year 1996, the Exceptional Case Study Project (ECSP) final re-
port on the behavior of all persons known to have attacked, or approached for poten-
tial attack, a person of prominent public status in the United States since 1950, was
completed. ECSP information will be used to better recognize, evaluate, and manage
the risks of targeted violence against protectees, before an attack occurs.

The technical security program is involved in numerous, diverse security and in-
vestigative related efforts, including major initiatives resulting from the White
House Security Review. The following summarizes the most recent efforts concern-
ing these initiatives:

—The third and final phase of additional security enhancements to the White
House itself is underway, and the second phase is expected to be completed this
fall.

—Permanent crash resistant barriers and guards booths are currently being in-
stalled at new control points around the White House perimeter.

—The Joint (command/control/communications) Operations Center is under con-
struction in the Old Executive Office Building, and should be completed this
spring. This center will consolidate each critical element within the Secret Serv-
ice that is responsible for incident command and coordination at the White
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House Complex. The center will be the focal point for all security and life safety
systems, communications, and specialized detection and assessment programs
affecting the White House.

—The Service’s evolving chemical and biological threat detection program utilizes
specialized scientific equipment and systems, and properly trained response
teams, to mitigate potential harm to protectees and protected facilities in the
event of an incident.

—The Service expects to complete this fiscal year implementation of a new inte-
grated state-of-the-art White House Access Control System (WHACS) that uti-
lizes electronic badge readers, entry turnstiles, and magnetometers.

In the communications arena, the Federal Law Enforcement Wireless Users
Group (FLEWUG) Program Management Office is operational. Plans for fiscal year
1997 are to complete the case study of Federal land mobile radio systems in use
in Pittsburgh, Pennsylvania; establish an lowa test bed for proof of concept testing
of linking broad band fiber systems with land mobile radio or other high capacity
wireless systems; and achieve initial operation of the Washington, D.C. test bed of
narrow-band digital radios.

In the Service's information resources technology program the mainframe comput-
ing and the client/server revolution continues to challenge the Service to carefully
evaluate the proper mix of the two technologies. One example of integrating a client/
server application with a mainframe application is the Combined Operations Logis-
tics System (COLO) which was developed to support the daily operational needs of
the candidate/nominee protection program.

INVESTIGATIVE PROGRAM

The Service’s investigative activity is a significant and critical element of its man-
dated mission. For over 130 years, the United States Secret Service has effectively
served to protect the integrity of our nation’s financial systems. Whether that in-
volves the suppression of counterfeit currency, or the combating of financial institu-
tion, access device, or computer fraud, at the local or global level, the Secret Service
has been successful; bringing to each of these investigative areas its unique exper-
tise and forensic talents.

United States currency has become the currency of choice world-wide. As the
international demand for U.S. dollars has risen over the past several years, the Se-
cret Service has seen a marked increase in the production and seizure of counterfeit
U.S. currency outside of our borders. An analysis of the counterfeit currency passed
in the United States in 1996 revealed that more than 68 percent originated outside
our borders.

There exists a need to maintain emphasis on the interdiction and suppression of
counterfeit United States currency outside our borders. Last year, in response to
this need, the Secret Service continued to expand its overseas presence, by opening
new offices in Hong Kong and Milan. Agents also are dispatched from domestic of-
fices on temporary assignments, and temporary task force operations, to individual
countries or regions where a specific problem exists.

The Secret Service continues to conduct seminars and provide training to foreign
and domestic authorities concerning the identification of genuine United States cur-
rency, and the detection of counterfeit. Foreign training is done under the aegis of
the State Department. During fiscal year 1996, the Secret Service conducted more
than 180 seminars and training sessions for law enforcement agencies and banking
institutions, in more than 30 foreign countries. Additionally, more than 900 training
sessions for law enforcement agencies, banking institutions, businesses, and civic or-
ganizations were conducted by Secret Service personnel here in the United States.

Half of the counterfeit manufacturing plants that were suppressed by the Secret
Service in fiscal year 1996 utilized new reprographic technology, such as office color
copier machines and ink jet printers. The Secret Service is the only law enforcement
agency with the ability to decode the identification systems that have been incor-
porated into the new, foreign manufactured generation of full color copier systems,
and it has set legal precedence by having this technical evidence accepted in judicial
proceedings. Through cooperation with the foreign copier system manufacturers, the
Service can determine the copier system make, model, serial number, purchaser
name and address, and in some cases, the date and time the counterfeit currency
was created. Hopefully, domestic copier manufacturers will decide to include these
covert security features in their products, thereby eliminating the need for legisla-
tion requiring that action.

The Secret Service has seen the emergence of financial crimes go from the local
level to a global level. The Secret Service is continually trying to allocate more re-
sources to already established offices so that it may be successful in its efforts to
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suppress these criminal activities. Also, it is more important than ever before that
we as an agency enter into a global partnershlp with other law enforcement.

In its approach to financial crimes investigations, the Secret Service has devel-
oped a preventive, risk analysis concept, which seeks to identify systemic weak-
nesses and vulnerabilities within the financial industry. The Service continually de-
velops strategies, which employ the latest technology, to combat the criminal exploi-
tation of emerging systems and related technology. Experience and expertise ac-
quired during the course of investigating these technical crimes is routinely shared
with domestic and foreign law enforcement agencies, the financial industry, and leg-
islative bodies.

The Secret Service recognizes the future of its financial crime investigations will
continue to evolve with technology. More than ever the Service must rely on its al-
ready established and continuing partnerships with national and international law
enforcement agencies, to combat an ever changing global problem. The Secret Serv-
ice’s financial crime investigations will continue to develop a systemic approach to
combat this form of economic terrorism. The actual losses associated with financial
crime investigations conducted by the Service in fiscal year 1996 were limited to
$500 million. This figure represents the actual losses to federally insured financial
institutions and other financial systems. The Service is proud of the fact that, while
these actual losses are very high, the savings to American businesses and private
citizens are even higher. The potential for total losses in these investigations ex-
ceeded $10 billion. This figure, arrived at through standards set by the financial in-
dustries, indicates the loss which would have been incurred had the criminal activ-
ity not been stopped through the intervention of the Secret Service.

Organized criminal groups are a rapidly growing phenomenon throughout the
world. For the past ten years, the Secret Service has taken an aggressive approach
to this organized criminal activity by establishing throughout the United States and
internationally, task forces whose primary focus is the investigation of financial
frauds committed by organized criminals. Our experience has shown that organized
criminal groups are involved in myriad criminal activities, including credit card and
bank fraud, advance fee fraud, immigration benefit fraud, government entitlement
fraud, various types of insurance fraud, and the trafficking of narcotics.

Organized criminal groups, based in West Africa, Hong Kong, Russia, and the
Middle East, threatens the integrity of America’s financial systems by defrauding
U.S. citizens and financial institutions, and by conducting fraudulent operations be-
yond our national borders. In addition to dedicating resources to task forces which
address transnational crime, the Service has a permanent presence on a variety of
working groups. One such worklng group, the Lyon Group, is comprised of rep-
resentatives from all G—7 countries, plus Russia and the European Union. In addi-
tion to addressing transnational orgamzed crime issues, this assembly is setting the
foundation for establishing law enforcement issues at the upcoming G—7 Summit in
Denver, Colorado.

The Service has instituted a counterfeit document database, containing specimens
of counterfeit traveler's checks, credit cards, driver licenses, social security cards,
and other documents obtained from investigations conducted throughout the world.
These counterfeit documents contain unique characteristics which enable us to track
criminals’ movements, associate investigations, and identify trends. This informa-
tion is helpful in determining total actual and potential monetary losses on both na-
tional and international levels. This level of monetary loss can affect federal sen-
tencing guidelines.

The Service recently established a state-of-the-art telecommunications and com-
puter laboratory to facilitate investigations of the growing number of computer-re-
lated crimes. This lab is unique, in the sense that it focuses not only on the forensic
examination of computers, but also on the technical examination of telecommuni-
cations devices.

The Service's asset forfeiture program has matured. The key element to the suc-
cess of the program has been its partnership with the Treasury Executive Office for
Asset Forfeiture, and a constantly evolving approach which targets criminal enter-
prises that have a significant impact upon the financial community. An increasing
number of Secret Service forfeitures involve organized criminal groups associated
with large scale food stamp fraud, and bank fraud utilizing the desk top publishing
to produce counterfeit financial instruments.

The Service has continued to expand its use of advanced technology. The Service
constantly is increasing the database for its Forensic Information System for Hand-
writing (FISH), which allows for the searching of handwritten threat letters directed
toward the President, Vice President, former Presidents, visiting foreign Heads-of-
State, members of Congress, and elected state officials. Recently, a database con-
taining material related to missing and exploited children was added to this system.
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The Service continues to give full laboratory support to the Federal Agency Task
Force on Missing and Exploited Children and the Morgan P. Hardiman Task Force.
We also are expanding our Automated Fingerprint Identification System (AFIS), wa-
termark, computer printer and ink database capabilities for protective and criminal
investigations. The Service continually receives requests from other federal, local,
and foreign law enforcement agencies and non-law enforcement agencies, and the
intelligence community, to establish the date of authenticity of documents through
forensic techniques.

The Service strives to exploit and leverage technology in an effort to provide vital
services to its field investigators, as directly and efficiently as possible. The Service
continues to work toward extending the capabilities of its photo-imagery system to
all field offices. This system allows investigators to quickly and accurately transmit
digital images of photographs and documents between Secret Service field locations
around the world. During the past year, the Service has developed and designed a
new electronic Confidential Informant Database that complies with the guidelines
set forth by representatives of the Treasury and Justice Departments. This database
allows the Secret Service to manage, register, control, and compensate confidential
informants using a secure and easy-to-use system.

The Service continues to assist other federal, state and local governmental agen-
cies by lending its expertise in conducting security surveys. Among several such
projects conducted in the past year were surveys of the U.S. Capitol Complex, U.S.
Supreme Court Building, and the Bureau of Engraving and Printing's Western Cur-
rency Facility in Fort Worth, Texas.

Working with the Department of Housing and Urban Development the Service is
continuing its involvement in Operation Safe Home by doing security surveys to
combat crime in major metropolitan public housing communities. The Service re-
sumed Operation Safe Home in March in Greensboro, North Carolina, after the
manpower intensive protective events were completed. Future Operation Safe Home
surveys are projected for fiscal year 1997 and fiscal year 1998 in Hartford, Connecti-
cut; New York; Philadelphia; Gary, Indiana; Kansas City, Missouri; and the District
of Columbia.

NEW HEADQUARTERS BUILDING AND CONSOLIDATION OF TRAINING

The new headquarters consolidation building design is complete. Below grade
foundation construction is underway and is expected to be completed in August. The
superstructure construction is scheduled to follow, with phased occupancy expected
to start by August 1999.

The design of the new administration building for the Rowley Training Center has
been completed and the construction contract is being advertised. The construction
contract is scheduled for award in June 1997, with construction to be completed by
June 1998.

The prospectus for the classroom building has been prepared and approved by the
Office of Management and Budget. This prospectus is being forwarded by the Gen-
eral Service Administration to the Congress for authorization. With authorization
action completed by June 1997, it is anticipated that the construction will be com-
pleted by August 1999.

The Service has a proud history of performing its job very effectively. The Service
moves into the future, with all of its uncertainties, as a unified force to perform its
duel missions of providing the highest level of protection for the President of the
United States and other designated domestic and foreign dignitaries, and protecting
the nation’s financial systems through its criminal investigations.

Mr. Chairman, this concludes my statement. | would be pleased to answer any
questions that you or other members of the subcommittee may have.

CRIME PREVENTION

Senator CampPBELL. Maybe before | ask a few questions I might
impart a little of my homespun philosophy. As some of you know,
I used to be a volunteer counselor in Folsom Prison when | was a
policeman and | was head of a board of directors for a halfway
house out in Sacramento, CA. | know that the missions of all of
your agencies have some common goals but it just seems to me
from a broader standpoint when you talk about how do we reduce
crime in America, boy, we are sure missing the boat on a lot of
things. | know it is not your mission. Your mission primarily is pre-
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vention and interdiction and, perhaps, incarceration, too. | keep
thinking as the drug war wages on and on and on that we do not
seem to be making the kind of successful reduction that we would
really like to see as Americans. Until we recognize that the law of
supply and demand works for drugs like anything else and your ef-
forts are almost all dealing with the supply side, and if Americans,
themselves, cannot be convinced to reduce the demand it will be
like Prohibition. You know, you can make all the laws in the world
and you can have all kinds of good hardworking law enforcement
people, but as long as Americans want it they will find a way to
get it.

We rarely put much effort in our crime prevention in education
of youngsters, rehabilitation of those people who could be salvaged,
and | know that is not in your bailiwick. But | remember one time
when | was in Folsom | was talking to a convict there and he was
just about to get out. He had been there 5 years. | asked him what
he had done—he had sold dope, sold drugs—I asked him if what
he had done was worth it to spend 5 years of his life in a peniten-
tiary?

And he told me, well, when | was selling drugs | was making a
million bucks a year, and I'm here 5 years, that is better than
working. And he had a point. The guy had made something like $5
or $6 million before he got caught and put away and it was just
a matter of, you know, kind of a vacation for 5 years but the
amount he had made, of course, some of that was confiscated and
he did not get it all. Those things happen when he got collared but
I got to thinking, holy smoke, if it is that lucrative and if it is that
enticing some of these people are just looking at it like the risk you
take to make those huge profits.

I realize that has nothing to do with anything, I guess, in your
mission, but | wanted to say that.

Let me just ask and | will start with Under Secretary Kelly, the
Office of Professional Responsibility was created by the House and
signed into law by the 1997 omnibus appropriations bill. According
to the House report no funds could be obligated for that office until
the House and Senate Appropriations Committees received a de-
tailed plan.

Has there been work on that detailed plan?

Mr. KELLY. Yes, sir; we are and have engaged in discussions with
both this Committee staff and the House staff. Hopefully we will
reach a resolution as early as tomorrow.

Senator CAMPBELL. Have you also been working with the other
agencies on this plan?

Mr. KeLLy. Well, 1 have talked informally to some of the bureau
heads about this. We have not had a plan to go forward with and
brief. However, the structure of the office, as the report language
indicates, is determined by the Under Secretary and the Secretary
of the Treasury feels very strongly about this. | believe the struc-
ture, itself, is a management decision but we will hopefully have
a plan at least approved by the House Committee by the close of
business tomorrow and then hopefully with your approval we will
be able to go forward.

Senator CAMPBELL. Thank you.
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One of the concerns expressed by some of our colleagues last year
was the potential of duplication of efforts, most particularly be-
tween the Office of Professional Responsibility and the Treasury in-
spector general. Have there been steps taken to eliminate that or
reduce that?

Mr. KELLY. Yes, Mr. Chairman. There is no intention at all for
this office to do inspector general type investigations. That is clear-
ly the intention. It is, in essence, an inspection function rather
than an investigative function.

Senator CAmPBELL. | thank you.

In the breakdown of fiscal year 1998 budget request for OPR
which accompanied the most recent draft organizational plan re-
ceived by this subcommittee, 3.3 percent is requested for the Fed-
eral employee pay raise. As you know, the President has rec-
ommended that Federal employees receive an increase of 2.8 per-
cent. So, there is a little discrepancy. Can you explain that?

Mr. KeLry. | think there was, in fact, an error in that, Mr.
Chairman, hopefully that will be corrected when we put forward
the final plan.

Senator CAmPBELL. | thank you.

Let me go to Commissioner Weise. Am | pronouncing that right,
or is it Commissioner Weise?

Mr. WEISE. It is Weise.

OPERATION HARDLINE

Senator CAmMPBELL. The last three appropriations bills that
passed Congress provided funding for the Hardline program which
began in 1994 in response to a dramatic increase in what was
called port runners or drug smugglers who try to crash through
U.S. land borders in an attempt to escape inspection by Customs
authorities. These incidents were a great threat not only to those
trying to do the crashing, but to the agents, too.

With Hardline there has been a reported 56 percent decline in
port running incidents. Given the success of that program, can you
tell the subcommittee how your fiscal year 1998 request would fol-
low on that improvement?

Mr. WEISE. Yes, Mr. Chairman; | thank you very much for ac-
knowledging it. I think it has been a very successful program and
I am very appreciative for the support that this Committee has
provided.

With the resources that are requested in this pending budget be-
fore you, we would have an additional 119 inspectors that we
would be putting into the cargo arena. One of the things that we
fully expected when we clamped down on the ports of entry—where
we had those instances that you talked about—was that the smug-
glers were getting so brazen that they were not resorting to finding
secret compartments, they were simply loading the drugs in the
trunk of their car and when they got to the primary inspection
booth, speeding through.

We knew full well that one of the likely responses to our clamp-
ing down and reducing the opportunity to smuggle through that
method would be the scenario of bringing the drugs in via commer-
cial cargo and we have seen, as a matter of fact, record increases
in the seizures that we have made in commercial cargo. That is one
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of the reasons that we are moving through our fiscal year 1998
budget to put more technology, more of the large container x-ray
machines, as well as more inspectors into the cargo arena so that
we can be sure that we are there ready for them as they come
through using that method of smuggling.

Mr. Chairman, you did not ask the question directly and if you
would not mind—regarding the comment that you made to open
the question and answer period, | would just like to say that in my
judgment you are absolutely right, that we cannot solve the prob-
lem through interdiction alone. Interdiction is an extremely impor-
tant component of trying to deal with the drug problem but we do
need to deal with the demand side of this equation as well.

And even though it is not the primary mission of any of the orga-
nizations here, I know Mr. Magaw can tell you about some ATF
outreach initiatives. And, we in Customs have a number of individ-
uals who take it upon themselves with their own time to go out
into the schools with the canines, and you may have had an oppor-
tunity to see it work, to help the children early on to understand
what illegal drugs are all about. And it has been a tremendously
successful program.

As | have traveled around and had the opportunity to talk to my
inspectors, | try to reinforce that the work that they do at great
personal risk in the trenches is something that is very rewarding
to all of us and very important to the American taxpayer. But the
work they do in those schools is perhaps, if not equally productive,
more productive in terms of dealing with our overall drug mission.
And | think that is an important point that | just wanted to get
on the record.

BORDER PATROL

Senator CAMPBELL. | appreciate you pointing that out and | cer-
tainly commend those agents who are doing that on their own time.
I guess one of the weaknesses of running for political office is that
it sells when you talk about how tough you are going to be, you
know, lock them up, throw away the key, that kind of business.
But, when you talk about putting resources, money, toward edu-
cation and prevention it does not seem to get the visceral rise of
the voters. So many elected officials just turn gutless and they do
not want to talk about putting money upfront to help kids, they
just want to talk later about locking them all up which, as you and
I know, is a hell of a lot more expensive.

Given the 5,000 new Border Patrol agents that are going to come
on with the INS; how will that affect the impact, the work of the
Customs Service?

Mr. WEise. Well, | cannot answer precisely. We have 38 ports of
entry along a 2,000-mile border between us and Mexico. What we
found when the Border Patrol beefed up their resources through
some very effective operations—Operation Hold the Line and Oper-
ation Gatekeeper—basically to deal with the threat of illegal immi-
grants crossing into the United States, as they put their forces in
place between the ports of entry, that is when we had record num-
bers of the smuggling events at the 38 ports of entry.

Senator CAmMPBELL. They look for the line of least resistance kind
of?
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Mr. WEIsSE. Exactly. They are looking for the point of least resist-
ance and that is one of the points that we have attempted to make
that if you only beef up one side of this and do not beef up the
other side, in terms of the budgets with Customs and with INS and
the Border Patrol, you find that there will be weaknesses in the
system. So, | think it is important that you take a comprehensive
view of that border and how the resources are allocated so that
there is compatibility and consistency, so that we can maintain
those strong defenses throughout the 2,000-mile border.

SMUGGLING

Senator CampPBELL. Well, clearly as you get better they get better
after they find other ways. And you mentioned the hardlining, is
that kind of the latest trend in smuggling or are there other ways
that are beginning to be on the rise?

Mr. WEIse. Well, as you indicate they are tremendously resource-
ful and they basically respond and react to wherever our defenses
are the greatest. One of the things that we have noted is that we
would indicate that there has been a shift in smuggling patterns.
We have seen, for example, that our seizures in south Florida and
in the Caribbean have increased dramatically over the course of
the last 2 years.

Now, | cannot scientifically demonstrate that it is because of the
defenses that we have put in Hardline but clearly they are chang-
ing patterns constantly, they are looking at points of least resist-
ance. What we are seeing with Mexico, for example, is they are re-
sorting to the waterways again. We have seen increasing smug-
gling efforts going into San Diego, around us, by sea and in
Brownsville, in the gulf. So, we constantly have to be vigilant and
try to stay not only with them but try to stay ahead of them.

Senator CampBELL. We have noticed in our area, the Rocky
Mountain area, an increase. | guess as you apply more pressure in
Florida or California they find the line of least resistance, there are
more coming through our Mountain States. Last year, as you know,
we did start a Rocky Mountain HIDTA program and your agency
is involved in that. | would hope that they are gearing up and are
of some assistance to the Customs Service, but 1 do not know if
they are active at the ports of entry. Are they at all, the HIDTA
program?

Mr. WEISE. Mr. Chairman, there is some activity in the port of
entry but we also have 2,000 criminal investigators that are part
of the investigative teams working in conjunction with the Drug
Enforcement Administration in doing criminal investigations and
Customs is a very active participant in all of the HIDTA's including
the HIDTA that you referred to.

Senator CampPBELL. | think I will go ahead and ask Senator Kohl
if he has a few questions and maybe | will come back.

Senator KoHL. Thank you very much, Mr. Chairman.

Why don’t we start out with you, Mr. Kelly?

Mr. Kelly, according to organizational documents OPR is to pro-
vide oversight support in terms of independent factfinding and as-
sessments of bureau actions, policy implementation, training, equal
opportunity, internal affairs investigations, and other inspection is-
sues. The office is to be staffed by high-level officials with agency
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background to provide independent factfinding and assessment of
bureau actions and policy implementation. OPR will also conduct
periodic reviews of bureau capabilities, including internal affairs
and inspection issues.

Mr. Kelly, do you see this generally as the purpose of OPR?

Mr. KELLY. Yes, sir; | do.

Senator KoHL. Mr. Kelly, should not the bureau directors work
directly with you in providing necessary information and inter-
action?

Mr. KELLY. Necessary information and interaction on a daily
basis? Yes, sir; they do.

Senator KoHL. Mr. Kelly, have the directors been given an oppor-
tunity to review the draft organizational plan?

Mr. KELLY. Only on an informal basis and not all the directors.
But as | said in my answer to the chairman, the appropriations
subcommittee language or the report language indicates that the
structure will be determined by the Under Secretary. When the
Secretary of the Treasury has agreed to the structure that | put
forward and we have a formalized, agreed-to structure, then the
bureau heads will certainly be involved in the fine-tuning of that.

Senator KoHL. Well, do you believe that it is necessary to have
the bureau directors to be given an opportunity to buy into this
new plan?

Mr. KELLY. Oh, yes; | do. Yes, sir.

Senator KoHL. Do you think it is going to happen, will happen?

Mr. KeLLy. Do | think they will be given an opportunity? Yes,
sir; 1 do, certainly. But we need, again, to come to final resolution
on the structure of OPR. We have been in discussions with both the
House Committee and the staff of this Committee and your staff,
as well, sir. So, when we are able to do that then | think that
would afford the opportunity to sit down and talk about the details
of the implementation.

OFFICE OF PROFESSIONAL RESPONSIBILITY

Senator KoHL. | would ask the other directors whether or not
you all support establishing OPR as defined by the Under Sec-
retary?

Mr. Weise.

Mr. WEISE. Yes; | support it.

Senator KoHL. Any reservations?

Mr. WEise. None whatsoever.

Senator KoHL. Mr. Magaw.

Mr. Macaw. Well, I would want to see the plan because we must
be careful. | just want to make sure that the director still has the
responsibility to run the bureau and if that would change, then |
would not want to operate under those circumstances.

Senator KoHL. Thank you.

Mr. Rinkevich.

Mr. RINKEVICH. Senator Kohl, | have not had the opportunity to
see the plan and | would associate my comment with Mr. Magaw's.
I would like the opportunity to review it and understand how it
would impact us. But | do think it is important that bureau heads
have accountability along with responsibility for functions.
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I certainly have no objection and support proper oversight from
the Department to a bureau, but there is a fine line between that
oversight and the bureau director's responsibility to implement
operationally the functions of that bureau.

Senator KoHL. Are you suggesting that it is important that we
carefully define and integrate how this is going to work? That it
can work well but if we are not careful, it might not work well?

Mr. RINKEVICH. | think that is true.

Senator KoHL. Mr. Magaw, is that what you said?

Mr. MaGaw. Yes, sir.

Senator KoHL. Mr. Morris.

Mr. Morris. Well, | had the opportunity to serve as chief of staff
to Mr. Kelly's predecessor during the follow-on to the issues of
Waco and the like. | support the concept and clearly the Under
Secretary needs the tools necessary to oversee his obligations and
responsibilities. And | know, at least when | was there at the main
department of the Treasury he did not have them.

So, | certainly support the concept. I am not aware of the details
of the plan, but I think the concept makes a lot of sense.

Senator KoHL. Mr. Bowron.

Mr. BowroN. | am also not familiar with what the current plan
is. | tend to think of an Office of Professional Responsibility as one
having some responsibility for oversight of investigations and alle-
gations of criminal conduct or unethical conduct, or misconduct on
the part of bureau or department officials.

And in that context, | think it is clear that Congress has sup-
ported the creation of an Office of Professional Responsibility. |
think where the care really has to be taken is to be clear about the
difference between oversight, policy oversight, and operational
management or operational involvement outside of the affected bu-
reau. And that would be my area of concern.

I think there has already been a decision made and supported by
Congress that an Office of Professional Responsibility is a nec-
essary component. | would not second-guess the judgment of Con-
gress in that regard. Personally, I do not feel I have any shortage
of oversight now between committees on both the House and Sen-
ate side, the Department, the inspector general, and the General
Accounting Office. | think there is a lot of oversight right now.

We should not duplicate any of that oversight but, by the same
token, an Office of Professional Responsibility may have a unique
niche that needs to be filled in this particular case.

Senator KoHL. All right. | thank you very much.

DRUG SEIZURES

Mr. Weise, the drug seizures along the Southwest border rose be-
tween 1993 and 1995. Officials dealing with drugs acknowledge
that the seizures are small compared with the mountain of drugs
that traffickers are believed to smuggle from Mexico each year.

For example, in 1995, we seized 119 tons of marijuana and mari-
juana believed to enter the United States by land was 4,000 tons.
Cocaine seized in 1995 was 11 tons, cocaine estimated to pass from
South America to the United States in 1995 was 330 tons. Heroin
seized in 1995 was 89 pounds, and heroin estimated to arrive from
Mexico to the United States in that same year was 5.5 tons.
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According to the Office of National Drug Control Policy’s figures,
Customs is only seizing 1 percent of all drugs smuggled into the
United States. What is Customs doing to increase drug smuggling
interdiction efforts? Is it an impossible problem? One percent, Mr.
Weise.

And this is not being critical, we understand the difficulty of the
problem, there is no suggestion of effort or competence or anything
else of that sort. When you look at that percentage the estimate is
1 percent that we are managing to interdict. A cynic, which I am
not, might almost suggest that it is an impossible task and that
when you look at what we are getting for what we put into it, the
guestion is, is it worth it? One percent.

Mr. WEISE. Mr. Chairman, I am not going to quibble about the
numbers. | will tell you that the estimate that we have is that we
seize a much larger percentage than 1 percent. Some have esti-
mated it as high as 30, some 10. But, obviously, when we are deal-
ing with the quantity of drugs that are getting through, that is
very speculative. We do not have scientific hard numbers, because
if we could measure it, we would be seizing it.

So, | would just accept the premise that we are not seizing as
much as we need to be seizing to seriously address the drug prob-
lem and that is something that is clear. I have acknowledged in my
statement that notwithstanding the fact that we have achieved
record numbers of seizing more than 1 million pounds for the first
time in our history and not losing sight of the fact that we, in the
Customs Service, seized more drugs than all other Federal organi-
zations combined, including the DEA, that we are doing in my
judgment a decent job. But | think it gets back to the point that
the chairman made that you cannot solve the problem through
interdiction alone. Because we are a free society, of very open, vast
expanses through which drugs can be smuggled into this country,
most of which iIs in our area of responsibility but others, like be-
tween the ports of entry, are other organizations’, we need to have
a comprehensive approach.

And | believe very fervently that interdiction is an important
component. Many have said that we ought not to be wasting our
time in interdiction. My feeling is the problem would be even worse
because we are being successful in disrupting the methodology, the
flows. We are changing the way they do their business.

But so long as that demand exists in the United States, no mat-
ter what action we take in the interdiction arena, the profit motive
is sufficiently broad and great that they are not just going to say,
we give up, you have got us.

They are going to continue to move to new areas and new ap-
proaches and try to find those areas of vulnerability. My sense is
that we need to continue our commitment to interdiction as an im-
portant component of the larger whole, but we also need to work
more comprehensively. We have to address treatment, we have to
address the demand and we have to do this comprehensively. And
that to me is the only way that we will ultimately be successful.

All of that being said, seizing drugs is going to continue to be
Customs No. 1 priority. We are looking at new methods, new tech-
nologies, some of which we have demonstrated—Ilike full-container
and cargo x-ray machines—a whole host of new ways of doing the
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job so that we can be more effective. We are not going to take any-
thing for granted and we are not going to accept the status quo.
We are going to continue to strive to improve.

Senator KoHL. So, your suggestion to the American people, very
strongly, is to recognize that unless we do something about the de-
mand in this country, we are not ever going to win the war?

Mr. WEISE. That is my personal feeling, Senator.

BORDER FENCES

Senator KoHL. Well, you are an experienced man and your opin-
ion is very important to get out. | happen to agree with you and
I think that is a very important message.

Mr. Weise, is it possible to construct physical barriers to prevent
smuggling such as fences? People talk about fences 20 feet high
and 10 feet deep. And they cannot, many of them, understand why
our borders are not protected by these kinds of fences. Can you
comment on that?

Mr. WEISE. Senator, we have been experimenting with fences
and | will indicate that it is primarily not for the drug smugglers
but more for the question of illegal immigration. And this has been
through the Border Patrol that we have seen fences erected along
various areas in California and they are obviously hotly controver-
sial. We have historically, traditionally been a free society.

And the local communities are not pleased when they see the
fences erected and there are tremendously resourceful people who
can get around and over those fences. Because in addition to those
fences, you have to have someone there in case someone has the
resources to get over the fences. And it is a 2,000-mile border and
much of that terrain is not easily fenced because, as you know, in
various places there are huge valleys and hills and very difficult
terrain.

So, in my judgment you can use fences strategically and
tactically in certain areas, but | do not think the answer to the
problem is a 2,000-mile fence.

Senator KoHL. Well, now, let us get into that a little bit more.
How many ports of entry are on the southern border?

Mr. WEISE. Thirty-eight.

Senator KoHL. So, if we do the job at the ports of entry, which
we are capable of doing, particularly with respect to the technology
that is coming on board, and if drugs in this country are the prob-
lem that they are and we all regard that as such—we are not just
paying lip service to it—why should we not at almost any cost build
those fences as high as we need to build them and as deeply as we
need to build them? What would be the reason not to do It in your
opinion?

Mr. WEise. Well, 1 am not an expert on this subject but I would
think that one of the things you need to do is talk to the Border
Patrol and the Immigration and Naturalization Service about their
own experience with fences. I think they have seen that fences
have been an effective tool when properly positioned to deal with
the threats that existed.

And what it does do, which is a point that you are raising, is that
it moves people further out away from the fence and, under your
theory, if you have a fence the full distance you could solve the
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problem. But | think what the Border Patrol's experience has been
is that the fence, itself, is not a solution in and of itself. It is an
important tool but we have to have Border Patrol officers on this
side of the fence to be sure that it is not being penetrated.

But | do not mean to preclude that as an option. I am simply
suggesting it is a controversial issue. One that | have not given a
lot of thought to as a solution to the Southwest border problem.
But | know from many, many trips that | have made to the South-
west border how hotly controversial those fences are in the local
communities. People, American citizens, who think that it’s just not
the way they want to live, notwithstanding that they recognize we
are dealing with a serious problem. But, | do not know what more
I can say. It is an interesting idea. It is one that, perhaps, ought
to be explored. | would not preclude it as an option but | can tell
you there would be issues that need to be addressed.

Senator CamPBELL. If | could interject. You build a fence, you
cannot just build up, you have got to build down because of a tun-
neling. But it would seem to me if you did build a fence what you
do basically is increase the sea trade or through the air. You know,
we have a longer border along the oceans to try to guard than we
do along the land border.

Mr. WEIsSe. That is one of the reasons, Mr. Chairman, that I
think the fences more aptly deal with the issue of people trying to
come across and the illegal immigration issue. We have discovered
three very sophisticated tunnels, as you have indicated, along that
Southwest border.

| already indicated in my earlier statement that we are seeing
more people come around us by sea. We are seeing smugglers on
the little jet skis that you see at local resorts with the drugs
packed in their backpacks and loaded in and around the jet skis.
We are seeing little fishing vessels in the Gulf of Mexico.

And we have been very successful in our air interdiction program
in the Customs Service. One of the most common ways of smug-
gling drugs for a decade leading up to the initiation of our air pro-
gram was by air. You bring it in, you drop it quickly and you get
back out. We have mounted some rather significant air defenses
that have reduced that flow but, again, the more you put pressure
in one area they will not say, we give up, that fence is too tall for
us, they will resort to other means.

And, frankly, what | have often felt as we have what we call a
southern-tier strategy through Operation Hardline, and we are try-
ing to tighten it all the way from San Diego to San Juan—if that
gets too tight, even though it is not a threat area now, Canada can
certainly be another border point through which they can come.

Ultimately | do not think you can put a fence around this entire
country and that is one of the problems.

AIR INTERDICTION

Senator CampBeLL. Well, the air creates a whole different prob-
lem. | notice with interest one of the displays that we have in the
room has some photographs of some airplanes. There is some kind
of detection apparatus that can be put on a little small isolated air-
port so that it monitors any kind of landings. But | know in some
places in the Southwest they do not land. They just get it down to
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stall speed and dump it out at a prearranged location right in the
middle of the desert and pick it up with a four-wheel-drive truck.
They do not land. So, I am sure that that is effective to monitor
the ones that are going to land but | often wonder how many just
do not bother.

Mr. WEise. Obviously, you cannot employ any one solution alone.
That helps us ensure that we do not have to be observing those
particular airstrips too much, but we have a rather sophisticated
air interdiction system, with radar so that we can see when the in-
cursions occur, when they are not on registered flight plans. And
we can show you clear evidence and would love to invite you at
your convenience to our air facility in Riverside, CA, where we see
clear evidence.

Historically, we saw many of these tracks of aircraft had been
crossing into the United States and then returning to Mexico, but
they are now landing more in Mexico, coming from South America,
landing in Mexico and then using other means to get the drugs
from Mexico into the United States over land and by sea and
around us in the gulf.

NEW INTERDICTION TECHNOLOGIES

Senator KoHL. Mr. Weise, will you tell us something about the
new technologies that are being employed in interdiction?

Mr. WEise. Well, we have some of them on display in the back.
One of the things | think is one of the most important pieces that
we are adding to our arsenal, as | mentioned, because of the smug-
gling that is occurring in commercial cargo, is a prototype in Otay
Mesa, CA. It is a full container cargo x-ray machine that is akin
to a carwash in that the entire vehicle can come through the ma-
chine and we get a good x-ray vision of the compartments of the
container.

One of the drawbacks of that is that the x ray, because of safety
to the people in and around it, is not of sufficient power to go
through the merchandise that may be in boxes in the containers.
But what it is very good at and where we are seeing a very preva-
lent means of smuggling is hollowed out floors or walls or ceilings,
in the wheel-wells and things of that nature. And that has been a
very important addition to our arsenal. It is not something that you
can do in and of itself, it has to have supplementary inspection
techniques as well.

Through our budget process we are moving beyond a prototype
stage in Otay Mesa. Within this year, with the support of this
Committee, we will have four additional machines like that in
place and we will have as many as 12 over the next several years
through Operation Hardline.

We are also looking at a number of other technologies that 1 am
not an expert on that can actually look into gas tanks and a whole
series of things, and we will be more than happy to have the people
that really understand the technologies come up and brief you on
them more completely, sir.

Senator KoHL. How do you decide where to put this new tech-
nology, Mr. Weise?

Mr. WEISE. Again, it is an overall threat analysis. And one of the
things we recognize is that once you have these fixed x rays in
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place, again like the balloon theory that where your pressure is the
greatest, they are likely to go somewhere else.

We are trying to supplement the use of those fixed x rays and
those are going to be put in places where we obviously have a very
significant cargo trade, where we know the vehicles are coming
through but supplementing those with more of a mobile system
that is actually on a truck, itself, that can go from port to port and
be relocated in a very short period of time, so that we can keep the
surprise element and the uncertainty and keep them on their de-
fenses. And, so, we are putting x-ray machines in our fixed loca-
tions where the traffic is significantly high and where the threat
is significantly high, and supplementing those with others that are
more mobile and that we can put on a kind of sporadic, random,
unsuspecting basis so that they would not be able to predict where
those x-ray machines would likely be.

Senator KoHL. As you look ahead, mobile versus fixed-detection
systems, would you comment on one versus the other or are they
complementary?

Mr. WEISE. Again, | think they are complementary. | think you
need some of both. I do not think it is an either/or proposition. I
think the mobile x-ray machines are an important supplement to
the fixed. And there are other technologies that we are looking at
that would be able to be more powerful without causing risk of
harm to humans, that would have greater strength of penetration
of the cargo, itself. We are looking at those, as well.

Senator KoHL. Thank you.

And | appreciate your comments. | appreciate particularly your
clear expression that in the long run as well as in the short run
if we are really going to win this war, it has got to be done finally
by reducing the demand in this country. As long as the demand is
there, it is pretty hard to interdict 50 or 75 or 100 percent of all
the drugs that are being smuggled in.

That is a very clear statement you are making.

Mr. WEISE. Again, it is a personal observation but yes; it is very
clear that | believe that.

YOUTH CRIME GUN INITIATIVE

Senator KoHL. OK. Mr. Magaw, would you say that there is a
correlation between gun laws and childhood homicides?

Mr. MaGaw. | think the childhood homicides are primarily be-
cause of unsafe conditions in the home or wherever they may find
the weapons. That is why | am very pleased with the increased in-
terest by Congress in terms of locked weapons and securing those
weapons and education for homes and children about weapons.

But | think the gun laws, themselves, do not really have a bear-
ing other than that this country is one that loves firearms and they
want to have firearms and they are going to have firearms. So, |
think the thing to do is, like seatbelts in an automobile, cause them
to use these safety locks.

Senator KoHL. | am aware of Boston’s participation in the youth
gun crime interdiction initiative. Can you explain to us why this
program has been such a success?

Mr. Macaw. | think somewhat the same as Mr. Weise men-
tioned. It would take a combination of what is available there. We
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brought our abilities to bear in assistance to the Boston Police De-
partment in tracing weapons, in trying to work trafficking cases to
cut the flow down, trying to find out who the kinds of persons are
that are bringing the weapons in. Those who are on probation and
parole they have put probation officers right in the police vehicles
as they patrol the streets.

They know these individuals, they know what time they are sup-
posed to be on the street, when they are not supposed to be. So,
that has really helped.

Also, educational programs in the schools talking about firearm
safety. The penalties of the courts have been much stronger in
keeping the very violent criminal element off of the street. But
what has really been helpful has been the close working relation-
ship between all entities—Federal, State, county, and local.

Senator KoHL. So, you would emphasize how important it is that
you get everybody involved in dealing with the problems that we
encounter in the inner city?

Mr. MaGcaw. That is correct. | believe, as has been mentioned a
couple of times here today, that what we have to really do is work
in our elementary schools and our high schools because some of the
generations that are out there on the street now are beyond help
in a lot of cases because of what they have been through and we
still want to try to be helpful to them but you are going to have
the same group coming up if we do not do something in the schools.
That is why I am very proud of ATF's GREAT Program and also
the program that we have in the high schools. We have been doing
it here in Washington for a number of years. It has been very suc-
cessful and now there is an interest in spreading it across the coun-
try and that is having a law enforcement academy within the high
school.

GANG RESISTANCE EDUCATION AND TRAINING PROGRAM

Senator KoHL. Let us talk about the Gang Resistance Education
and Training [GREAT] Program a little bit. It provides grants, as
you know, to communities who are participating in and encourag-
ing the prevention of violence. The program, which is taught by
uniformed officers, so far, has provided training to over 2 million
of our children in this country, primarily they are enrolled in the
seventh and eighth grades. Currently it is running in 54 locations,
in 21 different States.

Mr. Magaw, you have talked about the GREAT Program as being
very promising and | would suspect that you really believe we
should continue to fund it?

Mr. Macaw. Yes, sir; | believe that we should continue to fund
it and even though it has not been funded all across the country,
you mentioned the 54 locations, it is in every State. Every State
and every law enforcement and most of the Governors and mayors
throughout this country see the benefit of it.

In fact, the University of Nebraska just did a study to see what
the value was and it was very positive. So, the inquiries are some-
thing like 200 a month into our headquarters saying, how can you
help us set this up? Many cities are funding it themselves and
what we are trying to do is provide them the information of how
to do it, trying to teach their officers to become instructors and pro-
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viding them the school materials and the booklets. We are spend-
ing this money very well but we are only supplementing really 44
different programs, but it is in every State now.

Senator KoHL. Well, now, if the program is considered to be the
success that we believe it is, why has the funding request remained
level for the past 3 years?

Mr. MaGgaw. | think it is a matter of OMB, Treasury, and others.
We are willing to raise that program up as high as this Congress
would see it but what our submissions have been is what is reason-
able, what do we believe that Congress will fund.

Senator KoHL. Well, and | appreciate that, but here we talk and
so oftentimes, we talk about the need to do prevention. And every-
body at the table is suggesting—and you people are ultimately pro-
fessional and knowledgeable—that we have to do something about
prevention, the demand side.

And here is an example and this is one of many of a program
or of an area in which we can and should do more to reduce the
demand by education, and different prevention programs. Here is
a program that works. And yet, the funding is small and it has not
increased over the past 3 years. And, so, | am asking you maybe
to make a comment more than simply to tell us that, well, it just
has not been done because the Congress has not been willing.

Are we making a big mistake in not increasing funding for a pro-
gram that is directed primarily and clearly at reducing the demand
in our society for illicit activities and drugs, the GREAT Program.
Should we do more to fund it?

Mr. Macaw. | believe we should do more to fund it. What |
would say, though, is that as we are trying to do now and use the
funds as best we can, if a city or a location has the means to fund
it themselves then we try to help them with the booklets and train
the instructors.

I think we would have to have some kind of guideline because
the amount could just blow sky-high if we are not careful. But it
is a program that | believe needs to be taken forward and taken
forward rather quickly. It is capable of doing that. It has been
tried, it has been tested. Like you say, it has been 2 million stu-
dents. There are about 1,000 instructors. There will be many more
than that after this year because we have four or five major in-
structor programs. And, so, | want to see it grow.

Senator KoHL. Out across the State of Wisconsin | attended sev-
eral of the GREAT Program presentations in our schools and they
are very good and they are very well received by students. They
have clearly a positive and a beneficial effect in fighting the war
that we are trying to fight in this country. And I am glad to hear
you be so positive about it, Mr. Magaw, in strongly encouraging us
to continue to fund this, to increase the funding to see to it that
every young person in this country at the seventh and eighth grade
level is exposed to the GREAT Program which | think is what you
are saying.

Mr. MaGgaw. That is right. What we would also use other funds
for is in the summer program we have tried out. They go right back
into the communities that they were born and raised in, so, you
have to have periodic updates for them, and we have done that
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through a summer program with the Phoenix Police Department,
Tucson, and others. And it has been very, very successful.

TRIGGER LOCKS

Senator KoHL. All right.

Just a couple of questions on trigger locks. Now, will you say a
few words and | will ask a couple of questions. How do you feel
about trigger locks, their use in our society, the importance to have
them in our society, proliferating trigger locks. The legislation that
I have authored would require trigger locks be sold with handguns
from now on in this country, the President’s directive that law en-
forcement officials use trigger locks, how do you feel about trigger
locks, Mr. Magaw?

Mr. MaGcaw. ATF personnel have used trigger locks for any of the
weapons that they have for years. And, so, | am a proponent of
trigger locks. I remember back 35 years ago when | was a young
State trooper, | did not wear a seatbelt, there was not even a seat-
belt in my automobile. Today that seems almost ridiculous. | had
to learn to wear a seatbelt. We had to have some guidelines in
order to force me to first start using a seatbelt. Now, | do not move
the car without a seatbelt, and | believe that these safety devices
are in that category. They will be beneficial and it will take the
public a period of time to get to use them, but | think clearly they
are something that we should push forward.

Senator KoHL. | thank you.

Mr. Chairman, would you like to continue?

Senator CAMPBELL. Yes; since we are asking some questions of
Director Magaw, let me ask you a couple.

OKLAHOMA CITY BOMBING

We are now going through the McVeigh trial in Denver, Director
Magaw. And some of the Oklahoma bombing victims have filed a
multimillion-dollar lawsuit against the Federal Government alleg-
ing that the Federal informant had warned the ATF that a build-
ing had been targeted for violence associated with the April 19 an-
niversary of the raid on the Branch Davidian compound in Waco.

If that is accurate, it is rather disturbing and | know you have
some constraints of what you can say in public, but | would like
to know if you think there is any basis, in fact, to that allegation?

Mr. Macaw. | find no basis for that allegation, but I, again, have
to be very careful because of the muzzle order by the court. That
has been an item that has been on some of the families’ minds from
the very day that it happened.

On that day, when 1 first learned about it, we made inquiries.
I sent an investigative team there to find out what we could deter-
mine and the other thing about these claims is that they are not
only against ATF but they are virtually all of Government; we
should have known and, therefore, we are liable. So, we will have
to just wait and let that go forward.

But nothing I have found in the investigation led me to believe
that or | would have brought it forward immediately.
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IBIS

Senator CampBELL. Well, thank you.

In your display back in the back of the room you have a very so-
phisticated machine that | guess is called IBIS to measure—it com-
pares casings. The FBI also has an identification system called
drugfire. A little while ago | talked about duplication of effort.
Could you tell me how they compare and why the two agencies
could not use the same kind of system?

Mr. MaGgaw. They can use the same kind of system, no question
about that. Back when the FBI started studying this and started
doing their research they were doing shell casings. We felt, at the
time, that bullets were also very, very important because there are
times—in fact, now, just a crime out in Prince George's County,
they picked up all the shell casings because they knew they could
be used—but that bullet, whether it is in the body or in the wood-
work or wherever it might be is also very important evidence.

So, we started research on the bullet. Well, the commercial com-
pany who was working on that with us ended up at the same time
developing the technology for the shell casing. So, now that ma-
chine will do both.

Senator CamPBELL. This is IBIS, it will do both?

Mr. MaGaw. It will do both?

Senator CampeLL. Will drugfire also do both?

Mr. MacAaw. Drugfire is getting close to being able to do both. In
the bullets they cannot quite do them in quite the same manner.
I would want somebody independent to look at that and say. But
the key thing | believe is that now that the technology has come
along where it is really helping local law enforcement we need to
get the machines tied together so that they can talk to each other.

And the National Institute of Standards and Technology [NIST]
is doing that for us under the guidance of OMB, and with total co-
ordination between Director Freeh and myself. Now, they have got
the technology figured out so that the two shell casing units can
talk to each other but they are having a little trouble with the bul-
let being able to talk to each other. So, we will have to see how
it goes.

Senator CampBELL. | had several questions dealing with the
GREAT Program but you have already answered them with great
clarity and I appreciate that. Because | think Senator Kohl and I
really agree about the increase of youth violence and what we have
to do in working with youngsters so, | do appreciate your response
to that.

CANINE EXPLOSIVE DETECTION

I am also interested in dogs. | notice you did not have any dogs
up here today. But | would note that you have requested funding
to expand the canine explosive detection program to train up to 100
dogs a year. First, let me ask you, are there machines that can to-
tally replace that dog’s nose now in detecting drugs or bombs?

Mr. MaGcaw. There are not. The technology is getting better but
it just cannot compare with a well-trained dog. As we have talked
before, the combination of both of them are very helpful because
the dog cannot do it all in an airport or something like that. But
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anything that is suspicious the dog will be more accurate in most
cases.

Senator CamMPBELL. Even to a machine like you have back here
that measures like 1 in 1 billion parts or something?

Mr. Macaw. Well, the x-ray technology is not to that capability
yet. The dog, itself, we have had for a couple of years now. And
there was a demonstration here last year with a dog so we brought
some other things this year. But we would be delighted for you to
see the dog. The dog can pick up, if you had one small bullet in
your pocket or a shell casing or a bullet that had not even been
fired. That dog could check all of us in here and it would find that
bullet on you, every time.

And when this dog was trained and developed it was an idea of
ours but we did not know for sure how well it would work. So, we
got our laboratory technicians and we said, as we train this dog
you have to make sure that it is laboratory certified.

And, so, this dog is now laboratory certified and now what we
feel is that it has been so valuable that we are just beating them
up flying them all over the country. That dog went into the Centen-
nial bombing at Atlanta and you can imagine that evening when
it happened and you saw that bomb go off, people just dropped ev-
erything they had and left.

So, you had backpacks, you had sacks, you had all kinds of
things there that that dog had to clear so that we knew we were
not putting our personnel and all the law enforcement personnel in
jeopardy. That dog cleared that area in about 2%z hours.

It has gone into searches where people have had guns in sealed
plastic bags hanging on a hanger inside a suit with a plastic bag
over it and that dog will find it. So, they are just so valuable that
we feel that for all of law enforcement—and we do not want those
dogs for ourselves. We will train those dogs like we have the fire
dogs, the arson dogs, and put them out in the country where they
can be used day to day by local law enforcement. The only agree-
ment is that when we need them for a particular case, they will
bring them to us. Most of the time the case is right close to where
they are and they are helping anyway. We do not go out and work
any of these cases by ourselves, it always involves the local commu-
nity.

It has worked very well on the arson side and we feel this will
work very well on the explosive side. We have done it also for for-
eign countries. Israel is tremendously happy with it. Some of your
Soviet bloc countries are tremendously happy with it.

So, we just feel that it has been very well tested, that they are
dependable, they have to be recertified and we would just like to
see the program move forward. We think it is a benefit for law en-
forcement.

Senator CAMPBELL. | notice that in pictures | have seen, you use
more of one breed than another. More German shepherds as an ex-
ample it seems like. Is there any reason for that?

I have a German shepherd and she is a real nice dog but years
ago | had a Weimaraner and that dog had a nose so good, that dog
could actually track me if 1 was in a car, could follow the tire
tracks on a dirt road. Or if | was on a horse could follow the horse
where | got on the horse and got off to follow me.
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Mr. Macaw. The observation you are making is exactly the right
one. Labradors and Weimaraners are the ones that they are going
to for this kind of work. In fact, our dog that we put through all
these tests that | talked to you about is a Labrador. Your German
shepherds were initially brought into the program in law enforce-
ment a number of years ago when they were used for a different
purpose. They were used as guard dogs for protection. If somebody
was in a dark area with a weapon and you needed to go in, they
would send a dog in first and those kinds of things.

So, for most of our work, although there are some German shep-
herds, most of them are Labradors. Their nose is so good. They can
go into a fire scene where you have nothing but water and muck
and three or four walls down on top of it and they will sniff around
and they will go right over to where that fire was started, where
the accelerant was used.

Senator CAMPBELL. Yes; they are amazing. Any old hunter that
uses dogs will tell you that if you get them too fat they will not
hunt. See, their nose gets more acute when they are a little hun-
gry. Not that | want to see any starved dogs but that is what all
the hunters tell me if they are a little hungry their nose gets very
acute.

Mr. MaGcaw. See, again, that is a very good theory because this
dog on explosives is trained exactly that way. We do not have a
ball that it plays with, we do not have a toy that it gets if it finds
it, it gets food. And now that has to be measured, you have to make
sure you have got the right amount of vitamins and everything else
and that is why it has scientifically been worked out. But they are
much more effective that way.

Senator CAmPBELL. In 1997, the House report states that ATF
establish a joint canine explosive detection unit with the FAA at
either National or Dulles Airports. What is the status of that pilot
program?

Mr. Macaw. It is going to be done at Dulles. We feel that is the
best place to do it along with the Federal forces that are there. It
is a matter now of working out with Customs personnel as to
whether we are going to work part of the time in Customs, whether
both dog units will work the same area or whether they will split
them up? How can the best evaluation be done at the end of that
period of time? And, so, that is where we are. We are in pretty
much the final stages.

Senator CAMPBELL. Thank you.

I might tell all of you that we are running on a little bit and |
have quite a number of questions for my end of it. | am going to
ask a few of each of you and then I am going to submit some that
I would like some answers for the record.

Before 1 go on and ask the other panelists, Herb, if you have a
few more, why don’t you proceed?

YOUTH CRIME GUN INITIATIVE

Senator KoHL. Yes, Mr. Chairman, | just have one final question
for Mr. Magaw.

Mr. Magaw, what do you suggest we do to reduce juvenile access
to firearms in this country?
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Mr. Macaw. Well, there is a program now on—and we just had
a success in your city just the other day—there are 17 cities
throughout the country that we are trying to trace every crime gun
and having schools try to watch for weapons that we can trace to
find out where these weapons are coming from.

In a lot of occasions these weapons are coming from adults. As
these 17 cities are evaluated, and we find out where they are com-
ing from we believe then we can shut down the flow, and that is
what we have got to do. Just like we were talking about the drug
flow, we have to interrupt this flow. It was interrupted in Boston
and that was very vital. In Milwaukee, the other day, they arrested
an individual who had been providing guns for juveniles and there
was one robbery and four other shootings committed with these
guns.

So, it is in the early stage. It has only been operational for 8 or
10 months now, but it is one that we feel once we iron all the kinks
out it would be viable to spread around the country.

When | was on the street in law enforcement and | arrested
somebody with a firearm 1 did not even think about tracing it. If
it solved that crime right now, | did not think about it being a big-
ger problem. In talking to Mr. Rinkevich this morning, for these
young officers who are coming on all over the country, we should
get into their curriculum firearms identification, firearms traffick-
ing and firearms tracing, so that whenever they come upon a weap-
on they will trace it. And that is what these 17 cities have agreed
to do. They will trace every weapon they get in their hands, and
that is going to be an enormous help.

Senator KoHL. | think you said youth gun crime initiative.

Mr. MaGgaw. That is right.

Senator KoHL. That is a good program, very promising program.
But curiously, Mr. Magaw, correct me if I am wrong, | do not think
there is any request for funding in 1998 for that program.

Mr. Macaw. Well, it will be the 17 cities and it is a 2-year re-
search project and that would go through 1998. We then hope we
will come back here next year, tell you the value of it, how it has
worked, what the kinks have been and then get your judgment on
where it should go from there.

Senator KoHL. All right.

Can we move on to the Secret Service, Mr. Chairman?

Senator CAMPBELL. Yes; just go ahead.

Senator KoHL. OK, Mr. Bowron.

SECURITY

What level of security would the Secret Service be satisfied with,
Mr. Bowron?

Any level?

Mr. BowroN. No; not any level. The best security that we can
provide in an open society, and | think that that is what we do pro-
vide; but that certainly is a resource-intensive and labor-intensive
process to provide that kind of security.

Senator KoHL. Has that level of security, in terms of what you
need and what you have, gone up exponentially since 1960's?
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Mr. BowRoON. Yes; because the world is a more dangerous place.
There are things happening in this country now that happened
only in other parts of the world before.

Technology and the increase in the number of extremist individ-
uals and groups has increased and, in general, the world is a more
dangerous place than it was before.

Senator KoHL. So, over the past several years, the number of
threats that you face has increased dramatically?

Mr. BowRON. Yes.

There is an increase in the number of threats but maybe more
than the number of threats, the seriousness of the threat and the
potential of the threat.

Senator KoHL. Now, this is an opinion that you have or | would
like to hear about it. What happened? Back in the 1940's and
1950’'s we did not have this. We have it today. What has happened
in our society, in your opinion, that has elevated the violence, the
threat of violence?

Mr. BowroN. Well, | think that in general in our society there
is an increase in extremist philosophies and antigovernment phi-
losophies. There is an increase in the availability of weapons, ex-
plosives, and the information that would give one the ability to
carry out these kinds of threats. For example, the information
needed to manufacture explosive devices like the one used in Okla-
homa City is widely available in publications and on the Internet.
Even information that is specific to how you might shape a charge
to maximize the damage in one particular direction versus another.

I also think that political volatility around the world certainly
contributes to an increase in the overall threat and in the intel-
ligence picture, that we rely on in order to assess what our protec-
tive needs are.

MILITIA MOVEMENT IN THE UNITED STATES

Senator KoHL. Would you tell us about the militia movement in
the United States and the threat that that presents to your organi-
zation?

Mr. BowronN. Well, I think that, first of all, in general, some of
the rhetoric of the militia movement that is antigovernment is
problematic, in and of itself, as a part of those organizations.

But | think that a problem associated with that that may be
even more problematic is that there are individual members or par-
ticipants in militia groups, or extremist groups, that endorse the
philosophy of that group, who become frustrated with the lack of
action, in their view on the part of that group. And then they en-
gage in what | think is generally referred to as leaderless acts. |
mean they, as an individual, are going to be the person that does
not just talk about it, does not just go to the meetings, does not
just participate in the discussion, but goes and does something.

That is a big problem, from the standpoint of law enforcement,
from the standpoint of gathering intelligence. Sometimes those peo-
ple are not acting with a tremendous network of support through
an organized group, but they just believe and endorse the philoso-
phy of a group and are acting on their own, or with a much smaller
number of people.
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So, | think that certainly it is important for law enforcement to
be able to have available the tools to monitor the activity of those
groups relative to criminal activity, and to be able to provide intel-
ligence. And sometimes that can be a very fine line in terms of
what is appropriate in terms of the investigation of a group; be-
cause really it has to be predicated on some illegal act.

I mean people can have a group and should not necessarily be
subjected to an investigation but, by the same token, some of the
rhetoric and some of the antigovernment philosophies espoused by
those groups can become very problematic and need to be a part
of the intelligence picture.

Senator KoHL. Thank you.

TASK FORCES

Mr. Bowron, what is the West African task force? Would you ex-
plain that to us?

Mr. BowroN. We have task forces in a number of cities across
the country that really have centered on criminal activity, that is,
organized criminal activity, perpetrated primarily by West African
organized groups. We have even had agents working with the Nige-
rian Government in Lagos, Nigeria, because some of the crime
emanates from there and affects the United States through mem-
bers of those organizations here.

So, those task forces are centered in major cities around the
United States where we work with State and local as well as Fed-
eral law enforcement to try and bring all the expertise to bear on
a wide range of criminal activities. Because, you know, certainly
the criminal element does not compartmentalize. | mean they are
truly infected with the entrepreneurial spirit, and they will just go
where the money is.

Money is the object of their criminal activity. So, it is very impor-
tant, | think, for us to not be too compartmentalized in our ap-
proach to addressing that criminal activity and task forces seem to
work best. Task forces give you the broadest expertise, in terms of
investigative and technical ability, and also maximize the jurisdic-
tion that you can rely on in order to investigate and prosecute
those organized groups.

ADVANCED FEE FRAUD

Senator KoHL. The State of Wisconsin has been the target of a
fraud known as advanced fee fraud. In my State, alone, over 350
businesses and individuals have been sent solicitation letters. Re-
cipients are told that they have been singled out to share in multi-
million-dollar windfall profits for doing absolutely nothing. Can you
tell us a little more about this sort of fraud and what your agency
is doing to try and prevent it?

Mr. BowRoN. It is a very widespread problem throughout the
United States and also in the United Kingdom. That is one of the
specific areas where we have worked with the Nigerian Govern-
ment in Lagos, Nigeria, to identify the principal targets involved in
that scheme. It is commonly known as 419 investigations; 419 hap-
pens to be the statute in Nigerian law that is violated.

The scheme is basically they send out a very official looking let-
ter. In fact, we have a blowup of one in the back in our display.
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It purports to be from a Nigerian bank or from an official govern-
ment organization. The approach is to try and glean from the recip-
ient of the letter some information that enables the criminal to ex-
tract money from that recipient.

They will ask for your business letterhead, for a check, and what
they are offering is, we have an enormous amount of money that
we need to move from accounts in Nigeria and, for a percentage,
we would like you to use your bank account to move this money.

Sometimes, frankly, the recipient of the letter may have a little
larceny in their heart; because it is obvious from the letter that
these may not be legal funds in some instances. In other instances,
that is not the case.

But, as a result of receiving the letter and being offered this
enormous amount of money just for the use of your business ac-
count or your bank account, they draw you into the scheme. Once
you are drawn into the scheme then they begin to tell you well, be-
fore we can complete this transaction there are certain taxes that
have to be paid, or certain legal fees that have to be paid. In other
words, now they are asking you for money in order to complete this
transaction.

Now, we can sit here and think that most people would not go
for a scheme like that, but the fact of the matter is that an awful
lot of people have, and hundreds of millions of dollars have been
lost by enormous numbers of victims. However, the good news is,
we have identified who we think the key perpetrators of that par-
ticular scheme are, although it is by no means over with. We have
gone through banking channels and public information channels to
make people more aware of that scheme. And that has worked; the
number of notifications we receive in terms of people receiving
those letters is increasing.

So we are able to give them information about that scheme be-
fore they are actually victimized. | can tell you, it has been so seri-
ous that people have actually gone to Nigeria, and lost their lives
trying to recover their money. We have, in fact, been instrumental
in getting some folks out of Nigeria who were there to get their
money, before any harm came to them. But it is still a serious
problem. It is very widespread. They take the shotgun approach,
and certainly have been successful.

COUNTERFEIT CURRENCY

Senator KoHL. We thank you for that information. Finally, on
the counterfeit currency, Mr. Bowron, do you have the authority
and the resources to deal with this problem insofar as you are able
to at this time?

Mr. BowroN. Yes, we do. The committee has been very support-
ive in terms of providing us with resources, particularly funding for
increasing our staffing overseas. We are working through that proc-
ess. And overseas is important in the counterfeit context because
so much of the counterfeit appearing in the United States now
originates overseas and is manufactured overseas.

We have not completed our staffing at this point, but we have
completed a substantial amount of it. We have some positions that
are under appeal. Those positions that we ultimately do not get at
the requested location we are going to suggest some alternative lo-
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cations that would work geographically and logistically. But we
have made great strides, and appreciate the support of the commit-
tee.

Senator KoHL. Very good. | thank you.

Mr. Chairman, would you like to——

Senator CAMPBELL. | have some questions for Director Rinkevich.
While we are on this subject about counterfeit money, do we have
an estimate of the amount of counterfeit money that is coming to
this country?

Mr. BOWRON. Yes.

Senator CAmPBELL. You probably have, certainly of what you
have confiscated. That would be my first question.

Mr. BowroN. We can provide you with specific numbers. In
terms of the amount that is seized overseas and the amount that
comes into this country in circulation——

Senator CAMPBELL. You do not know offhand?

Mr. BowroN. | cannot give you a total amount in terms of what
is taken out of circulation. But | will—

Senator CampPBeLL. Will you provide that to the committee?

Mr. BowRON. Yes.

Senator CAaMPBELL. One other question dealing with counterfeit
money. Do we have any proof that foreign governments are in-
volved in counterfeiting American money?

Mr. BowRroN. No.

Senator CAMPBELL. Thank you.

Director Rinkevich, let me ask you a couple of questions about
FLETC. You requested and received a total of $1.46 million for fis-
cal year 1997 for environmental compliance. In 1998 you are ask-
ing an additional $111,000. What is that for, just cost overruns or
something?

ENVIRONMENTAL REQUESTS

Mr. RINKEVICH. No, Mr. Chairman, that will be to expand the
Center’s ability to deal with environmental issues. The Center, as
you know, occupies a World War Il era naval installation and we
are still dealing with environmental concerns that were left to us
from the early days of that facility’'s use. Plus, we do have activities
at the Center that indeed contribute to environmental problems:
firearms training with the lead and associated activities, and pho-
tography and photo labs and those type of problems.

These dollars are to enhance our ability to make sure that we do
the proper things in terms of controlling our activities and remedi-
ating the environmental concerns. Some of those concerns were
there before us, and others may have been created subsequent to
our takeover.

Senator CAMPBELL. You have also requested $3.993 million and
26 new FTE's for mandatory workload adjustments. As | under-
stand it, $1.925 million would be required to pay the compensation
and benefits for 26 new instructors. What is the breakdown for the
remaining $2.068 million?

FUNDING WORKLOAD INCREASES

Mr. RINKEVICH. Those mandatory workload increases, Mr. Chair-
man, are a result of the increase in the workload. That is how we
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derive those increases. A big part of that is for the compensation
and benefits for the 26 instructors. It is about $1.9 million. Another
$1.2 million is for the permanent change-in-station cost in bringing
those instructors to the Center after we have hired them. Also,
there are training, travel, and equipment costs associated with the
new instructors. So the total comes up to just short of $4 million.

Senator CAMPBELL. You are also requesting $18.618 million from
the crime bill funding for master plan construction costs. If that is
appropriated, what is the status of the completion of the master
plan construction, No. 1? And No. 2, is the INS and the Border Pa-
trol buildup playing into your master plan?

MASTER PLAN FUNDING

Mr. RINKEVICH. Yes, sir; it is. The status of the master plan ac-
tivity is that if the $18.6 million in this request is approved by the
Congress we will be at about 60 percent in the appropriation of dol-
lars necessary for the implementation of our master plan. That doc-
ument, by the way, was originally developed in 1989. It is now 8
years old. We have in-house revised that document two times and
are in the process of a third revision which this committee will see
in the not-too-distant future.

ENVIRONMENTAL CHANGES

Enough things have happened at the Center, the environment in
which we operate has changed, the workload has changed and
shifted to the point that our plans are to engage another consultant
to assist us in doing a complete review of our facility needs against
projected workload. So the status is about 60 percent of the master
plan will have been appropriated, if this budget is approved.

INS PARTICIPATION

In regard to the Immigration and naturalization Service [INS]
participation, I can say affirmatively that not only do we actively
involve the INS, but we involve all of our customer agencies, par-
ticularly the larger ones that are posted at the Center, in the devel-
opment of projects for submission to this committee as well as the
actual undertaking of the design of those projects. We are proud of
the customer orientation that we have at the Center. We want to
be sure that any dollars that are entrusted to us to build facilities
are going to meet the unique needs of the various agencies.

So INS, as well as every other agency at the Center, are very
heavily involved in the design of projects, and the design of the fa-
cilities.

Senator CampBeLL. We talked when you were in my office the
other day about the temporary FLETC facility in Charleston, SC.
Could you tell the committee of the current status of that training
facility, and how long you expect it to be needed, and perhaps the
final price tag on the necessary renovations of the temporary facil-
ity?

TEMPORARY FACILITY

Mr. RINKEVICH. The status of the temporary facility is that it is
operational. The population that is there, at any given time, ranges
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between 450 and 600. That population is entirely made up of Bor-
der Patrol agent trainees. We, the Department of Justice, and the
Department of the Treasury are very committed to deactivating our
participation at that installation at the end of fiscal year 1999.
That is the intention we clearly have, and | know that is also an
interest this committee shares.

COST OF TEMPORARY SITE

We have looked at figures that the Department of Justice has de-
veloped for a continuation of activities at the Charleston site. In
fact, these are figures that | received just recently from Justice.
They estimate that if that facility were to become a permanent fa-
cility to handle just the Border Patrol training, not including the
other INS training, that the cost of bringing that facility on line for
permanent use would be somewhere close to $110 million. The cost
that has already been invested is over $8 million, and those costs
were from appropriations that the INS received from the Congress.

Senator CamMPBELL. Thank you. Considering there is no Georgia
Senator on this panel it may indeed be a temporary facility. But
these things, you never know.

You have requested $1 million from the crime bill fund for the
rural drug training initiative. Could you explain that proposal,
please?

CRIME BILL FUNDING

Mr. RINKEVICH. Yes, sir; when Director Magaw was referring to
conversations he and | had about weapons tracing and explosives
recognition, that is the concept that we are talking about incor-
porating into our rural drug training initiative. This is an initiative
that was authorized by the Congress 2 years ago. This appropria-
tion request has $1 million in it to implement that initiative for fu-
ture and current programs, and the delivery of about six programs
that are focused and targeted on rural law enforcement organiza-
tions.

SMALL LAW ENFORCEMENT AGENCY TRAINING

As you may know 90 percent of America’s law enforcement agen-
cies consist of 50 or fewer officers. So there is a great deal of law
enforcement in this country that is undertaken by smalltown police
departments. The problem that they have, obviously, is that many
of them are so small that they cannot afford financially or timewise
for the officers to be away from their duty post for training. So the
concept of this program is to deliver the training to them in loca-
tions that they can go to conveniently and at less cost.

BENEFIT OF TRAIN-THE-TRAINER

It also embodies the notion of train-the-trainer. Four of these
programs would be programs that train trainers from communities.
Then rural communities could cascade that information out to
other neighboring jurisdictions.

Senator CamMpPBELL. Along that line, if they attend as space avail-
able, as | understand it, is there travel to and from training? Is
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that provided by FLETC or is that their local departments respon-
sibility?

STATE AND LOCAL REQUIREMENTS

Mr. RINKEVICH. That is a requirement of the local departments
for State and local training that we do, Mr. Chairman. They are
required to absorb the cost of travel to and from the Center.

PREPARED STATEMENT

Senator CAMPBELL. Speaking of Georgia, | would like to intro-
duce at Senator Coverdell's request this very, very nice statement
on FLETC in Glynco, GA, for the record, without objection.

[The statement follows:]

PREPARED STATEMENT OF SENATOR COVERDELL

Chairman Campbell, members of the Subcommittee, and guest, | appreciate the
opportunity to submit testimony as you consider the fiscal year 1998 Treasury Post-
al Appropriations bill. Although | would very much like to deliver these remarks
in person, | am unable due to a scheduling conflict.

As you are aware, | am currently chairing the Foreign Relations Subcommittee
on Western Hemisphere. Part of this Subcommittee’s jurisdiction, which | have
made as one of my highest priorities, is to reignite the nation’'s drug interdiction
efforts, as well as protect our citizens from terrorist activities. Through this Chair-
manship, | have had the opportunity to obtain direct feedback from our nation’s law
enforcement officers on what they feel is needed in their day-to-day activities in pro-
tecting our borders and citizens. Although they have mentioned several immediate
needs, the one that is continually brought to my attention is the deployment of more
federal law enforcement officers.

As you know, Congress has committed to increase the number of federal agents
on the job. As we move forward in this effort, we must also fulfill our obligation
to the U.S. taxpayers by making sure these new agents are properly trained in the
most cost-effective manner.

As you know, prior to 1970, training of our federal law enforcement agents was
divided between respective federal agencies. After the completion of two studies, the
federal government came to the realization that this fragmented system had dis-
crepancies in training, duplication of efforts, and inefficient use of funds. As a re-
sult, Congress authorized the creation of the Consolidated Federal Law Enforcement
Training Center, whose purpose was to create high quality, standardized, and cost-
effective training for our federal officers.

This new organization was temporarily headquartered in Washington, D.C. until
1975 when, after much study, a permanent location was found at the former Naval
Air Station in Brunswick, Georgia. Since then, the Consolidated Federal Law En-
forcement Training Center has been renamed the Federal Law Enforcement Train-
ing Center (FLETC), and has been training and graduating the many men and
women who continue to fight for our safety.

As you consider your bill, 1 would like to express my support for the agency’s ap-
propriation request of $119,541,000. As you may know, this request not only in-
cludes funds for the administrative costs in running FLETC, but also includes the
training reimbursement funds from 72 federal agencies, including the INS and Bor-
der Patrol, whose roles are currently expanding.

I would also like to bring to your attention the need to complete the master con-
struction plan at FLETC and express my support for the agency’s appropriation re-
quest of $18.6 million to be applied towards the completion of this plan. Approxi-
mately 52 percent of the master plan has been completed and additional appropria-
tions would allow FLETC to again move closer toward its goal of being the central-
ized training center for our federal agencies.

Whether traveling in my home state of Georgia, or chairing a Subcommittee hear-
ing on drug interdiction, the need to address the crisis we face with drugs and crime
is constantly brought to my attention. Through continued funding and support of
the Federal Law Enforcement Training Center, we will be able to take the necessary
steps to achieve this goal for all Americans.

Once again, thank you for allowing me to testify today and for all you and your
colleagues on the Subcommittee are doing for our country.
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ADDITIONAL QUESTIONS

Senator CampPBELL. Senator Shelby, did you have some questions
you would like to ask of this panel?

Senator SHELBY. | have no questions of the panel. I am glad to
see all of them.

Senator CampPBeLL. We will go back to Senator Kohl. If you have
some more we will do another round here.

Senator KoHL. The Federal Law Enforcement Training Center,
Mr. Rinkevich, in the past several years your estimate versus what
actually occurred with respect to training personnel has been 15 to
25 to 35 percent off. Would you explain this problem to us and
what we can do to rectify it, because we then allocate money to you
and go through the problem of having an overallocation. How are
we going to deal with that or how would you suggest we deal with
this misestimate that occurs?

BUDGETARY PROCESS ESTIMATES

Mr. RINKEVICH. The circumstance, Mr. Kohl, is that the esti-
mates that we base our workload projections on come to us from
the agencies. As you know, the budgetary process in the Federal
Government requires those kinds of estimates to be developed by
the agencies in the preparation of their budgets some 18 months
in advance of the actual fiscal year in which they would be imple-
mented. So we are at the mercy of agencies projecting accurately
the numbers of new hires and other training resources that they
are going to demand of us. So the agencies do their very best, but
there are conditions that occur after they have made their projec-
tions that either increase or in some cases decrease.

DISCOUNT POLICY

Recognizing that, the Center has taken those agency projections
and applied an experience factor to them to give us a more realistic
number. For example, we know that over time their numbers de-
crease by 20 to 25 percent. So we apply a discount factor.

There have been few exceptions to this discount practice. In the
case of the INS estimates this year, we have not discounted those
because we and they have been so certain that those are going to
be delivered for both 1997 and 1998. We also have not discounted
the Bureau of Prisons estimates because they, too, are very much
on target. But every other agency we have discounted.

SOLUTION TO OVERESTIMATING NUMBERS

The solution to the problem is one that is already in place. One
or two years ago the Congress authorized the Center to have an ac-
count in which certain unexpected dollars for training in one fiscal
year could be held over for use in another year for the same pur-
pose. That amount would go into an account which would be ap-
plied to the next year’'s needs for training. So we have a multiyear
account that rolls over from year to year. It rolls over up to 3 years,
and it is designed to provide a cushion or an amount that can be
committed to training in ensuing years.

So | think, Mr. Kohl, the solution is really quite effective at this
point.
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Senator KoHL. Anything that this committee can do to help you?
CLOSING

Mr. RINKEVICH. | can think of nothing other than the commit-
tee’s ability to understand the difficultly that FLETC and our par-
ticipating agencies have in predicting what we are going to need
so far in advance. Also, your understanding of the fact that those
numbers are, in some cases, soft. They are all we have for project-
ing our training numbers in advance.

Senator KoHL. | thank you.

SUSPICIOUS ACTIVITY REPORTING SYSTEM

Mr. Morris, how many criminal referrals did FinCEN receive last
year?

Mr. MorRis. Last year, a new system was put in place which we
call the suspicious activity reporting system. That includes money
laundering referrals from banks as well as criminal referrals that
are required by the five bank regulatory agencies. | give that back-
ground because | can give a bit more precise answer.

We received 64,000 referrals from financial institutions, 40 per-
cent of those relating to money laundering and Bank Secrecy Act
violations which is the law that banks are obliged to follow in
terms of currency reporting. So 64,000 is the total answer. In the
old format, that would mean that about 60 percent of those were
criminal referrals, such things as bank fraud and embezzlement
and the like.

Senator KoHL. Of those referrals how many of those was FInCEN
instrumental in resolving or solving?

Mr. Morris. Our job is a network. We take some pride in the
fact that FinCEN—its last letter, N standing for network—was a
network before being a network was cool, before the efforts and
focus were on the information superhighway.

Our job really is to get that information into the hands of mul-
tiple law enforcement and regulatory agencies that have criminal
jurisdiction. Our primary purpose in this program is to make sure
that the Secret Service, the Customs Service, the Internal Revenue
Service, the FBI, and the States and localities having investigative
jurisdiction have that information quickly and accurately. This
happens 100 percent of the time.

FINCEN uses that data base to begin to examine trends and
problems in efforts to identify potential investigative targets for fol-
low-on by the investigative agencies.

Senator KoHL. Will financial institutions profit from being ven-
dors of electronic commerce for Government?

Mr. Morris. | think that question probably more appropriately
fits in the other F agency at Treasury, the Financial Management
Service. The system as | understand that the Treasury Department
is in the process of developing will be the movement of benefit pay-
ments electronically. At present, | think the answer is yes, the elec-
tronic transfer that exists at present will result in some profit basis
so that the services are provided.

There is also a consideration being used to using some of the new
electronic money forms in that regard as well, and my guess is that
markets will develop, as they tend to, when the Government begins
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to move large amounts of money and there will be profits involved
in that, yes.

Senator KoHL. As you know, what we are talking about here is
the requirement by January 1, 1999, that all Federal payments,
wages, salaries, retirements, and so on be made electronically.

Mr. MorRris. That is correct.

Senator KoHL. So should we or should we not be looking to see
that banks are not making extraordinary profits from transferring
these Federal payment benefits?

Mr. Morris. | think probably that question is inappropriately
raised to my agency. | can either defer to the Under Secretary, but
the short answer is that the Department is examining this whole
effort. I am not really privy to the details of how it will work or
what the relationship with the financial institutions will be. We are
interested at the margins of the activity, as is the Secret Service,
in terms of its potential for fraud and for creating financial crimes.
But how that system actually goes into place is being explored at
the Department.

Senator KoHL. | thank you.

Mr. Chairman.

Senator CAMPBELL. Thank you.

COUNTERFEITING

Mr. Morris, let me just ask you. It is illegal to counterfeit money.
Most of your work is done with bills rather than coins, right? I
mean, not many people counterfeit coins. It is not time efficient, |
suppose.

Mr. Morris. Counterfeiting is my colleague at the left. Mr.
Bowron, would be happy to deal with that question.

Senator CAMPBELL. | got some of my questions mixed up. Let me
ask Mr. Bowron that same question. Most of your efforts are done
with paper, | suppose.

Mr. BowroN. That is true, Mr. Chairman. Certainly in those
cases, and there have been some where there is counterfeiting of
coins, that certainly would fall within our jurisdiction. But that is
by far the exception in terms of our investigative activity.

Senator CampPBELL. If | went to Las Vegas, they make coins like
tokens sometimes for their machines.

Mr. BowroN. That is right.

Senator CampBELL. Is it illegal to counterfeit those if you were
inclined to do so?

Mr. BowRoN. Yes; but it is not necessarily—that is not a Federal
payment system so that is not necessarily in the jurisdiction of the
Secret Service; but it would be a violation of a State or local law.
In fact, that has occurred.

Senator CAMPBELL. It has?

Mr. BowRON. Yes.

Senator CAMPBELL. I'm a jeweler, | could make one of those. But
I guess I will not now that you have told me that. [Laughter.]

NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN

I was pleased to note the participation of the Secret Service in
the National Center for Missing and Exploited Children. Could you
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elaborate a little on the results record you have had since you have
become involved? A very admirable effort.

Mr. BowRroN. Yes, sir; we have worked with the National Center
for Missing and Exploited Children in a number of different cases,
and our support and our involvement has primarily been through
forensic activities that were developed mostly in conjunction with
our protective mission. These forensic activities have a tremendous
value in those kinds of investigations.

The specific forensic activities include handwriting technology, a
forensic information system for handwriting that we have, and fin-
gerprint technology which relies on a rather extensive AFIS net-
work that we have developed by networking four different AFIS
vending systems through the Secret Service, and polygraph exami-
nations. Also even in the area of cellular telephone communications
investigations, we have been successful in working with State and
local law enforcement to recover some victims of kidnapping and
exploitation.

Senator CAMPBELL. Do most of those requests come from local
law enforcement agencies that need help?

Mr. BowRroN. Almost exclusively. It comes through the center to
us to support State and local law enforcement.

RELATIONSHIP WITH OFFICE OF NATIONAL DRUG CONTROL POLICY

Senator CampBELL. Director Morris, drug money is closely linked
to money laundering. You mentioned something along this line. |
would like to know how you interact with the drug czar’s office.

Mr. Morris. FINCEN has a good relationship with the Office of
National Drug Control Policy. I know the challenges that they face.
I served for 2 years, a number of years ago, as the deputy director
in the drug czar’s office.

Senator CAmPBELL. You did?

Mr. Morris. Yes; | did. It is a very difficult challenge trying to
do all the necessary coordination. | think also FInCEN is a unique
agency in that we have some 28 different agencies who have agents
or analysts assigned to our organization. So | think there is a natu-
ral kind of relationship between our organization and the ONDCP
because we also interact with lots of other departments of the Gov-
ernment.

General McCaffrey has been out to FinCEN, as well as a number
of his senior staff. They have been involved in our close working
relationships with banks and nonbanks. They are a member of the
Under Secretary’s antimoney laundering working group called the
Bank Secrecy Act advisory group, and they have participated in the
group as well as in some of our international initiatives. So | think
our working relationships are quite close with them.

Senator CampPBELL. | have a number of other questions | would
like to submit to each one of you and have you answer, but | have
no more for this panel. Senator Kohl, do you? Senator Shelby?

Senator SHELBY. No; | have no—

Senator KoHL. No; | would simply say that it has been a really
good session.

Senator CAMmPBELL. Very informative.
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Senator KoHL. You are good people. You are doing a good job,
and you will continue to have our support. We are working toward
the same goals.

Senator CampBELL. We particularly thank you for setting up
these terrific displays, not only for our education, but I am sure
that many people in the audience found them very interesting, too.
If there are people here who have not seen them, before you leave
you might take a good look.

I have a conflict, so | would like to ask Senator Shelby, if he has
the time, if he would chair the last panel.

Senator SHELBY. Be glad to.

Senator CampBELL. If you will do that, | am going to have to run.
Thank you.

The last panel will be Ms. Valerie Lau of the Treasury’s Inspec-
tor General’s Office.



PANEL 2

DEPARTMENT OF THE TREASURY

STATEMENT OF HON. VALERIE LAU, INSPECTOR GENERAL

ACCOMPANIED BY RICHARD CALAHAN, DEPUTY INSPECTOR GEN-
ERAL

INTRODUCTION OF WITNESS

Senator SHELBY. Ms. Lau, we are glad to have you here today.
I understand you are accompanied by your deputy, Richard
Calahan?

Ms. LAu. Yes, sir; | am.

PREPARED STATEMENT

Senator SHELBY. Ms. Lau, we have your complete statement and
it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF VALERIE LAU

Mr. Chairman, Members of the Committee, | am Valerie Lau, Treasury Inspector
General, and | am pleased to appear before you today to discuss the fiscal year 1998
budget request for the Salaries and Expenses Appropriation of the Department of
the Treasury’s Office of Inspector General (OIG).

Sitting at the table with me today is Mr. Richard B. Calahan, Deputy Inspector
General. Also accompanying me are Mr. Dennis S. Schindel, Assistant Inspector
General for Audit; Ms. Raisa Otero-Cesario, Assistant Inspector General for Inves-
tigations; Mr. Gary L. Whittington, Assistant Inspector General for Resources; Mr.
William Pugh, Deputy Assistant Inspector General for Audit (Financial Manage-
ment); and Ms. Lori Y. Vassar, Counsel to the Inspector General.

| have prepared a formal statement which, with your permission, | will submit
for the record.

MISSION

As you know, the Treasury Office of Inspector General (OIG) was established by
the 1988 Amendments to the Inspector General (IG) Act of 1978. The mission of all
OIG's is to conduct independent and objective audits and investigations relating to
the programs and operations of their respective Departments; to make recommenda-
tions that promote economy, efficiency and effectiveness; and to prevent and detect
fraud and abuse.

Unlike most other OIG’s, however, the Amendments did not create a single audit
and investigative entity for the Treasury Department. Instead, we share that re-
sponsibility and have oversight of other audit and investigative units within the
four law enforcement bureaus. Simply put, the Treasury OIG has direct audit re-
sponsibility for all bureaus except the Internal Revenue Service (IRS). We have
oversight responsibility for the internal audit and investigative functions of the IRS
Chief Inspector’s office and the internal affairs and inspection functions of the Cus-
toms Service, the Bureau of Alcohol, Tobacco and Firearms, and the Secret Service.
In addition, we have investigative responsibility for all other Treasury bureaus and
for all senior level officials departmentwide.

Please keep in mind this unique structure, mandated by the IG Act Amendments,
as we discuss the activities of my office.

Today, we would like to describe what we have accomplished and discuss what
we hope to achieve in the years ahead. We realize that what counts are the results
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made possible by the resources entrusted to us through this process. This submis-
sion reflects our first efforts to integrate our strategic plan into our request.

OIG STRATEGIC DIRECTION

We want to accomplish our mission in a way that will maximize our impact by
focusing on what is most important. The strategic goals that support our mission
are:

—Promote Economy, Efficiency and Effectiveness

—Improve Financial Management

—Heighten Integrity Awareness and Deterrence

—Monitor Departmental Information Systems Development

—Address High-Priority Issues That Benefit Customers and Stakeholders

—Continually Improve Through Employee and Organizational Development

We have identified strategies to accomplish each of these goals. As an example,
to promote economy, efficiency, and effectiveness, we are developing a system for
long and short-range planning which will identify programs and activities subject
to high risk and vulnerabilities. The plan focuses particular attention on areas
which reflect the Department’s priorities. These priorities, identified from the De-
partment’s budget justification, include such issues as “Strengthening Internal Fi-
nancial Management” and “Improving Border Operations.” We will use our plan to
direct our audit resources in a way that will provide coverage to significant and sen-
sitive Treasury programs and operations.

| believe that this process—establishing goals and strategies for the long term,
setting annual targets, managing to achieve those targets, and reporting annually
on our progress—can help us manage our programs more efficiently and effectively
and make informed budget decisions.

FISCAL YEAR 1998 BUDGET

Our fiscal year 1998 budget request is $31.333 million and 313 direct full-time
equivalents (FTE). This represents a net increase of $1.563 million and 8 FTE over
fiscal year 1997. The net $1.563 million increase includes: $0.614 million and 8 FTE
to cover a workload adjustment to support audit functions that review all facets of
Treasury's operations; $0.787 million to cover cost adjustments necessary to main-
tain our current levels; and $0.162 million to cover pay annualization.

OIG PROGRESS

My office has made steady progress in increasing its effectiveness. We have made
significant progress in three specific areas—improving Treasury’s financial manage-
ment, developing in-house information technology capability, and strengthening our
organizational independence. We have accomplished these by using our existing re-
sources more effectively.

First, we have focused a good portion of our audit resources towards helping the
Treasury Department improve financial management through financial statement
audits mandated by the Chief Financial Officer's (CFO) Act and Government Man-
agement Reform Act (GMRA). As you know, this year we are responsible for audit-
ing the first Departmentwide financial statements. This is a large undertaking. In
fiscal year 1995, Treasury's revenue collections amounted to $1.4 trillion, accounting
for almost all the Government'’s revenue.

In less than three years, we have built one of the strongest financial statement
audit groups in the Inspector General (IG) community. We have seen progress in
financial management as measured by improved levels of audit assurance. We in-
tend to build on this success. Treasury has made great strides in financial manage-
ment, but there is still a great deal to be done. This will continue to be a major
focus for us.

Second, we have made progress in developing our information technology (IT) ca-
pacity. Information technology and its applications are of critical importance to the
Department. Until two years ago, we relied largely on contracted IT expertise to
support our audits and other projects. We did not have any in-house automated data
processing (ADP) audit expertise. Last year | reported to the Committee that we
had hired a senior ADP manager and combined the staffs of our ADP support group
with a small ADP audit group under his leadership. | charged the new office with
making information technology a strategic resource, and I am pleased with the
progress we have made so far.

This Office of Information Technology (OIT) has provided basic ADP audit train-
ing to our audit staff and instructed financial auditors in the use of computer as-
sisted audit techniques. In addition, they direct the ADP audit work of the IT con-
tractors we use when our office needs additional IT expertise.
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OIT has also improved our ability to use information technology to better advan-
tage. One year ago, our only means of electronic communication was an obsolete and
expensive computer system based on ten year old technology. During the year, we
designed a new network, financed it using available funds, and began installation.
As of today, we have installed local area networks and new software in the majority
of our offices, supporting over 80 percent of our employees. By early spring, we will
have local area networks installed in all of our offices and will be connected to the
Treasury Communications System. This will improve our ability to share informa-
tion and make our work processes more efficient.

When | became Inspector General, | was dismayed to learn that the office had
no system to account for project costs. During the past year, we have designed a
new management information system that will run on our new network. This new
system combines audit information, investigations case information, and project
costs to give us a full picture of our activities. The new system will be initially in-
stalled April 1, 1997, and fully implemented by October 1, 1997.

Third, we have strengthened our organizational independence. Last year, | re-
ported that the General Counsel and | had entered into a Memorandum of Under-
standing (MOU) to ensure the provision of independent legal services by establish-
ing procedures so that my counsel could provide legal advice independent of the Of-
fice of the General Counsel (OGC) and sever communications about any particular
subject. During my tenure, the OIG has handled many issues that required the ex-
ercise of independent legal advice. Accordingly, my counsel had in practice not re-
ported to or been under the general supervision of the General Counsel. Because
the MOU did not adequately reflect the independent relationship between my coun-
sel and the OGC, the General Counsel and | rescinded the MOU. The Department’s
organizational structure will now reflect that my counsel is solely an employee of
the OIG who reports directly to and is supervised by my office.

OPERATIONAL RESULTS

The OIG has four line functions, Investigations and Oversight, Audit, Information
Technology, and Evaluations.

Investigations and Oversight

During fiscal year 1996, the Office of Investigations (Ol) closed 156 cases result-
ing in 16 successful prosecutions, 7 suspensions or debarments, 50 administrative
sanctions, and approximately $8 million in monetary benefits.

Last year, | informed the Committee that Ol had initiated an investigation into
the area of Workman’s Compensation and this could result in significant savings to
the Government. One particular Workman’s Compensation investigation resulted in
a $967,000 savings to the government. Also, Ol received special recognition from
United States Attorneys in two different judicial districts, for its outstanding efforts
in conducting criminal investigations.

During fiscal year 1996, the Office of Oversight issued five reports concerning the
operations and programs of the four law enforcement bureaus’ internal affairs and
inspection offices. At the present time, we have an additional nine reviews in
progress. They address whether the internal affairs and inspections groups adhere
to professional investigative standards, the economy and efficiency with which their
operations and programs are carried out, and their compliance with applicable laws
and regulations.

Audit

During fiscal year 1996, we issued 111 Treasury OIG audit and evaluation reports
including approximately $26 million in total questioned costs and funds that the bu-
reaus could put to better use in their operations. These reports covered a range of
Treasury operations.

We continue to strengthen our financial statement auditing capabilities and work
with the Department and GAO to improve financial management in Treasury. In
the past year's audit work, we have achieved measurable progress and have laid a
strong foundation for meeting the challenges of the Department’s expanded financial
reporting responsibilities while improving the Department’'s financial management.

The OIG audited Customs, Bureau of Alcohol, Tobacco and Firearms (ATF), the
Exchange Stabilization Fund, and a significant portion of the Treasury Forfeiture
Fund. By working with Customs, we have moved from a disclaimer of opinion to
a qualified opinion on their balance sheet on the fiscal year 1995 Financial State-
ment. With ATF's assistance, we quickly identified weaknesses and through ATF's
vigorous actions, corrections were made. Thus, we were able to issue an unqualified
opinion on ATF's fiscal year 1995 balance sheet on their very first financial state-
ment audit. The fiscal year 1996 audits of these two bureaus are currently in
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progress. In both cases, management has made additional improvements in internal
controls and financial reporting processes. We have also performed audit surveys of
Secret Service and Bureau of Public Debt (BPD), and provided oversight and tech-
nical assistance for eight audits performed by contractors.

This year we are focusing more program audit efforts in the areas of violent
crime, money laundering and border operations. In Customs and ATF, we have
begun to concentrate on revenue areas such as user fees and excise taxes. We also
plan to perform audits in some of the new areas of responsibility in Treasury such
as Electronic Benefits Transfer (EBT) and the Debt Collection Improvement Act.

This year we will be implementing a new audit follow-up system, and we will be
devoting more resources on prior audit recommendations to ensure management has
taken adequate corrective action. For example, we are following up on our report
of the Department’s oversight of Tax Systems Modernization (TSM).

Information Technology

Our Office of Information Technology supports both financial and program audit
efforts. During its first year, this office has made great progress in their efforts to
assist and add value to our audits. The recent Information Technology Management
Reform Act of 1996, Federal Financial Management Improvement Act of 1996, and
other legislation clearly indicate Congress’ intention to make technology work and
we are committed to do our part.

Specifically, our OIT staff provides training and technical support to our financial
auditors in the use of computer assisted audit techniques. The OIT staff has also
used contractors to test computer controls on our Customs and Alcohol, Tobacco and
Firearms financial audits and performed this work on our Secret Service financial
audit. The OIT is currently involved in planning for future financial audit work at
the Internal Revenue Service, Financial Management Service, and Bureau of Public
Debt. The OIT is also supporting our program auditors, specifically in the reviews
of the Tax Systems Modernization Program at IRS and the implementation of the
Seized Asset and Case Tracking system (SEACATS) at Customs.

We are also in the final stages of a departmentwide IT survey designed to identify
the major risks affecting departmental and bureau information technology initia-
tives and operations. The survey focuses on IT strategic management, technical ar-
chitecture, systems development and project management as well as the inherent
risk in current development projects. The results of this survey report will be used
to plan future audits in the information technology area.

Evaluations

Our Office of Evaluation’s first year of operation has focused its attention on as-
sisting the Department with consultative services to address emerging issues and
problems before vulnerabilities develop. These services have suggested the use of
strategic planning to assist Treasury in coordinating with other agencies, encour-
aged the upgrading of automation to better manage regulatory functions, and pro-
vided operational frameworks for implementing new initiatives. The evaluators have
also continued to assist the Bureaus in implementing the Government Performance
and Results Act by identifying practical issues that impact performance, and sug-
gesting approaches to integrating strategic and tactical planning.

CONCLUSION

In summary, we have worked hard to make our organization stronger and better
equipped to handle the challenges of a large oversight mandate in a department
with many significant and diverse functions. We thank you for your support and
look forward to continued progress with your help.

This concludes my opening statement. My staff and | will be happy to answer any
questions you may have.

STATUS OF INVESTIGATION

Senator SHELBY. If | can just proceed. When | was chairing this
committee back in this past year you appeared before the sub-
committee. |1 had intended today to just touch briefly on the status
of your office’s investigation, but in light of some new information
that you have provided, | would like to discuss this in more detail
here today.

I have other questions on budget matters that | will submit for
the record if we do not get to them today.
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Ms. Lau. That is fine, Senator.

Senator SHELBY. Madam Inspector General, | received a copy of
your letter dated April 16, 1997, informing me that you have closed
your investigation into the Secret Service testimony. | am glad to
hear that. | would like to submit a copy of that letter for the record
as well as copies of two letters that were sent to Senator Stevens
and Congressman Waxman informing them of your office’s decision.
Without objection, that will be done.

Ms. LAau. Thank you.

[The information follows:]

LETTERS FROM VALERIE LAU

DEPARTMENT OF THE TREASURY,
Washington, DC, April 25, 1997.

Hon. BEN NIGHTHORSE CAMPBELL,
Chairman, Subcommittee on Treasury and General Government, Committee on Ap-
propriations, U.S. Senate, Washington, DC.

DeEarR MR. CHAIRMAN: When | appeared before your subcommittee April 17, 1997,
I did not have the opportunity to enter an opening oral statement into the record.
With your permission, | would like to submit for the record a group of letters dated
April 16, 1997. In particular, | refer to my letter addressed to Senator Shelby re-
garding testimony before this Subcommittee last December.

That letter summarizes two items regarding the Office of Inspector Generals
(OIG) investigation of the Secret Service's computer system used to generate White
House access lists. First, we have closed this investigation pending resolution of in-
vestigative access issues with the Secret Service. As we have informed you, the in-
vestigation has been inactive because the Secret Service will not provide the OIG
full and unrestricted access to the employees and records needed to conduct this in-
vestigation. The Secret Service has insisted that all requests for information and
contact with Service employees be done through the Office of Inspection, their inter-
nal affairs office. We have attempted to resolve the matter directly with the Service
and through the management chain of command. We do not believe that we can con-
duct a credible and independent investigation under the circumstances imposed by
the Service. We have notified the requesters and the Independent Counsel to ex-
plain our decision.

Second, | would like to clarify my previous testimony before this Subcommittee
last December. My testimony was based on information available to me at that time.
I recently learned of the existence of administrative tracking documents which ap-
parently, for one week, listed two Secret Service agents as subjects of an investiga-
tion. | have been informed that within a week, the OIG investigators handling this
case concluded that no subjects could or should be identified based on the informa-
tion available at that time. Consequently, the tracking document was revised.

These documents facilitate administrative management of the investigative case-
load and normally would not come to my attention. | became aware of these docu-
ments April 11 and directed by staff to immediately notify interested parties, such
as your staff. We have referred this matter to the Integrity Committee of the Presi-
dent’s Council on Integrity and Efficiency for appropriate action.

| assure you that | have been forthcoming in my responses to the Subcommittee.
Thank you for this opportunity to set the record straight.

Sincerely,
VALERIE LAU,
Inspector General.

DEPARTMENT OF THE TREASURY,
Washington, DC, April 16, 1997.
Hon. RICHARD SHELBY,
U.S. Senate,
Washington, DC.

DEAR SENATOR SHELBY: | want to update you on the status of the investigation
of the U.S. Secret Service (USSS) computer system (Waves) used to generate lists
of persons authorized to have access to the White House. First, pending resolution
of investigative access issues with the USSS, we are closing this investigation. As
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we have informed you, the investigation has been inactive because the USSS will
not provide the Office of Inspector General (OIG) full and unrestricted access to the
employees and records associated with this investigation. The USSS has insisted
that all requests for information and contact with USSS employees be accomplished
through the Office of Inspection, the USSS internal affairs office. Enclosed are cop-
ies of letters to Congressman Waxman and Senator Stevens explaining this decision.

Second, as we have discussed with your staff this week, | would like to clarify
my testimony before your Subcommittee on December 2, 1996. My testimony was
based on information that | had at the time of the hearing. My comments were ac-
curate in that our investigation involved the process by which the USSS developed
and maintained lists to the White House. However, for a short period of time our
case management records listed the two agents as subjects of the investigation.
These documents facilitate administrative management of the investigation caseload
and normally would not come to my attention. | would like to inform you of informa-
tion of which | have recently been apprised so that there is no misunderstanding.

According to our procedures, the Regional Inspectors General for Investigations
(RIGI) open cases. When an investigation is initiated, a Case Tracking Document
(CTD) is prepared containing descriptive information pertaining to the allegations.
A CTD can be prepared periodically throughout the investigation as specific infor-
mation is received or as the status of the investigation changes. It is not uncommon
to generate several CTD's during the course of an investigation. For most investiga-
tions, there are a minimum of two CTD's, an opening and a closing.

For the USSS Waves list investigation, there are currently two CTD’s. The first
CTD was completed on October 2, 1996, and listed two USSS agents and unknown
USSS employees as subjects. This CTD was sent to the Office of Investigations,
Headquarters for entry into the Management Information System (MIS). On Octo-
ber 4, 1996, OIG agents met with a Minority staff member of the House Govern-
ment Reform and Oversight Committee and received a copy of the USSS agents’ tes-
timony. Our agents reviewed the testimony and concluded that the USSS agents’
testimony was not in question; the preparation of that testimony and the process
of producing the lists was. They discussed this information with the RIGI on Octo-
ber 8, 1996.

The RIGI and her agents agreed that the USSS agents were not the subjects of
this investigation. | have been informed that October 9, 1996 the RIGI prepared an
updated CTD, reflecting that this investigation was based on letters received from
Congresswoman Collins and Senator Stevens requesting that we investigate the
process by which the USSS Waves list was developed and maintained and that the
subjects were unknown. This CTD was sent to the Office of Investigations, Head-
quarters for entry into the MIS.

Upon receipt of this updated CTD in Headquarters, the subjects listed on the first
CTD were deleted from the MIS and the system was updated to reflect that the sub-
jects were unknown. This status has not changed.

Should you or your staff wish to discuss this please let me know.

Sincerely,
VALERIE LAU,
Inspector General.

Enclosures.

DEPARTMENT OF THE TREASURY,
Washington, DC, April 16, 1997.
Hon. Jim KOLBE,
Chairman, Subcommittee on Treasury, Postal Service and General Government,
Committee on Appropriations, U.S. House of Representatives, Washington, DC.

DeEArR MR. KoLBE: | want to update you on the status of the investigation of the
U.S. Secret Service (USSS) computer system (Waves) used to generate lists of per-
sons authorized to have access to the White House. First, pending resolution of in-
vestigative access issues with the USSS, we are closing this investigation. As we
have informed you, the investigation has been inactive because the USSS will not
provide the Office of Inspector General (OIG) full and unrestricted access to the em-
ployees and records associated with this investigation. The USSS has insisted that
all requests for information and contact with USSS employees be accomplished
through the Office of Inspection, the USSS internal affairs office. Enclosed are cop-
ies of letters to Congressman Waxman and Senator Stevens explaining this decision.

Second, as we have discussed with your staff this week, | would like to clarify
my testimony before the Subcommittee on February 26, 1997. My testimony was
based on information that | had at the time of the hearing. My comments were ac-
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curate in that our investigation involved the process by which the USSS developed
and maintained lists to the White House. However, for a short period of time our
case management records listed the two agents as subjects of the investigation.
These documents facilitate administrative management of the investigation caseload
and normally would not come to my attention. | would like to inform you of informa-
tion of which | have recently been apprised so that there is no misunderstanding.

According to our procedures, the Regional Inspectors General for Investigations
(RIGI) open cases. When an investigation is initiated, a Case Tracking Document
(CTD) is prepared containing descriptive information pertaining to the allegations.
A CTD can be prepared periodically throughout the investigation as specific infor-
mation is received or as the status of the investigation changes. It is not uncommon
to generate several CTD's during the course of an investigation. For most investiga-
tions, there are a minimum of two CTD's, an opening and a closing.

For the USSS Waves list investigation, there are currently two CTD’s. The first
CTD was completed on October 2, 1996, and listed two USSS agents and unknown
USSS employees as subjects. This CTD was sent to the Office of Investigations,
Headquarters for entry into the Management Information System (MIS). On Octo-
ber 4, 1996, OIG agents met with a Minority staff member of the House Govern-
ment Reform and Oversight Committee and received a copy of the USSS agents’ tes-
timony. Our agents reviewed the testimony and concluded that the USSS agents’
testimony was not in question; the preparation of that testimony and the process
of producing the lists was. They discussed this information with the RIGI on Octo-
ber 8, 1996.

The RIGI and her agents agreed that the USSS agents were not the subjects of
this investigation. | have been informed that October 9, 1996 the RIGI prepared an
updated CTD, reflecting that this investigation was based on letters received from
Congresswoman Collins and Senator Stevens requesting that we investigate the
process by which the USSS Wauves list was developed and maintained and that the
subjects were unknown. This CTD was sent to the Office of Investigations, Head-
quarters for entry into the MIS.

Upon receipt of this updated CTD in Headquarters, the subjects listed on the first
CTD were deleted from the MIS and the system was updated to reflect that the sub-
jects were unknown. This status has not changed.

Should you or your staff wish to discuss this please let me know.

Sincerely,
VALERIE LAU,
Inspector General.

Enclosures.

DEPARTMENT OF THE TREASURY,
Washington, DC, April 16, 1997.
Hon. HENRY A. WAXMAN,
Ranking Minority Member, Committee on Government Reform and Oversight, U.S.
House of Representatives, Washington, DC.

DeEArR MR. WAXMAN: On September 25, 1996, the then-Ranking Minority Member
of the Committee on Government Reform and Oversight requested an investigation
into the preparation of certain testimonies before the Committee related to the cre-
ation of lists of persons authorized to have access to the White House. The initiation
of an investigation was predicated on the notification by the Office of Independent
Counsel (OIC) that an investigation could be conducted, without impeding their in-
quiry, subject to certain restrictions.

To conduct this investigation requires unfettered access to records and personnel
of the USSS. Initial contacts with the USSS established that the USSS was unwill-
ing to provide the OIG with any access which was not coordinated with the USSS
Office of Inspection. Under the current circumstances, we are unable to conduct a
credible and independent investigation. The OIG would not be able to attest to the
accuracy or veracity of the investigative results, if required to work through the
USSS Office of Inspection. It is the position of the OIG that this constitutes an un-
reasonable denial of access by the USSS. The OIG has attempted to resolve this
matter directly with the USSS and through the management chain of command
within Treasury. The Inspector General Act, as amended (“1.G. Act”, 5 U.S.C.A.
App. 3), provides that such instances of unreasonable refusal of access be reported
to the Department and disclosed in the Semiannual Report to Congress (IG Act,
§6(b)2). The OIG intends to report this matter in the next report to Congress.
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As it is not appropriate for the OIG to conduct this investigation under the condi-
tions imposed by the USSS, the OIG is closing this investigation. When and if the
question of access with the USSS is resolved, the OIG will reopen the investigation.

If you have any questions or require any further assistance, please contact me.

Sincerely,
VALERIE LAU,
Inspector General.

DEPARTMENT OF THE TREASURY,
Washington, DC, April 16, 1997.
Hon. TED STEVENS,
U.S. Senate,
Washington, DC.

DEAR SENATOR STEVENS: On June 18, 1996, you requested that the Office of In-
spector General (OIG) look into the creation, handling and dissemination of back-
ground investigation files and the capabilities of the computer system used by the
United States Secret Service (USSS) to generate lists of persons authorized to have
access to the White House. Subsequently, the USSS provided testimony regarding
the process by which the White House access list is maintained and updated. The
then-Ranking Minority Member of the House Committee on Government Reform
and Oversight made a separate request for an investigation into the preparation of
testimony provided by Secret Service officials before that Committee. The initiation
of an investigation was predicated on the notification by the Office of Independent
Counsel (OIC) that an investigation could be conducted, without impeding their in-
quiry, subject to certain restrictions.

To conduct this investigation requires unfettered access to records and personnel
of the USSS. Initial contacts with the USSS established that the USSS was unwill-
ing to provide the OIG with any access which was not coordinated with the USSS
Office of Inspection. Under the current circumstances, we are unable to conduct a
credible and independent investigation. The OIG would not be able to attest to the
accuracy or veracity of the investigative results, if required to work through the
USSS Office of Inspection. It is the position of the OIG that this constitutes an un-
reasonable denial of access by the USSS. The OIG has attempted to resolve this
matter directly with the USSS and through the management chain of command
within Treasury. The Inspector General Act, as amended (“1.G. Act”, 5 U.S.C.A.
App. 3), provides that such instances of unreasonable refusal of access be reported
to the Department and disclosed in the Semiannual Report to Congress (IG Act,
§6(b)2). The OIG intends to report this matter in the next report to Congress.

As it is not appropriate for the OIG to conduct this investigation under the condi-
tions imposed by the USSS, the OIG is closing this investigation. When and if the
question of access with the USSS is resolved, the OIG will reopen the investigation.

If you have any questions or require any further assistance, please contact me,
or a member of your staff may contact Raisa Otero-Cesario, Assistant Inspector
General for Investigations.

Sincerely,
VALERIE LAU,
Inspector General.

ATTEMPT TO CLARIFY RECORD

Senator SHELBY. Your letter also attempts to clarify your pre-
vious testimony before this committee in light of documents and in-
formation that has been brought to the committee’s attention.

Ms. LAu. Yes, sir.

Senator SHELBY. | want to start off by saying that while | appre-
ciate your office’s desire to clarify the record, 1 am not pleased by
it. In fact, I am sincerely disturbed. About a week ago | was made
aware by your office that new information had come to their atten-
tion that clearly showed that on October 2, 1996, your office did in
fact open a criminal investigation into the testimony of two specific
Secret Service agents and this investigation was opened solely at
the request of Congresswoman Cardiss Collins at that time, not



189

Senator Stevens and Congresswoman Collins as has been pre-
viously maintained by you.

Your office provided me a copy of an e-mail which was sent from
them. Do you have copies of all of this?

Ms. LAu. Yes, sir; | do. Thank you.

Senator SHELBY. Your office provided me a copy of an e-mail
which was sent from then-assistant inspector general for investiga-
tions, James Cottos, to Emily Coleman, regional inspector general
for investigations. The e-mail is dated October 2, 1996, and it
reads—I would like to ask also that this be made part of the
record. Without objection, it is so ordered.

[The information follows:]

INTEROFFICE MEMORANDUM

OCTOBER 2, 1996.

To: Emily P. Coleman.

From: James Cottos.

CC: Raisa Otero-Cesario.

Subject: Investigation of Secret Service Testimony of 7/17/96.

| talked to Lori Vassar this morning regarding the letter from Congresswoman
Cardiss Collins. Lori talked to Don Goldberg, the staffer for Congresswoman Collins,
about the Secret Service testimony on 7/17/96. The Congresswoman strongly be-
lieves that the Secret Service representatives committed perjury and obstruction of
justice when they testified. The staffer has all the documents we need to initiate
the investigation—a transcript of the testimony, the lists provided, etc.

Lori said we have received clearance from the Independent Counsel to proceed,
with the restriction that we clear names with them before interviews of Secret Serv-
ice personnel. The contact attorneys at Independent Counsel are Rod Rosenstein or
Steve Colloton. I'm sending copies of the two letters with SA Carl Hoecker, who
stopped by to drop some documents off this morning. Let me know is you have any
questions.

Thanks,
Jim.

CONCERNS ABOUT PRIVACY RIGHTS

Senator SHELBY. The e-mail is from James Cottos with a cc to
Raisa Otero-Cesario and the subject matter is investigation of the
Secret Service testimony of July 17, 1996.

Ms. Lau. Excuse me, sir, | also have a copy of that e-mail and
I believe for one item I am concerned about the privacy rights of
the individual’'s named on the e-mail itself. I would be happy——

Senator SHELBY. Well, we are concerned about a lot of things
that you perhaps misled this committee intentionally.

Ms. LAu. It was not my intention to mislead the committee.

Senator SHELBY. That is why we want to get into this. But you
have got this, do you not?

Ms. Lau. | have it, sir. | wanted to raise my concern about the
privacy rights of the individuals who are named on the e-mail. |
would be happy——

Senator SHELBY. | will respect their rights, but | am getting into
the substance of—you do have a copy of this?

Ms. Lau. | do have a copy.

Senator SHELBY. For the record, could you explain what it says
without mentioning the people?

Ms. Lau. If I could preface it, it is from the then-assistant inspec-
tor general for investigations to the regional inspector general for
investigations, and the cc is to the deputy assistant inspector gen-
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eral for investigations. Thank you for letting me clarify the roles
of those individuals.

Senator SHELBY. You go ahead. What is the substance of it?

Ms. Lau. The substance of it is an authorization from the assist-
ant inspector general for investigations to commence an investiga-
tion.

Senator SHELBY. What is the nature of the investigation?

Ms. LAu. According to his information, he indicates that it is re-
garding the testimony of the two Secret Service agents provided on
July 17, 1996.

Senator SHELBY. It was regarding their testimony before Con-
gress, was it not?

Ms. Lau. Yes, sir; before the House Committee on Government
Reform and Oversight.

Senator SHELBY. Your office also explained that on that time on
October 2, 1996, that your office opened a perjury investigation into
the testimony of two named Secret Service agents based on the
Congresswoman'’s request. | was informed that a case tracking
form was opened on October 2, 1996, identifying Congresswoman
Collins as the requester and naming two agents as the subjects of
this investigation.

According to your office, this form was later changed to October
9 to reflect that the investigation was based on the request of both
Senator Stevens and Congresswoman Collins, the specific agents
named were removed as subjects, and the nature of the investiga-
tion was changed to address the preparation of testimony by the
Secret Service and their policies and procedures for producing ac-
cess lists to the White House.

CASE TRACKING DOCUMENT

Ms. Lau. Senator Shelby, my staff have informed me that within
a week of the preparation of the case tracking document, the case
tracking document was revised by the OIG investigators who were
handling the investigations. They had concluded, based on their
preliminary evaluation of the evidence that no subjects could be or
should be identified based on the information available at the time.
Consequently, the case tracking document was revised to reflect
that there were no known subjects of the investigation.

Mr. CaLaHAN. If I might just give some perspective?

Senator SHELBY. You go ahead.

Mr. CaLAaHAN. This form is frequently changed throughout an in-
vestigation. Normally what happens in our investigation offices is
that the regional inspector general for investigations will receive
information that is indicative that maybe an investigation should
be started, and one of the first things they do will be to fill out this
form so that the agents involved can charge time to the case. They
normally when they first fill out the form the first time they put
whatever information they might have pertaining to the case on
the form. Then through the process of the investigation this form
is changed when better information comes to light.

Senator SHELBY. It looks to me like that maybe this form was
changed for reasons other than that. In other words, when did you
learn of the change?
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Mr. CALAHAN. | learned of the change last Friday morning, April
11, at 9:30 in a meeting with the assistant inspector general for in-
vestigations, the regional inspector general for investigations, and
the supervisor on the investigation.

Senator SHELBY. Ms. Lau, when did you learn of the change?

Ms. LAu. | learned of this from Mr. Calahan following his meet-
ing.

Mr. CALAHAN. | informed her immediately.

Ms. Lau. And | in turn directed him to contact interested parties
such as your staff that very same day.

Senator SHELBY. | want to go ahead. Your office explained that
at that time on October 2, 1996, your office opened a perjury inves-
tigation. I went through that. But according to your office this form
that we keep talking about was later changed to October 9 that you
just mentioned to reflect that the investigation was based on the
request of both Senator Stevens and Congresswoman Collins, the
specific agents’ names were removed as subjects, and the nature of
the investigation was changed to address the preparation of testi-
mony by the Secret Service and their policies and procedures for
producing access lists to the White House. | mentioned that earlier.
Let me go on.

In addition, | was informed that it was not until sometime after
October 2 that the Office of Inspector General, your office, consid-
ered the Stevens' request and decided to join the two requests in
one investigation. An explanation from Emily Coleman, the re-
gional inspector general for investigations for the eastern region ex-
plaining this change in the investigation was also provided and |
would ask that this be made part of the record. And it will be,
without objection.

[The information follows:]

In preparation for the hearing scheduled for April 17, 1997, | was reviewing the
voluminous material gathered to date on the USSS Waves list investigation. During
this review | realized that a discrepancy had occurred regarding the case opening
tracking form. | will discuss the discrepancy below:

The Case Tracking Form (CTF) in the file is the second form done on this case.
The original CTF (copy attached) was completed on October 2, 1997. This form was
completed based on information supplied by former Assistant Inspector General for
Investigations James Cottos. Mr. Cottos called me and also sent me an E-mail stat-
ing that the OIG received an allegation from Congresswoman Cardiss Collins. Mr.
Cottos states that the Congresswoman strongly believes that the Secret Service rep-
resentatives committed perjury and obstruction of justice when they testified on
July 17, 1996. He further states that Independent Counsel (IC) cleared us to pro-
ceed with the investigation, just clear names of any USSS personnel we want to

interview through them. He finally states that he will send copies of Collins’ letter
and IC letter to my office later that afternoon.

[CLERK’s NOTE.—The copy of the Case Tracking Form was of very poor quality
and will not appear in the hearing record.]

Based on Mr. Cottos’ telephone call to me and his E-mail, | opened a case on this
matter on October 2, 1996. | listed the complainant as Cardiss Collins and the sub-
jects were the two USSS agents (Libonati and Undercoffer) and additional unknown
USSS employees. This form was mailed to Headquarters for processing.

On October 4, 1996, the assigned agents met with Collins’ staff and picked up a
copy of the testimony. The testimony was reviewed and the case agents stated on
October 8, 1996, that Collins’ letter and Mr. Cottos’ E-mail were misleading and
that the agents’ testimony were not in question, but the preparation of that testi-
mony—the process of producing the lists. Based on the agents statement we agreed
that the subject line of the CTF should be changed to reflect the true nature of the
case. On October 9, 1996, | met with Lori Vassar to discuss this case. We discussed
Collins’ letter | told her that based on the agents review of the testimony that the
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agents are not the subjects of this investigation. Lori was somewhat confused and
asked me about Stevens' letter. | told her | didn’'t have Stevens’ letter. She provided
me a copy and agreed that the agents were not the subjects. On October 9, 1996,
| did an updated CTF that reflected the investigation based on Collins and Stevens’
letters. The allegation was rewritten to reflect the process not the testimony of the
agents. Lastly the subject entry was changed to reflect the Unknown status. This
form was sent to Headquarters for entry. (I can't explain why the Investigative As-
sistant has it dated 10/2/96 in the right hand corner except that she looked at the
open date and did not fill in the status change date.)

At the time of the telephone calls (10/18) and meeting (10/21) with USSS, Agents
Libonoti and Undercoffer were not considered subjects of the investigation and were
not listed as such due to the revised CTF.

RESPONSE TO SECRET SERVICE

Senator SHELBY. Has your office responded to the Secret Service
letter notifying you of the concerns with your request for unfettered
access in pursuing your investigation?

Mr. CALAHAN. Senator, what we have done in response to Secret
Service is, after a period of time of discussions, we have written a
letter to Under Secretary Kelly to notify him of the situation, and
I believe we did that on February 28. Previous to that we also pro-
vided the Under Secretary with our initial letter to the Secret Serv-
ice back in, I think October 31.

Now subsequent to that there had been no action taken by man-
agement. We had been informed that there would not be. So at that
point, we concluded that it would serve no useful purpose to con-
tinue an investigation and we closed it because of the access issue.
Subsequent to this point, we will report it in our semiannual report
to Congress.

Senator SHELBY. At this time | would ask that copies of your of-
fice's requests for access of October 31, 1996, and the Secret Serv-
ice’s response to your request of November 8 be made part of the
record. Without objection.

Ms. Lau. Thank you, sir.

[The information follows:]

MEMORANDUM FOR ELJAY B. BOWRON

From: Valerie Lau, Inspector General.
Subject: Congressional Inquiry.

This memorandum is to request written clarification of the U.S. Secret Service
(Service) position regarding Office of Inspector General (OIG) access to individuals,
systems and records necessary to conduct our inquiry into matters referred to us
by Senator Stevens and Congresswoman Collins. The OIG has been scrupulous in
our efforts to consult with the Office of the Independent Counsel prior to initiating
any inquiry into these matters. Please be assured we will continue to coordinate our
activities with that office.

On October 21, 1996, we met with the Service’s Chief Counsel and Assistant Di-
rector of Inspection to discuss access to individuals, systems and records for the con-
duct of this inquiry. At that time OIG Counsel cited the statutory authority which
provides the OIG legal basis for this access. We informed them of our intention to
directly contact service employees. The Service’s Chief Counsel stated that the Serv-
ice would have to consider this issue as it was Service policy to require OIG to go
through the office of Inspection (Inspection) for the conduct of OIG activity in the
Service.

On October 23, 1996, the Service's Chief Counsel reiterated the Service’s position
to the OIG Counsel. He also stated that the Service was not seeking to invoke the
exemptions provided under section 8D of the Inspector General Act of 1978, as
amended (IG Act), yet remained concerned about the effect of our inquiry on protec-
tive services. He further expressed his misgivings that without Inspection as an
intermediary, the OIG inquiry would be disruptive and could delve into areas un-
warranted by the scope of our review.
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The Service’s position would require a departure from standard OIG practices. In
investigative matters, we do not currently afford any other Treasury bureau with
such an accommodation. As we clearly assured your Chief Counsel and Assistant
Director for Inspection, it is our intention to conduct this inquiry in a thorough and
professional manner looking only at the relevant issues. It is in the best interest
of both parties to ensure an unimpeachable investigation. A departure from our
standard practices may provide the appearance of a lack of impartiality towards the
Service.

As we stated in an earlier meeting with your staff, the Service's policy of using
Inspection as a liaison may be a workable accommodation where the OIG’s purpose
is to conduct an audit or other review. However, as you know, investigative inquir-
ies present a unique need for direct access to the source of evidence, whether they
be individuals, systems or records. As OIG Counsel stated in that meeting, the OIG
has a duty to protect the identity of any individuals who provide information to the
OIG during the course of an investigation unless release of identities is unavoidable.
Clearly identifying all individuals to be interviewed and informing the Service’s in-
ternal affairs office, the Office of Inspection, may potentially have a chilling effect
on employees’ willingness to cooperate.

The OIG believes the Service’s general position regarding OIG inquiries into offi-
cial matters to be contrary to the intent of the law as set forth in the IG Act and
the corresponding Treasury Directive. More specifically, a thorough, credible review
of the issues at hand cannot be conducted under the circumstances set forth by the
Service.

The legal basis for our position follows.

Statutory Authority

The Inspector General Act Amendments of 1988 amended the Inspector General
Act of 1978 (5 U.S.C. App. 3), by inter alia establishing a statutory OIG in the De-
partment of the Treasury. Pub.L. No. 100-504. The OIG is authorized to conduct,
supervise and coordinate timely and appropriate internal audits and internal inves-
tigations relating to the programs and operations of the Department and all of its
bureaus and offices; and to provide leadership and coordinate and recommend poli-
cies for activities designed to (A) promote economy, efficiency, and effectiveness in
the administration of; (B) prevent and detect fraud, waste and abuse in; and (C) pro-
vide a means for keeping the head of the establishment and the Congress fully and
currently informed about problems and deficiencies relating to the administration
of Treasury programs and operations. Id. at §2; see also Treasury Directive (TD)
40-01, para. Ib.

Notice of Investigations

In carrying out its investigative authority, the OIG is not required to give any
notice to the head of the bureau or office involved. The IG Act specifically states
that if the OIG initiates an investigation, the OIG “may provide the head of the of-
fice of such bureau or service * * * with written notice that the [OIG] has initiated
such an * * * investigation.” 1G Act at S8D(d). Further, there are no statutory or
regulatory requirements that the OIG provide oral notification to bureau heads.
Thus, while the Service may have always viewed notification as a means to insure
that investigations run smoothly by making sure that all necessary employees are
available and information provided, such a notification is not mandated by the IG
Act and is provided by the OIG as a courtesy. In this connection, we note that while
TD 40-01 states that “[i]t is the policy of the OIG to notify appropriate Treasury
and bureau officials of OIG investigations that are being conducted within their
areas of responsibility[.]”, it is clear that this policy is discretionary. Moreover, while
we have notified you of the existence of the investigation, the Service has requested
notice on each interview.

Further, the IG Act provides that,

neither the head of the establishment nor the officer next in rank below
such head shall prevent or prohibit the Inspector General from initiating,
carrying out, or completing any audit or investigation * * *.

IG Act at §3(a).

It follows from the above that bureau or agency management or employees have
no authority to require the OIG to obtain “permission” to conduct an investigation,
to request from the OIG a description of the nature of the investigation, or to re-
strict access to documents or employees by requiring that Inspection be an
intermediary. The salient point is that the OIG has the legal authority to conduct
an investigation (1) without providing notice of any type to the Service management
chain; (2) without obtaining any type of “permission” to conduct such an investiga-
tion; and (3) without providing any description of the nature of the investigation.
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In this regard, the IG Act establishes the authority of each Inspector General:

(1) to have access to all records, reports, audits, reviews, documents, papers, rec-
ommendations, or other material available to the applicable establishment which re-
late to programs and operations with respect to which that Inspector General has
responsibilities under this Act; [and]

(3) to request such information or assistance as may be necessary for carrying out
the duties and responsibilities provided by this Act from any Federal, State, or local
governmental agency or unit thereof.

IG Act at §6(a).

The 1G Act also specifies that,

whenever information or assistance under subsection 6(a)(1) or 6(a)(3) is, in
the judgment of an Inspector General, unreasonably refused or not pro-
vided, the Inspector General shall report the circumstances to the head of
the establishment involved without delay.

IG Act at §6(b)(2). The IG Act further specifies that such instances should be in-
cluded in the Inspector General's semiannual report to Congress. IG Act at §5(a)(5).

Duties of Employees

If a Service employee is involved in any way with an OIG investigation, TD 40—
01 is explicit that it is the duty of that employee to cooperate. Specifically, the Di-
rective states:

d. All Treasury employees must provide to the IG and to that officials duly
authorized representatives full, free and unrestricted access to Treasury ac-
tivities, property, data, correspondence, records, ADP systems, and any
other information that the IG determines is necessary to an audit, inves-
tigation, or other official inquiry.

TD 40-01, para. 2d.

Further, in underscoring the mandate to cooperate, the Directive continues:

e. All Treasury employees shall cooperate fully with duly authorized rep-
resentatives of the OIG by disclosing complete and accurate information
pertaining to matters being investigated, audited or reviewed by the OIG.
If the employee is the subject of an investigation, the employee will be af-
forded all rights.

Id. at para. 2e. Accordingly, once an OIG representative appropriately identifies
himself or herself, it is incumbent on service employees to cooperate fully.

Conclusion

We have carefully considered the views the Service has expressed regarding this
issue. However, given the seriousness of this matter and potential consequences of
any misunderstanding between our two organizations, we believe that a special ef-
fort is warranted to ensure that we understand the Service’s final position.

Therefore, please provide us a written statement explaining your view on how the
Service's general policy regarding OIG access and the Service’s position in this par-
ticular matter does not constitute an unreasonable refusal to provide information or
assistance under the provisions §6(b)(2) of the 1G Act. Based on a review of the
Service's written position, should we determine that that position constitutes an un-
reasonable refusal, | am required to notify the Secretary and Congress.

To prevent undue delay in the conduct of our inquiry, please provide us your re-
sponse by close of business November 8, 1996.

MEMORANDUM FOR VALERIE LAU

From: Eljay B. Bowron, Director, U.S. Secret Service.
Subject: Inspector General Investigation—FBI Background Investigation Files.

This memorandum responds to your October 31, 1996, memorandum (the “OIG
memorandum”) in which you request a written clarification of the U.S. Secret Serv-
ice’s (the “Secret Service”) position regarding an open investigation by the Office of
the Inspector General (“*OIG”) in connection with the FBI Background Investigation
Files matter (the “FBI Files Case”). Specifically, you request that the Secret Service
articulate how its “general policy regarding OIG access and the Service's position
in this particular matter does not constitute an unreasonable refusal to provide in-
formation or assistance under the provisions 86(b)(2) of the IG Act.” You also ask
why that position should not compel you—to report to the Secretary of the Treasury
and Congress that the Secret Service has unreasonably refused to permit and assist
an OIG investigation concerning the FBI Files Case.
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Let me first say that | am disappointed in the way you have chosen to approach
this matter. Threats and attempts at intimidation are generally not productlve The
Secret Service has not in any way demanded that you get our “permission” to con-
duct an investigation, nor has the Secret Service in any way unreasonably refused
to provide the OIG with information or assistance. What we have attempted to dis-
cuss with the OIG has been the manner in which the information and assistance
will be provided so that the OIG and the Secret Service can both meet their respon-
sibilities. So that it is clear, let me say again that the Secret Service stands ready
to cooperate and assist the OIG in any valid investigative effort it is authorized to
conduct pursuant to applicable statutory authority and relevant Treasury Direc-
tives.

But in acknowledging the statutory authority of the OIG and the Secret Service’s
willingness to cooperate in investigations undertaken pursuant to that statutory au-
thority, the Service must be cognizant of its own responsibilities, the foremost of
which is the protection of the President and his family and the White House Com-
plex. Congress specifically recognized the importance of this protective responsibility
in the Inspector General Act of 1978, as amended (“IG Act”), by providing that the
OIG may be prohibited from carrying out an investigation which requires access to
sensitive information concerning “other matters the disclosure of which would con-
stitute a serious threat to national security or to the protection of any person or
property authorized protection by section 3056 of title 18, United States Code, sec-
tion 202 of title 3, United States Code, or any provision of the Presidential Protec-
tion Assistance Act of 1976.” See 5 U.S.C. App. §8D(a)(1)(F). As you know, there
are also other exemptions covering, for example, access to information relating to
ongoing criminal investigations or proceedings or intelligence or counterintelligence
matters. See 5 U.S.C. App. §8D(a)(1)(A) and (E).

As you note in your memorandum, the Secret Service is not at this point seeking
to invoke any of the above exemptions to the OIG Act. We do not at this point have
any firm idea-of just exactly what the OIG plans to do, or to what information you
seek access. You state in your memorandum that the OIG can have unrestricted ac-
cess to any Secret Service employees or documents “without providing notice of any
type to the Service management chain,” “without obtaining any type of ‘permission’
to conduct such an investigation,” and “without providing any description of the na-
ture of the investigation.” This demand for carte blanche OIG access to the White
House Complex and Secret Service records is precisely the issue about which the
Secret Service has raised what we believe are legitimate concerns. The key point
here is a simple one—the Secret Service cannot be in a position to carry out its pro-
tective responsibilities or to seek the exemptions in the OIG Act if the Service has
no idea what the OIG is doing or what records it is accessing. This is particularly
true when many if not most of the employees and records to which the OIG may
seek access are on the White House Complex.

The Secret Service is not saying that the OIG cannot be trusted or that the OIG
needs Service “permission” to carry out valid investigations. We understand the
OIG’S responsibilities—we are asking that you make an effort to understand ours.
We have asked that the OIG coordinate with our Office of Inspection because of the
above concerns and because, given the secure nature of the White House Complex,
it is the most efficient and practical way of conducting any investigation in this mat-
ter. (We note that the Office of the Independent Counsel (OIC) has coordinated
through the Service for its access to Service employees and documents in connection
with its investigation.) Allowing OIG employees carte blanche access to the White
House Complex and all the records there would be a total abdication of the Secret
Service's unique statutory obligations and protective mission.

I. THE INVESTIGATIVE MANDATE

Turning substantively to the FBI Files Case, the Secret Service remains perplexed
as to the actual nature and scope of the investigation the OIG intends to pursue.
For that matter, it is fair to observe that this confusion is apparently shared by the
Congress, the Treasury Department, the news media, and the public. This confusion
regarding the nature and scope of the OIG investigation makes it even more dif-
ficult for the Secret Service to ascertain if the protective mission of the agency and
other legitimate interests will be jeopardized by your investigation.

A. A Potentially Criminal Investigation With Specific Targets

On October 16, 1996, Senator Charles E. Grassley wrote to Treasury Secretary
Rubin requesting that Secret Service Special Agents John Libonati and Jeffrey
Undercoffer answer certain questions concerning an August 1, 1993 WAVES list rel-
evant to the FBI Files Case. These career criminal investigators constitute two of
the Secret Service Agents serving as agency contacts in connection with the OIC
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and Congressional investigations into the FBI Files Case. Senator Grassley's re-
quest followed a September 25, 1996 letter to Secretary Rubin from Representative
Cardiss Collins regarding a June 1993 Secret Service WAVES list also relevant to
the FBI Files Case. This Secret Service list was released by the White House on
September 24, 1996. In naming Secret Service Special Agents Libonati and Under-
coffer specifically, it appeared that Representative Collins was requesting that the
OIG “investigate the preparation of the testimony before this committee by Secret
Service officials” on the grounds that that testimony was “erroneous.”

Observing that any future assistance by Special Agents Libonati and Undercoffer
may be problematical in light of Representative Collins’ letter, the Secret Service
contacted the OIG on Friday, October 18, 1996. On that date the OIG confirmed
that an OIG investigation was being pursued regarding these two Special Agents
based upon two referrals: (1) Representative Collins’ September 25 letter; and (2)
a June 18, 1996 letter from Senator Ted Stevens. This was the first time the Secret
Service became aware that the OIG had officially opened any investigation involving
the FBI Files Case, or against its agents, based upon Congressman Collins’ letter
issued three weeks earlier. Senator Stevens’ letter, 1ssued some four months earlier,
had not been brought to our attention at all.

On Monday, October 21, 1996, at your request, you and other OIG representatives
met with Secret Service representatives to discuss this matter. At that meeting, the
Secret Service was again advised that there was an active investigation of these two
Secret Service special agents and, further, that this matter was potentially a crimi-
nal investigation. The OIG would not divulge with any specificity precisely what
these agents were alleged to have done wrong or what exactly the OIG would be
investigating.

In light of the OIG's reluctance to shed any light on the nature and scope of the
investigation, the Secret Service noted then, as it does now, that carte blanche ac-
cess to the White House Complex (and to, for example, the White House access con-
trol system and records, FBI Background Investigation Summaries, and the com-
puter records and personnel of the Secret Service White House Division) without
any coordination or knowledge of Secret Service management, remains legally and
operationally problematical. Indeed, this agency has taken similar positions in con-
nection with ongoing investigations of the FBI Files Case, Travel Office Case, and
Whitewater Case conducted by the OIC. Acknowledging the important protective
mission and security concerns of the Secret Service, the OIC has agreed to a reason-
able coordination of their investigations through appropriate Secret Service officials.
Similarly, what the Secret Service suggested in lieu of unconditional access by the
OIG was, in our judgment, a reasonable, coordinating role by our Office of Inspec-
tion that would accommodate the OIG's investigative efforts and yet permit orga-
nized access to subject matter touching both the White House and the Secret Service
protective mission. In other words, an accommodation that would allow both the
OIG and the Service to carry out their responsibilities.

It appears that the Secret Service’s understanding of the OIG investigation as
“potentially criminal in nature,” and based upon Representative Collins and Senator
Stevens’ letters, has been separately confirmed by your office, and the Department
of Treasury. For example, it was reported in an October 25 Washington Post article
that a Treasury spokesman, Howard M. Schloss, confirmed that the OIG'’s investiga-
tion was the result of written requests by Representative Collins and Senator Ste-
vens. Similarly, in two letters both dated October 22, 1996, addressed to Senator
Stevens and Senator Richard C. Shelby respectively, Senator Grassley noted that
his staff had specifically confirmed with the OIG’s congressional liaison that Special
Agents Libonati and Undercoffer were under investigation and that the OIG’s inves-
tigation was “potentially criminal.” In an October 26 Washington Post article, it was
reported that Senator Grassley's office was told by your office that “a potentially
criminal investigation wouldn't be taken off the table” by the OIG. Consequently,
it would appear that Congress understood your investigation to be based on Rep-
resentative Collins’ and Senator Stevens’ letters and to be “potentially criminal” as
well.

B. A “Preliminary Inquiry” With No Targets

Recent OIG representations have made the matter even more confusing. As you
know, in a letter to the OIG dated October 24, 1996, Senator Stevens disavowed
that his June 18 letter requested an OIG investigation of career Secret Service
Agents testifying before Congress. Indeed, Senator Stevens demanded that the OIG
“leave my name out of it” and requested that the OIG state in writing that he had
not requested such an investigation. In a responding letter dated October 24, 1996,
you wrote to Senator Stevens that the “OIG has not represented to either the [Se-
cret] Service or * * * Senator Grassley that any specific agents are the ‘subjects’
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of a ‘potentially criminal’ investigation.” Instead, you characterized the matter as an
“inquiry * * * in its preliminary stages,” and wrote that the “OIG has not stated
whether any specific [Secret] Service agents are the subjects of an investigation.”
Further, in an October 25, 1996 Washington Post article, Representative Collins is
quoted as saying that she did not want a “criminal investigation,” and did not re-
quest one from the OIG. And in an October 26, 1996 Washington Post article, it is
reported that the OIG disavowed the existence of an investigation “criminal in na-
ture” and noted that the matter was a “preliminary” inquiry.

This summary of reports and correspondence confirms our initial observation that
both the nature and scope of the OIG investigation involving the FBI Files Case,
and more importantly what precisely the OIG has been requested to investigate by
referral from Congressional leaders, is not at all clear. The Secret Service has not
been able to ascertain what the OIG believes is the appropriate nature and scope
of such an investigation given the various contradictory communications which are
reportedly emanating from the OIG. Indeed, it remains unclear whether the inves-
tigation is criminal, potentially criminal, administrative, or a preliminary inquiry.
We are unsure if the investigation is based upon Senator Stevens' or Representative
Collins’ letter, or both. It is uncertain if the investigation is targeted at Secret Serv-
ice testimony before the House Committee or more broadly directed toward the FBI
Files Case generally. Finally, the Secret Service does not know precisely what a
“preliminary inquiry” constitutes under the 1G Act.

Il. AUTHORITY AND STATUTORY EXEMPTIONS

The answers to our reasonable inquiries are substantively relevant to the Secret
Service on various legal grounds. These include, among others, the impact such an
investigation might have on the protective mission of the Secret Service and wheth-
er the statutory exemptions to the IG Act should be invoked. Additional concerns
relate to the impact of the OIG investigation on the privacy rights of individuals
contained in numerous Secret Service systems of records relevant to the FBI Files
Case. A third concern relates to the coordination of the OIG investigation in con-
junction with the ongoing investigation of the FBI Files Case by the OIC. We turn
to each issue specifically.

A. Notice And Nature Of The Investigation

The Secret Service has raised legitimate concerns regarding OIG access to the
White House Complex, the White House Complex computerized access system, and
the records and personnel of the Secret Service’s White House Division to hame just
a few. All of these areas and systems are restricted in access for obvious reasons
relevant to the Secret Service’s protective mission. All these areas, systems and
records carry some degree of national security implication. The Secret Service is en-
titled to know of, arrange and coordinate OIG access to these areas, systems,
records and personnel. Similar arrangements have been agreed to by the OIC in
conjunction with the conduct of their investigation into the FBI Files Case and other
investigations. Your demand to be permitted carte blanche access and entry to any
premises, systems, records and personnel you choose is operationally impracticable
and legally questionable.

The Secret Service also submits that its request to be provided a reasonable idea
of the OIG’s investigation is both consistent with the IG statute and the applicable
Treasury Directive, and comports with equally important statutory obligations of
the Secret Service. Your memorandum states that the “Service’s position would re-
quire a departure from standard OIG practices.” You further state that such a “de-
parture * * * may provide the appearance of a lack of impartiality towards the
Service.” However, this position does not acknowledge that a specific exemption to
your statutory authority exists concerning the Secret Service's protective respon-
sibilities and that the Secret Service remains duty bound in a way other Treasury
bureaus are not to ascertain the applicability of that exemption. The Secret Service
can only do so by possessing a reasonable understanding of the nature and scope
of the OIG investigation, and by coordinating any such investigation that seeks ac-
cess to sensitive protective records.

Your memorandum additionally states that notification of an OIG investigation is
not statutorily mandated, and that Treasury policy mandates only “discretionary”
notification by an OIG. We disagree on both counts. By virtue of the extant exemp-
tion, the IG Act implicitly requires that the OIG provide reasonable notice sufficient
to determine if the exemption shall be exercised. Consistent with this interpretation,
Treasury Directive 40-01 states:
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It is the policy of the OIG to notify appropriate * * * bureau officials of
OIG investigations that are being conducted within their areas of respon-
sibility.
Treasury Directive 40-01. September 21, 1992.
Your interpretation of the IG statute and notification requirements would effec-
tively nullify the protective mission exemption expressly provided by the statute and
flies in the face of a straightforward reading of the Directive.

B. Privacy Act Concerns

The FBI Files Case involves records of extraordinary sensitivity. For example, the
FBI Background Investigation Summaries maintained by the Secret Service’'s White
House Division contain derogatory information concerning former and present
passholders to the White House Complex. The computerized data maintained by the
Secret Service Access Control Branch on passholders is similarly sensitive and pri-
vate. We remain committed to maintaining the confidentiality of such records and
releasing such materials to investigators only consistent with law.

Cognizant of the dictates of the Privacy Act of 1974, the Secret Service releases
no record contained in the agency’s system of records except consistent with law.
See 5 U.S.C. §552a. As you know, the Privacy Act imposes both civil and criminal
liability upon an agency’s custodian of records for failing to adhere to the privacy
protections of the statute. Accordingly, the custodian of records must be able to de-
termine if the release of protected privacy materials to another individual or entity
is legally permissible. To do so, the custodian of records must be provided sufficient
information to ascertain if the office requesting the information has a need for the
information in order to perform its official duties. The Secret Service has discussed
the question of section 552a(b)(1) access with Privacy Act experts at the Department
of Justice and Office of Personnel Management, who agree with us that a mere de-
mand for access to Privacy Act materials by an OIG employee does not appear suffi-
cient to permit the custodian of records to release any record without first
ascertaining if the record is needed for the performance of the OIG employee’s offi-
cial duties.

We again believe that the Secret Service’'s simple and reasonable request to co-
ordinate and know what records the OIG is accessing is consistent with these Pri-
vacy Act concerns. For this reason alone, the Secret Service submits that uncondi-
tional OIG access is not reasonable and is legally problematical.

C. Office Of The Independent Counsel

Finally, the Secret Service submits that an overarching justification for a reason-
able understanding of the nature and scope of the OIG investigation, and the coordi-
nation of this investigation, lies in the reality that a parallel OIC investigation is
being conducted in connection with the FBI Files case. The OIC has expressed its
concern to the Service that no activities within the Secret Service should be under-
taken which might lead to the loss or tainting of data, evidence or testimony rel-
evant to that investigation. Accordingly, the Secret Service has coordinated OIC
Grand Jury subpoenas and investigative demands so as to reasonably ensure com-
pliance with OIC’s concerns. Conversely, the OIC has agreed to similar, reasonable
coordination efforts requested by the Secret Service to ensure the integrity of our
protective mission.

It is both prudent and reasonable to suggest that the Secret Service should not
permit access to Secret Service premises, systems, records or witnesses relevant to
the OIC’'s FBI Files Case prior to it being crystal clear that the OIC understands
the nature and scope of such access and will permit such access. Any
miscommunication in this arena could prove highly problematical.

111. CONCLUSION

In summary, the Secret Service remains unsure exactly what it is that the OIG
is investigating and at whose behest. The Service is certainly not aware of any
wrongdoing by its employees. Nevertheless, the Secret Service stands ready to co-
operate and assist the OIG in any valid investigative effort it is authorized to con-
duct pursuant to applicable statutory authority and relevant Treasury Directives. In
doing so, however, we cannot accede to your demand for carte blanche OIG access
to the White House Complex and sensitive Secret Service records. As noted earlier,
the Service cannot be in a position to carry out its protective responsibilities or to
seek the exemptions in the OIG Act if the Service has no idea what the OIG is doing
or what records it is accessing.

We again ask that you try to understand our responsibilities and coordinate any
investigation because of the concerns expressed above and because, given the secure
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nature of the White House Complex, it is the most efficient and practical way of
conducting an investigation in this area.

CONCERNS ABOUT POTENTIAL CRIMINAL INVESTIGATION

Senator SHELBY. Ms. Lau, the next thing—what was your under-
standing, Ms. Lau, of the concerns being raised by myself as chair-
man of the committee at that time and other Members of Congress
about your investigation into the testimony of the Secret Service?
In other words, did you understand that we were concerned that
the investigation was potentially criminal in nature? You remem-
ber the hearing?

Ms. LAu. | remember the hearing, sir.

Mr. CALAHAN. | think our whole reaction to that—yes, we did un-
derstand your concerns, and | think that the situation that our in-
vestigators went through the first week of retrospect of looking at
this case was to determine on their own that—information that I
was not aware of until last Friday—but to determine on their own
that it was inappropriate to investigate these two people for per-
jury.

Senator SHELBY. Was it an attempt by your office to shut these
people up because they were telling the truth or testifying?

Ms. LAau. | am sorry, | do not understand your question.

Senator SHELBY. | am asking you, you initiated this investigation
on behalf of Congresswoman Cardiss Collins; is that right?

Ms. LAau. The case document indicates that. | believe the regional
inspector general for investigations was not aware also of a sepa-
rate request that we had received from Senator Stevens——

Senator SHELBY. | want to get into that right now. Did you un-
derstand that there was concern on behalf of Senator Stevens that
his name was being associated with this investigation and he never
intended for that to be at all?

Ms. LAu. Yes; that was unfortunate. As | provided to you last
December, we did clarify that record with a memo to him stating
that was not the case. We have tried very diligently to ensure that
any misunderstanding about that has been corrected. In regards to
whether or not this was ever a criminal investigation, we have tes-
tified previously and provided documents that we coordinated with
the office of independent counsel who is conducting a criminal in-
vestigation and that they had asked us not to conduct any work
that would impede their ongoing criminal investigation.

Senator SHELBY. Did it ever cross either one of your minds that
perhaps you were being used politically in this investigation, or
could have been used politically?

Mr. CaLAaHAN. | assured your staff last week when | met with
them that we were never aware of any plan to retaliate against
these people and that we were not part of any such plan to retali-
ate against these people. That was true then and it is true now.

Senator SHELBY. Was it not a criminal investigation when you
opened the case on October 2 | believe it was?

Mr. CaLaHAN. | think we would say that it was too early in in-
vestigation——

Senator SHELBY. To determine that?
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Mr. CaLAHAN. To characterize the case. In fact, we have a letter
from our office to Secret Service counsel on October 23 stating just
that.

Ms. Lau. That it was too premature to characterize the inves-
tigation in any manner.

Senator SHELBY. | want to bring your attention to a couple of
questions and responses and ask you to explain them to me. These
are some of the responses you gave to questions that were asked
for the record in December. Question No. 10——

Ms. LAau. Just a moment, sir.

Senator SHELBY. Sure, take your time. Are you ready now?

Ms. LAau. Yes.

CASE TRACKING FORM

Senator SHELBY. Question No. 10: Was a case tracking form cre-
ated for Senator Stevens’ request of June 187 If so, please provide
a copy of that form or outline the information contained in that
form.

The answer was this.

No case opening documents were created for either request until after the office
of the independent counsel notified the Office of Inspector General on September 27,
1996, that it could proceed on both matters. The matter was forwarded to the appro-

priate regional office. Because the two requests were related, they were opened on
October 2, 1996, as one investigation.

Now | believe you also stated in your testimony before the com-
mittee on December 2 the following, page 48 of the transcript. |
asked the question as follows, now | would ask you to clarify—do
you want to find that?

Ms. LAuU. Yes, thank you.

Senator SHELBY. You take your time. That would be page 48.

Ms. Lau. Top, bottom, or——

Senator SHELBY. On the other—are you ready now?

Ms. Lau. | am——

Senator SHELBY. On page 48 of the transcript.

Ms. LAu. Yes.

Senator SHELBY. Can | proceed?

Ms. LAu. Yes.

Senator SHELBY. | ask now—and this is quoting from the
record—I would ask you to clarify again for the record, what was
the exact date that you decided to have one investigation? In other
words, you folded them into one.

And you answered, the actual date would be October 2. Is this
true?

Ms. LAu. That was my understanding at the time.

Senator SHELBY. Based on what?

Ms. LAau. Based on what my staff informed me. And | had no rea-
son to think otherwise until last Friday.

Senator SHELBY. But in fact it was not true, was it?

Ms. LAu. The case—

Mr. CALAHAN. It was true within the best of our knowledge I
think. We had meetings——

Senator SHELBY. Would you let her answer her own questions?
Was that true?

Ms. LAu. It was true to the best of my knowledge at that time.
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Senator SHELBY. But factually it was not true, was it?

Ms. Lau. As far as | knew at the time that | testified, it was
true.

Senator SHELBY. Go ahead, Mr. Calahan.

Mr. CaLaHAN. We had meetings with our counsel and we looked
at the two requests, and | think within the knowledge that the in-
spector general had of those meetings she fully believed that the
two requests had been related and that one investigation had been
established. She did not know about the intervening week, October
2 through 9. As soon as the investigators had a discussion with
counsel and learned of the Stevens' request and they in turn in-
formed her of what they had determined from reading the testi-
mony, that on October 9, in effect, this statement became true in
terms of the record.

Ms. LAau. Senator Shelby, you referred to the letter that I pro-
vided you yesterday that describes this in great detail. In that let-
ter | indicate that these are administrative documents that are
used by the investigators for case management purposes. | as the
inspector general would not normally be aware of or review these
documents at all.

Senator SHELBY. Who did you talk with in preparing for your tes-
timony on December 2 | believe it was?

Ms. Lau. In preparing for the testimony?

Senator SHELBY. Yes; your staff?

Ms. LAu. Yes; | talked with my staff including my deputy inspec-
tor general, my counsel, my assistant inspector general for inves-
tigations, the case agent, and the supervisor, as well as the re-
gional inspector general for investigations.

Senator SHELBY. Going back just to the facts. Was one investiga-
tion basically opened on October 2, 1996?

Ms. LAu. One investigation was opened, yes.

CONGRESSWOMAN COLLINS' REQUEST

Senator SHELBY. Question 31—going back and you might want to
refer to your transcript. How much time did your office spend con-
sidering whether or not to proceed with investigating Congress-
woman Collins’ request?

You answered, consideration of the initiation of an investigation
was carefully deliberated and was done in conjunction with consid-
eration of the Senate committee’s request. No consideration was
made to proceed solely with Congresswoman Collins’ request.

But that is not true, is it?

Ms. Lau. It was true based on the information that | had avail-
able to me at the time.

Senator SHELBY. You thought it was true.

Ms. LAu. Yes, sir.

Senator SHELBY. But in fact it was not true. You thought it was
true based on the information.

Ms. Lau. | believed it was true based on what | was informed
of by my staff.

Mr. CALAHAN. Again, in terms of context, if 1 might just make
a point?

Senator SHELBY. Sure, go ahead.
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Mr. CALAHAN. On October 9, this was true at all levels of the In-
spector General's Office. On October 2, what you were saying is
that it was not true in terms of the case tracking document. But
again | would like to say that those were preliminary. That was a
preliminary document. Those records are intended to be amended.
In fact, when the case is closed, a case tracking document is pre-
pared. Since we decided to close the case yesterday, one of these
case tracking documents will be prepared showing that the case is
closed on April 16. As you can see, these records change throughout
the investigation.

So at the period of time that she said this, in terms of the deci-
sion to have one case, she was speaking accurately within the scope
of her knowledge of the meetings she had had and the discussions
she had had with staff.

Senator SHELBY. But assuming you are adding to records, which
people are, why do you not show the chronology of things where
people would not question whether or not you were trying to
change documents to reflect so and on? Whereas if you had some-
thing that was dated October 2 and you came back on October 9
and you put an explanation of why you were doing it, you are not
trying to change the document to reflect your testimony. But that
could be read that way.

ADMINISTRATIVE RECORDKEEPING

Ms. LAu. Your point on recordkeeping is very appropriate. In fact
this has pointed out to us that we need to take a very serious look
at our administrative recordkeeping, and we will be doing so imme-
diately.

Senator SHELBY. So your testimony, in a sense, was only oper-
able after a certain date. In other words, your testimony that you
gave before you said was based on the information that you had
at the time; is that correct?

Ms. Lau. | believed it to be correct, and it was based on the in-
formation available to me at the time that | testified.

Senator SHELBY. But in fact though, it was not true, was it?

Ms. Lau. It was true to the best of my knowledge.

Senator SHELBY. To yours, from what you knew.

Ms. LAu. And when | found out otherwise, I immediately took
steps to inform you through your staff.

LETTER TO SENATOR STEVENS

Senator SHELBY. | would like to also draw your attention to the
letter you sent to Senator Stevens that you are familiar with.

Ms. LAu. Yes, sir.

Senator SHELBY. In response to his request that you clarify that
he had nothing to do with asking you to investigate the testimony
of Secret Service agents. In your response dated October 24, 1996,
referring to your own letter, you state, and | will quote—this is the
letter to Senator Stevens.

In addition, the letter of Congresswoman Collins requesting an investigation of
the testimony before the Committee on Government Reform and Oversight by Serv-
ice officials to determine how the Service concluded that it was impossible for the

Service to provide list with outdated names, she did not request that the office of
inspector general investigate specific Service agents.
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Do you believe that statement in your letter to still be true?

Ms. LAu. Yes, sir, | do.

Senator SHELBY. You do? Your office has provided an e-mail that
reflects that the Congresswoman in fact did desire—did desire—
that two specific agents be investigated; is that not true?

Ms. Lau. | was not engaged in any discussion with the Congress-
woman or her staff, so | cannot——

E-MAIL MESSAGE

Senator SHELBY. | want to ask the question again. Your office
has provided an e-mail that reflects that the Congresswoman in
fact did desire that two specific Secret Service agents be inves-
tigated. Are you aware of that?

Mr. CALAHAN. You are talking about the e-mail dated October 2?

Senator SHELBY. That is right.

Ms. LAu. Senator Shelby——

Senator SHELBY. He is in the dialog now. Excuse me just a
minute. Yes; | am talking about October—I have a copy of it here.

So again—
Mr. CaLAHAN. | think you could make that interpretation pos-
sibly.

Ms. Lau. However, that conversation was made between my
counsel, Mrs. Vassar, and staffers from Congresswoman Collins’ of-
fice. My counsel is here today if you would like to hear from her
regarding what she actually heard.

Senator SHELBY. | might want to in a few minutes, but I want
to proceed here first, if | could.

Ms. Lau. All right.

Senator SHELBY. You are familiar with, Mr. Calahan, the e-mail
that I just referred to. You have got a copy of that?

Mr. CALAHAN. Yes.

Senator SHELBY. So | am going to ask you this question again.

Ms. LAu. Yes, sir.

Senator SHELBY. Your office has provided the e-mail that reflects
that the Congresswoman in fact did desire, from what | read of the
e-mail and you have a copy of it, that two specific agents be inves-
tigated. Is that correct?

Ms. LAau. The e-mail states that. However, I would refer you to
the Congresswoman’s letter to Secretary Rubin dated September 25
in which in regards to the investigation she specifically asks, that:

You direct the inspector general of the department to investigate the preparation
of the testimony before this committee by Secret Service officials to determine how

and why the testimony was developed that led to the conclusion that it was impos-
sible for the Secret Service to provide lists with outdated names.

So relative to the specifics in her request letter, it was regarding
the preparation of testimony, not any particular individuals.

Senator SHELBY. Did you not open the investigation doing just
that? In other words, what Congresswoman Collins suggested, per-
jury investigation?

Mr. CALAHAN. This e-mail resulted——

Senator SHELBY. Let her answer the question first and then you
can—did you not—

Ms. Lau. | was not party to the discussions that are described
in the e-mail. 1 only am knowledgeable of the letter itself, and the
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letter itself indicates that the request was for the substance of the
testimony and not either of the two agents.

Senator SHELBY. But basically, did you not open the investiga-
tion or it was done doing just that, doing the perjury investigation
as Congresswoman Collins suggested? Do you want to comment on
that? Go ahead.

Mr. CaLaHAN. | would be happy to. As a result of this e-mail,
there is no question that the form, the case tracking form was pre-
pared that has the phrase on it, subjects may have perjured them-
selves.

Senator SHELBY. Absolutely.

Mr. CALAHAN. And that the result of that was that for a period
of time, days, these people were in our records as being inves-
tigated——

Senator SHELBY. Excuse me just a minute. Are you referring to
this document, Treasury OIG document here?

Mr. CALAHAN. Yes; the first case tracking form.

Senator SHELBY. Thank you. Go ahead.

Mr. CALAHAN. The point 1 would like to make is while technically
maybe these two people were subjects of an investigation for a
week. In fact, the two people were never investigated. We never
interviewed them. We took no steps to investigate these people in
any way, and that the result of this, if you want to call it an error
in judgment, is that there was no impact against those two people.

Senator SHELBY. Well, there is always an impact. But basically,
this was sort of a sham in a sense, was it not? To bring these two
veteran Secret Service agents names into something like this after
they testified to Congress about something——

Mr. CALAHAN. No; these are documents that normally never see
the light of day. These are documents that do not constitute evi-
dentiary information for our investigative files. These are adminis-
trative documents in the office that are used for technical manage-
ment of the caseload because at any one time, | think right now
we have 120 open investigations. So there has to be some method
of summarizing information for use by the regional inspector gen-
eral for investigations to keep track of the cases and so forth, and
this is the form that is used.

INVESTIGATION INITIATED ON OCTOBER 2

Senator SHELBY. | have some more questions. Were you aware at
the time of the December 2, 1996, hearing that your office had ini-
tiated an investigation on October 2, 1996?

Ms. LAau. | was aware that an investigation had been initiated
on October 2; yes.

Senator SHELBY. Were you aware at the time of the December 2,
1996, hearing before this committee that your office had initiated
an investigation on October 2, 1996, based solely on the request of
Congresswoman Cardiss Collins?

Ms. LAu. No; I was not.

Senator SHELBY. Were you aware at the time of the December 2,
1996, hearing that your office’s investigation of October 2 was
opened as a perjury investigation?

Ms. Lau. No; | was not.
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Senator SHELBY. Were you aware at the time of the December 2,
1996, hearing that your office’s investigation of October 2 identified
two Secret Service agents as subjects?

Ms. Lau. No; I had no idea.

Senator SHELBY. When did you first learn that your office had
opened an investigation at Congresswoman Collins’ request naming
two Secret Service agents as subjects of a perjury investigation?

Ms. Lau. April 11, 1997. As | mentioned, | immediately directed
my deputy inspector general to notify you via your staff, and he did
so that day.

Mr. CALAHAN. Senator, she is being kind. She was greatly an-
noyed, as was I.

Senator SHELBY. Annoyed at what?

Mr. CaLaHAN. Annoyed that this had not come to our atten-
tion—

Senator SHELBY. Annoyed that you did not know about it?

Mr. CALAHAN. Yes; much earlier.

Senator SHELBY. Were you ever informed by your staff that
statement that “one investigation was initiated on October 2, 1996,
based on the request of both Senator Stevens and Congresswoman
Collins,” in other words, was not true?

Ms. Lau. No; | was not informed that my statement was not
true. | believed it to be true——

Senator SHELBY. At the time.

Ms. Lau. Based on the information | had available to me.

Senator SHELBY. According to documents you have provided, Ms.
Coleman the regional inspector general for investigations for the
eastern region who also testified before this committee on Decem-
ber 2, 1996, was aware of the criminal investigation initiated by
your office on October 2, 1996. Did you as the inspector general
consult with her before you testified on December 2, 19967

Ms. LAu. | believe we did have discussions as we were preparing
for the hearing, sir.

Senator SHELBY. Did you consult with her after you testified on
December 2, 19967

Ms. LAu. We, in responding to the questions for the record did,
perhaps not face to face but were working——

Senator SHELBY. You did review the transcript, did you not?

Ms. LAu. Yes; reviewing the transcript and preparing answers
for the record.

Senator SHELBY. Who basically assisted you in preparing you for
testimony before this committee on December 2? In other words,
did you talk to Mrs. Vassar, Ms. Coleman, Ms. Otero?

Ms. Lau. Cesario.

Senator SHELBY. Otero.

Ms. Lau. She has a hyphenated last name, Otero-Cesario. Mr.
Calahan.

Senator SHELBY. Who is seated with you.

Ms. Lau. Who is seated with me. The case agent for the inves-
tigation as well as the supervisor for the investigation.

Mr. CaLaHAN. If | might just clarify the record.

Senator SHELBY. You go ahead; yes, sir.
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Mr. CaLAHAN. | was just handed a piece of paper that indicates
that the regional inspector general for investigations was actually
out of town just before the December 3 hearing. So she was not——

Senator SHELBY. December 2 hearing.

Mr. CALAHAN. | am sorry. So she was not part of a discussion
that we had had to prepare.

Senator SHELBY. Who prepared the chronology provided to this
committee on December 2 that you gave?

Ms. LAu. | did, sir, based on the information available to me at
the time.

Senator SHELBY. You did. Who assisted you in preparing the re-
sponses to the committee’s additional questions for the record that
were submitted after the December 2 hearing?

Ms. LAau. A number of my staff. | do not know precisely who be-
cause it was during the holiday season. But | would be happy
to—

Senator SHELBY. Would you do that for the record?

Ms. LAau. Provide that for the record; yes.

[The information follows:]

There are inconsistent recollections regarding which individuals assisted in the
preparation of the responses and the extent of their participation. As we informed
you at the time of the hearing, | referred this matter to the President's Council on
Integrity and Efficiency’s Integrity Committee for its review. Subsequently, we have
been informed that the matter has been referred to the Office of the Independent
Counsel for appropriate action. Given that this question focuses on critical issues

pertaining to the referred matter, we believe it may be inappropriate to pursue the
answer to this question further at this time.

FAILURE TO PROVIDE ORIGINAL CASE TRACKING FORM

Senator SHELBY. Can you please tell the committee today why
your office failed to provide a copy of the original case tracking
form of October 2, 1996, when the committee requested it in De-
cember of last year. Was it an oversight?

Ms. Lau. | do not know why.

Senator SHELBY. Do you, Mr. Calahan?

Mr. CaLAaHAN. Noj; except that | think that the intention on the
part of staff was to give you the current document. That this was
the accurate document that correctly portrayed the status of the
case, and that is the reason they gave that to you, | think. Within
my knowledge, that is the reason.

Senator SHELBY. The tracking form, at the bottom it has initials.
I think it says RSL or something like that. Whose initials are
those? There is a date below them. It reads 10/4/96. What does that
mean? Why are those initials and that date there? Do you know,
Mr. Calahan?

Mr. CaLAaHAN. | have been informed those initials and that date
indicate the time that the form was sent to headquarters, and that
those initials are in fact the initials of a clerical employee, so we
would rather not state her name.

AMENDED CASE TRACKING FORM

Senator SHELBY. OK. Now if you could look at the amended case
tracking form you provided, you have it there, to this committee.
It still represents that the investigation was opened on October 2,
1996, does it not?
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Mr. CALAHAN. You are referring again to the initials at the bot-
tom right-hand corner of the page?

Senator SHELBY. Yes.

Mr. CALAHAN. | cannot explain that. | have asked that question
myself—

Senator SHELBY. In block two it does not show that the status
was changed, does it?

Ms. LAu. That would normally appear in block three, the status
change day. | have been informed by the regional inspector general
that normally that is where such a date would appear.

Senator SHELBY. Why is that now?

Ms. LAu. Typically, the case tracking document is prepared by
the case agent. The form can also be prepared either by the re-
gional inspector general for investigations or her assistant regional
inspector general for investigations. This form was prepared by the
RIGI. Her initials are under block five. She informed me that gen-
erally any new documents that are added to the file will have that
statuds change date entered as the date the new document was pre-
pared.

Senator SHELBY. Now if you would just take a minute and look
at the initials and date at the bottom of the form, the same initials
ars] on the first document and yet the date is 10/2/96. Do you see
that?

Mr. CALAHAN. | absolutely do.

Senator SHELBY. How is that possible?

Mr. CaLAHAN. | do not know. | have asked that same question
myself. 1 would just like——

Senator SHELBY. Do you know?

Ms. Lau. | do not know either.

Senator SHELBY. Go ahead. | did not mean to interrupt you.

REFERRAL TO INTEGRITY COMMITTEE

Mr. CALAHAN. We see the discrepancy there, Senator, and in all
honesty, we are going to have this situation reviewed. In fact, we
made a referral yesterday to the integrity committee of the PCIE
regarding this matter.

Senator SHELBY. The person, if you would look at that again,
somehow signed off on the second case form created 7 days later
before they ever signed on the first. How is that possible? Is that
what you are talking about?

Ms. Lau. We do not know.

Senator SHELBY. That is troubling, is it not?

Mr. CALAHAN. It is troubling.

Ms. LAu. It is very troubling. Senator Shelby, Mr. Calahan made
reference to the integrity committee of the PCIE. As you may
know, the PCIE is the President’s Council on Integrity and Effi-
ciency that is chaired by the Director of Management at OMB. This
integrity committee is chaired by a senior official of the FBI and
I have referred this matter to them for appropriate action.

STANDARD OPERATING PROCEDURE

Senator SHELBY. Let me, if | can proceed. At this point, |1 would
like to draw your attention again to several statements that you
made before this committee on December 2. First, Senator Kerry
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asked you about how you go about making tough calls, what proc-
ess you followed, what your standard operating procedure was. |
believe that is on page 44 of the transcript, if you will refer to it.
Have you found that?

Ms. Lau. Not the precise location, but——

Senator SHELBY. Take your time and find it. | will go back again.
Senator Kerry asked you at the committee about how you go about
making tough calls, what process you followed, what your standard
operating procedure was. That is on page 44 of the transcript. You
answered, “I am afraid the buck stops here. I am the one who
makes the decision.”

Ms. Lau. That is true.

Senator SHELBY. Is that true?

Ms. Lau. Yes; | am responsible for the Office of Inspector Gen-
eral.

Senator SHELBY. So if that is true, did you make the decision to
open the investigation on October 2, 1996, of the two Secret Service
agents?

Ms. LAau. No; I did not.

Senator SHELBY. Who did?

Ms. LAau. The assistant inspector general for investigations di-
rected the initiation of this particular investigation. It was my deci-
sion, however, that——

Senator SHELBY. You concur in the decision?

Ms. LAu. Let me clarify the issue. It was my decision that we
would do a review to respond to the 10 questions by Senator Ste-
vens and the question posed by the Congresswoman. Two separate
requests relating to the substance of the process of maintaining the
White House access list and the data base. | did not direct Mr.
Cottos, the assistant inspector general for investigations, to initiate
this investigation in this manner.

Senator SHELBY. But you are responsible for it as the inspector
general?

Ms. LAu. Yes, | am.

Senator SHELBY. Is that what you meant?

Ms. Lau. | am responsible for the office; yes.

INTIMIDATING FUTURE WITNESSES

Senator SHELBY. Finally, | asked if you ever considered the fact
such an investigation could intimidate future witnesses from testi-
fying before Congress as to the truth of what they know; page 48
of the transcript. You responded, | can say from experience that
being asked to testify before Congress has a sobering effect on any-
one and it reinforces each individual’s duty to tell the truth.

Do you believe you have met this duty in testifying before this
committee about your office’s investigation of these matters?

Ms. Lau. | have made every attempt to be forthcoming. |1 have
been truthful based on the knowledge that | had at the time | testi-
fied. When 1 learned of new information that needed to come to
light, 1 brought it forward immediately. Yes; | believe that | have
been very forthright.

Senator SHELBY. Did not the regional inspector general open this
investigation?
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Ms. Lau. The regional inspector general for investigations opened
the investigation at the direction of the assistant inspector general
for investigations.

Mr. CALAHAN. Senator——

Senator SHELBY. And she testified to this, did she not, on Decem-
ber 2?

Ms. Lau. | would have to check the transcript.

Senator SHELBY. As far as you know.

Go ahead, Mr. Calahan.

Mr. CALAHAN. | was just going to say that that is the norm in
the office is that regional inspectors general open cases and man-
age cases.

Senator SHELBY. | know we are in an open hearing here. I have
also been made aware of another document that | would like to
talk with you about later. 1 would meet with you and ask you to
confirm it for its accuracy. But | will not do it in the open hearing.

Ms. LAu. Thank you. We would be happy to meet with you in a
closed session.

Senator SHELBY. But since day one, this subcommittee’s concern
and the concern of many of my colleagues has been that your office
improperly opened a potentially criminal investigation targeting
two veteran Secret Service agents because of their testimony before
Congress.

Your office’s recent revelations on this matter confirm what we
suspected all along. Yet 7 months later, two public congressional
hearings, a series of correspondence with Members of Congress and
the Secret Service, and numerous questions for the record and only
now today you come forward with information and documents that
confirm that your office did in fact open a criminal perjury inves-
tigation based solely on the request of Congresswoman Collins
naming two specific Secret Service——

Ms. LAu. No, sir; | cannot agree with your statement of the facts.

Senator SHELBY. How do you disagree?

Ms. Lau. It was not just today. Immediately upon learning of
this new information I made sure that you, through your staff,
were notified. It is not correct—

Senator SHELBY. Was this in the last several weeks?

Ms. LAau. This was last Friday. As soon as we learned of it, we
reported it. | could do no better than that.

Senator SHELBY. But is not this what we are talking about here
when things like this happen? It is more than a formality or an ad-
ministrative management thing. We are talking about more than
that here today. The lives and the professional reputations of two
career law enforcement officers | believe were wrongly impugned
when you opened that investigation on October 2. For that, I be-
lieve you have done some explaining. But | think you have got
some other explaining to do.

You also, I think, have some explaining to do about how your tes-
timony could be allowed to be so ill-informed, and how you could
testify so assertedly to what your senior staff certainly knew to be
untrue.

Ms. Lau. Senator Shelby, I am not happy about that myself.

Senator SHELBY. What are you going to do about it? Are you
going to investigate your staff as to their preparation——
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Ms. LAau. As we have mentioned, | yesterday referred this to the
integrity committee of the PCIE that is chaired by a senior official
of the FBI. | believe an independent review of this matter would
be very helpful.

Mr. CALAHAN. There was a Presidential—

EXECUTIVE ORDER

Ms. LAau. Senator, if you would like, there is an Executive order
that talks about the process of situations regarding incidents in-
volving inspectors general and their senior staff. This is the process
to which I am referring that we have referred this matter for ap-
propriate action.

Senator SHELBY. But would it basically be your policy that people
when they come before Congress, whether they work for Treasury,
they work for the FBI, they work for the State Department, or
wherever, that they come up here and they tell the truth; they are
under oath and so forth. And they should not, if they are telling
the truth, although it may be not politically good for either party
or some people, that they always tell the truth and they not be in-
timidated by your office or any other inspector general or someone
else for telling the truth.

Do you agree with that?

Ms. LAu. | believe no one should be intimidated by anyone when
they are asked to tell the truth and do so based on the knowledge
that is available to them at the time they are testifying; yes.

Senator SHELBY. Mr. Calahan, do you have anything else?

Mr. CaLAaHAN. No.

SUBMITTED QUESTIONS

Senator SHELBY. We have additional questions for the Depart-
ment and we would ask that you respond as quickly as possible.
[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-

ing:]
QUESTIONS SUBMITTED BY SENATOR CAMPBELL

FINANCIAL CRIMES ENFORCEMENT NETWORK
FISCAL YEAR 1998 BUDGET REQUEST

Question. In FinCEN's fiscal year 1998 budget request, there is a new initiative
for $2 million in support of Presidential Decision Directive 42, and includes 4 FTE.
Given that these funds are requested from Crime Bill funds, which are to run out
in fiscal year 1999, why were these continuing personnel funds being requested out
of the Crime Bill?

Answer. The objective of Presidential Decision Directive 42 is to combat inter-
national organized crime. In support of this objective, FiInCEN requested $2 million
and 4 FTE to: (1) support law enforcement agencies in their actions against money
launderers and their illicit funds and assets; (2) increase FinCEN's assistance to co-
operative governments; and (3) achieve greater cooperation and coordination with
other countries. FinCEN is frequently called upon to provide guidance and assist-
ance in bilateral and multilateral initiatives, as evidenced in its work with the Fi-
nancial Action Task Force, the Egmont Group, and the Summit of the Americas.
(See descriptions of this initiative in later questions.)

These resources were requested as part of FInCEN's direct appropriation for fiscal
year 1998 and approved by the Department, as requested. As part of the review
process, a decision was made to support the PDD-42 initiative for FinCEN but to
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fund it out of the Crime Bill. If FinCEN must support this very important initiative
through Crime Bill funds, it would recruit using temporary appointments.

Question. Will FinCEN absorb the costs associated with these 4 FTE into the Sal-
aries and Expenses account once the Crime Bill funds are no longer available?

Answer. If Congress approved the use of Crime Bill “No Year” funding for
FinCEN'’s Presidential Decision Directive 42 initiative, these resources would re-
main available until expended but would not become part of FInCEN's base oper-
ational funding level.

FinCEN operates on a fairly small budget compared to other federal agencies. I'd
like to focus on the initiatives you proposed as part of your budget request for fiscal
year 1998 and how that will help to combat money laundering.

Question. Can you briefly explain FInCEN'’s new initiatives for fiscal year 1998?

Answer. The two initiatives requested from Crime Bill funds continue and im-
prove current operations of FInCEN.

Background on First Initiative

As stated above, in order to achieve the President’s objective, as defined in Presi-
dential Decision Directive 42, to devote greater effort in combating international or-
ganized crime, FInCEN seeks $2.0 million to (1) support law enforcement agencies
in their actions against money launderers and their illicit funds and assets; (2) in-
crease its assistance to cooperative governments; and (3) achieve greater cooperation
and coordination with other countries.

The Annunzio-Wylie Anti-Money Laundering Act, Public Law 102-550, provided
that: “The Secretary of the Treasury and the Attorney General shall jointly estab-
lish a team of experts to assist and provide technical assistance to foreign govern-
ments and agencies thereof in developing and expanding their capabilities for inves-
tigating and prosecuting violations of money laundering and related laws.” This
mandate is supplemented by Presidential Decision Directive (PDD)-42 which was
issued by President Clinton in October 1995 in recognition of the growing dimen-
sions and dangers of global money laundering. The Directive provides the policy
framework to focus U.S. efforts at the international level and through cooperation,
specifically technical assistance and training.

At the direction of the Secretary of the Treasury, FInCEN headed an interagency
group in 1996, as part of the PDD-42 process. Based on that process, FINCEN initi-
ated an in-house prioritization plan whereby regions and specific nations were as-
sessed in order to determine the most efficient allocation of resources. The agencies
involved in this process assessed the financial infrastructure and money laundering
environment, attempted to calculate the political and legal environment for change,
and conducted a technical assistance needs analysis necessary to bring that coun-
try(s) into compliance with international anti-money laundering standards.

This assessment included: identifying countries that have or should have a
counter-money laundering role; evaluating the ability of that country(s) to create an
effective interagency information sharing mechanism; promoting partnerships be-
tween the government and domestic and international financial services industry,
and recommending regulations to fully implement anti-money laundering laws.

In addition, FInCEN sent its specialists to other countries to assess the techno-
logical needs and capabilities of those sectors responsible for overseeing anti-money
laundering efforts. FINCEN relied upon and used the expansive expertise of other
Treasury bureaus and other agencies including State and Justice, thereby reducing
duplication of effort in geographic areas. Importantly, FinCEN developed each of its
plans based on the needs of the country. It is critical that any plan be country spe-
cific and include money laundering specialists familiar with both that country and
the region within which it operates.

The funding requested in fiscal year 1998 will assist the U.S. in achieving greater
cooperation and coordination with other countries, and increase efforts within the
U.S. law enforcement community on international issues.

Specifically, FInCEN intends to enhance its technological systems, fashioning and
using a secure Intranet system to link the United States and other countries on
drug trafficking and money laundering matters; developing a multi-lingual database
for the exchange of financial intelligence; and exploiting the suspicious activity
database for profiling and sharing information to impede criminal activity in the
U.S. and world banking systems. Secondly, FinCEN will be able with additional
funding to respond in a meaningful and responsible manner to the growing humber
of requests by other federal agencies as well as foreign governments for support and
assistance with financial intelligence unit (FIU) development. The linkage of FIUs
worldwide is a key component of FinCEN's anti-money laundering strategy.
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Background on Second Initiative

To provide a secure means of information sharing among the Treasury law en-
forcement bureaus, $1 million is requested to develop an Internet communication
system. The need to communicate quickly and securely among the bureaus was
identified as a priority. This system will greatly enhance the ability of Treasury’s
Office of Enforcement to communicate sensitive, case-related intelligence through a
highly secure and protected system.

Under this initiative, FINCEN is proposing to create an “extranet” using the exist-
ing Internet infrastructure to interconnect Treasury enforcement bureaus. The sys-
tem would allow for real-time information sharing in the form of e-mail, “chat” and
“newsgroups” (to use Internet-speak). Moreover, the system would allow for secure
electronic delivery of case reports, electronic requests for support, electronic deliv-
eries of trend and pattern analyses, and computer-based training modules regarding
financial crime.

FinCEN'’s concept is to use state-of-the-art dynamic encryption to protect the flow
of data through the Internet. By using an existing Internet infrastructure in con-
junction with data encryption, FINCEN significantly reduces the cost of the system
while at the same time providing services to Treasury law enforcement globally.
Further, this solution also involves user accounts and user passwords thus limiting
who gets access to the information, and digital certificate authentication to ensure
that a qualified user is operating a government-owned computer in a physically se-
cured environment.

FinCEN’s objective is to establish secure links for Treasury law enforcement to
access specific information solely related to financial crimes. The entire system will
be built around this focus and access to this information will be restricted to those
who have a “need-to-know.”

FinCEN, given its mandate of combating money laundering, has had to be pro-
gressive in what tools it uses to get the job done.

Question. Can you explain the role of technology in FIinCEN's work?

Answer. FINCEN uses state of the art technology not only to strengthen its own
capabilities, but also to improve the means by which we provide investigative sup-
port and analysis to law enforcement. Our compilation of databases provides one of
the largest repositories of information available to law enforcement in the country.
FinCEN's technology and expertise draws representatives from 17 major federal in-
vestigative agencies who are assigned as long term detailees in order to have direct
access to our information.

We have developed a sophisticated Intranet network of databases to link financial,
law enforcement and commercial information to provide cost-effective and efficient
measures (“one stop shopping”) for federal, state and local law enforcement officials
to prevent and detect financial crime. FinCEN provides this information/access for
no charge, however, in return, FinCEN gains additional information to assist in fu-
ture investigations. This allows FinCEN to link ongoing investigations together to
avoid duplication and assemble masses of data to identify strategic trends. In this
regard, our Gateway system, which provides state and local law enforcement with
direct, on-line access to records filed under the Bank Secrecy Act (BSA), won an
award in 1995 from Government Executive magazine for identifying creative ways
to enlist the support of other entities.

FinCEN’s Artificial Intelligence (Al) Targeting System is yet another illustration
of the important role technology plays in the agency’s mission. Through the employ-
ment of advanced Al technology, the system provides a cost effective and efficient
way to locate suspicious activity in the tens of millions of currency transaction re-
ports required by the BSA. For the first time in the 25 year history of the Act, every
reported financial transaction can be reviewed and evaluated, allowing FinCEN an-
alysts and federal investigators to link ostensibly disparate banking transactions,
producing hundreds of leads for new investigations.

FinCEN has also applied technology in an innovative manner to develop an infor-
mation system for suspicious activity reporting. The Suspicious Activity Reporting
System (SARs) went into effect in April 1996, merging and revolutionizing two older
reporting systems that had been in place for over a decade. This single centralized
system provides the users of the information—the IRS/CID, U.S. Customs, U.S. Se-
cret Service, the FBI, the U.S. Attorneys, the federal bank regulators, and state law
enforcement agencies and banking supervisors, equal access to the data as soon as
its processed. This also creates an opportunity for more comprehensive analyses of
these reports and results in better information about trends and patterns which is
vital to Treasury enforcement in our efforts to address money laundering. As of
April 1997, financial institutions filed nearly 65,000 SARs, about 40 percent report-
ing suspicious money laundering activity.
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In addition to employing state of the art technology to our case support efforts,
FinCEN also must stay abreast of advances in emerging payment systems. New
cyberpayment systems are coming on-line which create vast opportunities for con-
sumers and for criminals. The possibility of virtually untraceable financial dealings,
if it came to pass, would create new, perhaps unparalleled problems for law enforce-
ment.

FinCEN is striving to build a knowledge base throughout Treasury enforcement
by bringing together government agencies and the private sector to work in coopera-
tion to discuss the implication of these systems as they are being developed.
FinCEN has conducted money laundering simulation exercises and has sought out
experts from the public and private sectors to support and validate our efforts to
understand the industry.

FinCEN employs technology, in the numerous methods outlined above, to give law
enforcement an edge against the schemes and wrongdoing of money launderers and
others who would try to use it to their advantage.

Question. Specifically, can you outline CD Rom program and its benefits to both
FinCEN and the taxpayer for the Subcommittee?

Answer. FInCEN is now entering and will remain in a sustained period of provid-
ing training and technical assistance to both domestic and foreign entities. The
focus of this training and technical assistance will be on financial intelligence sup-
port to combat money laundering and financial crime. This assistance will cover a
wide range of subjects running the gamut from how to organize and run a financial
intelligence unit to how to analyze suspicious transaction data to how to produce,
understand, and use strategic financial intelligence.

FinCEN will be creating training and technical assistance modules in two main
formats: (1) traditional instructional modules for presentation in classroom settings;
and (2) tutorials for individualized use using CD ROM as the medium.

The following are among the subjects on which we will be aiming to produce both
traditional instructional modules and tutorials (on CD ROM):

—"“How to create and run an FIU"—including sub-components on such topics as
“Computer LAN models,” “Suspect Transaction Report databases,” “Staffing,”
“Budgets.”

—"“FIinCEN (FIUs) as tools for investigators”

—"“FIinCEN (FIUs) as tools for bank regulators”

—"“Investigation/Analysis of Electronic Funds Transfers”

—"“Investigation/Analysis of BSA data”

—"“Domestic and international wire transfer systems”

—"“How to do regional/state money laundering threat assessments”

—"Organization and operation of a money laundering case lab”

—"“Analysis of Federal Reserve data”

—"“Money laundering typologies” plus units on subsets such as “Structuring” and
“Use of monetary instruments”

—"“Vulnerabilities of cyberpayments systems to money laundering”

—"“Tactical financial intelligence analysis”

—"Strategic financial intelligence analysis”

—Modules on specific intelligence techniques such as computer-assisted brain-
storming and simulation

—"“Money laundering statutes”

—Practical exercises in money laundering intelligence analysis

Question. What is the goal of the cyberpayment study and what do you hope the
study will provide us?

Answer. Cyberpayments is the term FinCEN uses to describe new payment mech-
anisms which use “stored value” or “smart cards” to transfer funds as well as finan-
cial transactions which occur via the Internet. FinCEN has been developing exper-
tise in this area to ensure that these systems do not develop in a way that could
potentially facilitate financial crimes such as money laundering.

FinCEN intends to use requested funds to complete a portion of its ongoing analy-
sis of this issue. The analysis includes additional domestic and international simula-
tion exercises; securing external expertise to assist in the monitoring of the new sys-
tems; and continued outreach with the industry. FInCEN believes this process will
contribute significantly to Treasury’s on-going dialogue with industry, the Congress
and federal agencies on the formulation of appropriate policy responses.

As described above, the study of Cyberpayments is an ongoing process of systems
which are in their infancy but continue to mature. The complex and dynamic nature
of this issue suggests that FInCEN would not complete all its work in 1998, however
this funding under the Crime Bill will significantly further FinCEN'’s understanding
of this evolving issue.
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The Financial Intelligence Unit is mentioned in several places in your budget sub-
mission.

Question. Can you explain what a Financial Intelligence Unit (FIU) is for the Sub-
committee and how it can help FinCEN do its job?

Answer. Inspired in part by FInCEN's success, Financial Intelligence Units (FIUs)
have been established in countries throughout the world. These units serve as the
central focal point for countries’ anti-money laundering efforts. The FIUs are de-
signed to protect the banking community, detect criminal abuse of its financial sys-
tem, and ensure adherence to its laws against financial crime. FInCEN is one model
of an FIU and others exist in such countries as Great Britain, France, Belgium, the
Netherlands, Argentina, and Australia. Presently, there are at least 29 such units
throughout the world.

We cannot emphasize strongly enough the importance we place on the expansion
of these units around the world. The proceeds of crime move quickly across national
boundaries into the world's financial systems frequently causing money laundering
investigations to spill over into multiple jurisdictions and traverse the web of global
financial services. The objective is to close off avenues for money launders by build-
ing strong barriers to financial crime in nations around the world and then estab-
lishing ways to exchange information about criminal activity among nations. Finan-
cial Intelligence Units help accomplish both objectives. They are the embodiment of
the network concept offering support to law enforcement and financial community
nationally and internationally.

Under the leadership of FINCEN, a core group of FIUs met for the first time in
Brussels in 1995 and created an organization known as the Egmont Group. This
group serves as an international network, fostering improved communication and
interaction among FIUs in such areas as information sharing and training coordina-
tion.

The FinCEN representation in the Egmont Group reflects the agency’s leadership
role in this important coordination effort. FInCEN is heavily involved in Egmont’s
three important working groups: Legal, Technology, and Training. The Legal work-
ing group is tasked with examining the obstacles related to the exchange of informa-
tion among FIUs. The second working group, Technology, focuses on addressing
technical matters regarding communication among FlUs. Lastly, the Training work-
ing group is responsible for seeking “tools” to assist in the conduct of financial anal-
ysis. FINCEN experts play key leadership roles in each group, working in conjunc-
tion with representatives from other FIUs to develop solutions to the numerous is-
sues raised. Progress made in each working group is then reported at future meet-
ings of the whole organization.

The effort to increase communication among FIUs has been furthered by
FIinCEN's development of a secure web site, permitting access information on FIUs,
money laundering trends, financial analysis tools, and technological developments.

BANK SECRECY ACT

One of the laws which FinCEN administers is the Bank Secrecy Act, which is de-
signed to ensure the existence of records that could be used to provide investigators
and prosecutors with information on large currency transactions.

Question. What is the current rate of compliance for the Bank Secrecy Act?

Answer. The Bank Secrecy Act contains a number of different requirements, and
it is difficult to create a single measure for compliance rates. The most encouraging
developments over the past several years have been the cementing of a working
partnership between the Treasury and the nation’s financial institutions, especially
banks, to build a system that truly makes money laundering more difficult. Thus,
banks have responded very positively to the new suspicious activity reporting rules
and have filed more than 70,000 forms in the first year the rules were in effect. At
the same time, there is evidence that the large currency transaction reporting re-
quirements (the “CTR” requirement for transactions in currency in excess of
$10,000) are being carefully observed, and the rate of referrals of potential penalty
cases to the Treasury from banking regulators has declined. The requirements for
the reporting of cross-border transportation of currency in excess of $10,000 (the
“CMIR” requirement) is more difficult to track because the requirement is imposed
upon travelers themselves, not simply financial institutions.

It is not clear that patterns of compliance in other parts of the financial sector
are comparable to those of banks. Recent enforcement activity in the New York Met-
ropolitan Area has indicated serious abuse of the non-bank money transmission in-
dustry by agents of narcotics traffickers seeking to send funds to Colombia. The
abuses uncovered included, at best, negligence in the application of the BSA require-
ments to the businesses involved and, at worst, active collusion in criminal enter-
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prise. The experience forms a part of the basis for FInCEN’s proposal last week of
new rules aimed at money transmitters and other non-bank “money services busi-
nesses.”

It is also important to note that part of FINCEN's strategy has been to move away
from simply tracking rates of compliance and to ask, instead, whether the rules in-
volved are themselves an efficient way to deal with the problem of money launder-
ing. Thus, banks have for years complained about being penalized for relatively
minor infractions of the currency transaction reporting rules when the data pro-
duced had little relevance to the prevention or detection of money laundering. With-
out necessarily agreeing with the criticism, both Congress, in the Money Laundering
Suppression Act, and FIinCEN, have taken steps to slim down the reporting process
to data that is truly potentially useful to investigators and regulators and to place
the greatest emphasis on the building of compliance systems that can impede seri-
ous money launderers.

Question. What percentage of that is voluntary and what percentage of that is
mandatory compliance?

Answer. A large part of Treasury's long-term strategy has been to convince finan-
cial institutions that it is in their own interest to fight money launderers, who in
the long run can do as much damage to the financial system—and to particular fi-
nancial firms—as to government efforts to reduce crime. While the threat of civil
and criminal sanctions are essential to keep tension in the compliance system,
FinCEN has stepped up efforts, as stated above, to examine historic strategies in
an effort to craft rules that financial institutions themselves can apply more effi-
ciently and cost-effectively, as colleagues, rather than potential adversaries, in the
fight against money laundering. We believe this policy is meeting with some success
and provides a firmer basis for true progress, over the years, than a strategy based
solely on the threat of sanctions to gain compliance.

SUPPORT TO STATE AND LOCAL AUTHORITIES

FinCEN has a critical role in providing support to state and local law enforcement
agencies and their work in our communities. This is an aspect which | believe is
critical when dealing with the enforcement of anti-money laundering laws and deal-
ing effectively within our communities.

Question. In fiscal year 1998, FinCEN is requesting funding for a new initiative
called Secure Outreach. Can you briefly describe how this program will help state
and local law enforcement to combat money laundering?

Answer. The Secure Outreach Program will not directly support state and local
investigations. As described earlier, it will establish a secure Internet link for the
Treasury law enforcement bureaus to access information related to financial crimes.
However, indirectly the system will support state and local law enforcement in that
better communication among federal law enforcement ultimately helps get informa-
tion to state and local entities. This is particularly relevant as it relates to task
force efforts where federal, state and local law enforcement entities work together
to combat criminal activity.

Question. Can you detail for the Subcommittee the kind of support FinCEN pro-
vides to state and local law enforcement?

Answer. FinCEN provides support to state and local law enforcement in four dif-
ferent components by: (1) providing state and local law enforcement agencies with
direct, on-line access to records filed under the Bank Secrecy Act, through a pro-
gram called Gateway; (2) “alerting” federal and state agencies which have an inter-
est in the same investigation; (3) providing in-depth intelligence reports to supple-
ment Gateway information; and (4) working with Gateway’s state coordinators to in-
form and educate state law enforcement to ways to combat money laundering, in-
cluding services provided by FinCEN.

Gateway and Alerts

Through a system called Gateway, state and local law enforcement agencies have
direct, on-line access to records filed under the Bank Secrecy Act (BSA). BSA
records contain information such as large currency transactions, casino transactions,
international movements of currency, and foreign bank accounts. This information
often provides invaluable assistance for investigators because it is not readily avail-
able from any other source.

Using FinCEN-designed software, the Gateway system saves investigative time
and money because subscribing agencies can conduct their own research and not
rely on the resources of an intermediary agency to obtain BSA records. All states
and the District of Columbia are now on-line with the system. The information que-
ries are coordinated by law enforcement coordinators in each state. In fiscal year
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1996, Gateway processed 49,466 queries from 45 states. Through April of this year,
FIinCEN has received 32,625 Gateway queries from 48 states.

During the research and analysis process, Gateway electronically captures the in-
formation gathered on incoming inquiries and automatically compares this informa-
tion to subsequent and prior queries from Gateway customers. About 17,000 sub-
jects have been identified through Gateway. In addition, Gateway users ask FinCEN
to match about 600 new subjects each month against its other databases to identify
potential parallel investigations. This technique enables FInCEN to assist state and
local agencies in coordinating their investigations among themselves, and with fed-
eral agencies, through the sharing and exchanging of case data. In other words,
FinCEN has the ability to “alert” one agency that another has an interest in their
subject. In 1996, 356 “alerts” were given to agencies who had an interest in the
same investigative subject. From October 1996 through April 1997, 203 “alerts”
were issued by FinCEN.

Intelligence Reports Beyond Gateway

When state and local investigators need information and analysis beyond Gate-
way resources, they turn to FinCEN for detailed intelligence reports. For such offi-
cers, FinCEN is frequently the sole provider of the resources and expertise that fed-
eral agencies use so effectively to fight crime. These resources, often too expensive
for small agencies, are extremely important as more and more local police depart-
ments begin to combat sophisticated white collar crime.

All state and local requests first pass through state coordinators who review the
request to determine whether it is an appropriate tasking for FInCEN. This process
ensures that FInCEN only works on cases that can benefit from its extensive re-
sources.

Intelligence reports frequently include query results of commercial, law enforce-
ment, and financial databases. When appropriate, analysts construct analytical
products such as link charts and time-lines. FINCEN makes and maintains contact
with the requester to ensure the intelligence report meets the needs of the requester
and can contribute to the successful completion of the investigation.

Education

(See training question below)

Question. What percentage of work conducted by FinCEN is focused toward state
and local law enforcement agencies?

Answer: Approximately 20 percent of FINCEN'’s work is dedicated to supporting
state and local law enforcement. (This is primarily accomplished through Gateway
and other investigative support efforts as outlined above.)

It should be noted that it is difficult to completely distinguish support to state
and local agencies from support to federal agencies. There is a great deal of overlap.
Some of FinCEN'’s work contributes to both federal and local investigations, for in-
stance, under task force efforts. In addition, FinCEN's regulatory work, such as the
design and management of the Suspicious Activity Reporting System, benefits both
federal and state law enforcement. Again, with the understanding of the difficulty
in distinguishing support categories, FINCEN estimates 20 percent of its efforts are
devoted to state and local agencies.

Question. What percentage of the work you do with state and local law enforce-
ment is focused on training them on the law and what can FinCEN do for them?

Answer. The majority of resources that FinCEN expends in its efforts with state
and local law enforcement are channeled toward direct support of investigations.
However, we would estimate that 10-12 percent of our effort directed toward sup-
porting state and local agencies involves training, of which perhaps one-half of that
addresses legal issues.

FinCEN is currently considering an initiative (to begin in the fall of 1997) which
would involve a week-long course covering in-depth applications in financial inves-
tigations. This would be offered, over the course of one year, to approximately 250
of Gateway's State Coordinators and their personnel (at FinCEN'’s expense). While
we are not prepared to cover state statutes, some basic legal training could be incor-
porated in this course.

As part of its existing training efforts, FInCEN focuses on describing the benefits
states have achieved from developing and implementing a strategy for attacking
criminal proceeds. Such a strategy has several different elements, including legisla-
tion.

There are currently 30 states with legislation criminalizing money laundering.
Unfortunately, the provisions of these laws vary considerably which can substan-
tially affect their effectiveness. FInCEN has been working closely with the National
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Alliance for Model State Drug Laws and the National Association of Attorneys Gen-
eral to inform the states of the availability of model legislation.

CURRENT ISSUES

With technology changing so fast these days, it is no surprise that it is difficult
to keep up. Unfortunately, however, the criminal element seems to have no problem
in taking what ever new technology that comes along and finding a way to make
it useful to them in their crimes.

Question. Can you comment on the latest trends in money laundering?

Answer. Working with our partners in the law enforcement, regulatory and finan-
cial communities, we have learned that the tools of the money launderer can range
from complex financial transactions, carried out through webs of wire transfers and
networks of shell companies, to old-fashioned, if increasingly inventive, currency
smuggling. We also know that as soon as law enforcement learns the intricacies of
a new money laundering technique and takes action to disrupt the activity, the
launderers replace the scheme with yet another, more sophisticated method.

Most importantly, we see that the proceeds of crime generated in the United
States move quickly across national boundaries and into the world’s financial sys-
tems. The money laundering policy issues and the federal law enforcement cases in-
volving international crime that FinCEN supports frequently spill over into multiple
national jurisdictions and the web of global financial services.

The Financial Action Task Force (FATF), a global leader in promoting anti-money
laundering efforts, held its 1996-97 typologies earlier this year and released a pub-
lic report on existing money laundering trends around the world. FinCEN chaired
the 1996-97 FATF experts group on typologies which developed the report.

A general observation drawn from this exercise, and which substantiates
FIiNnCEN's experience described earlier, is that given the global nature of the money
laundering phenomenon, geographic borders have become increasingly irrelevant.
Launderers tend to move their activity to jurisdictions where there are few or weak
anti-money laundering countermeasures. Another major finding is that traditional
money laundering techniques (such as smurfing, wire transfers, and bank drafts)
continue as prominent laundering methods. Currency smuggling, also a traditional
method, continues to increase due to effective counter-money laundering measures
enforced in banks and other financial institutions.

Drug trafficking remains the largest single generator of illegal proceeds; however,
non-drug related crime (such as various types of fraud, smuggling and organized
crime offenses) is increasingly significant. There is also the continuing shift from
banking institutions to non-bank financial institutions.

Because of this shift, Treasury recently announced new proposed regulations
which apply to a segment of the non-banks, called money services businesses (MSB),
such as money transmitters and check cashers. (See attached fact sheets.) The pro-
posed rules require registration of MSBs; reporting of suspicious transactions by
MSBs; and a lower threshold of currency transaction reporting for money transmit-
ters. It should be stressed that the overwhelming majority of these businesses are
engaged in legitimate and valuable commercial activity. In fact, the industry has
been extremely supportive of FinCEN'’s work. The new rules are only intended to
make life difficult for the money launderers and their accomplices.

Question. How will the increasing usage of electronic financial transactions, or
cyberpayments, impact the work of FinCEN?

[With clarification from the Committee, we understand this question to ask how
will the increasing use of wire transfers (also called funds transfers) impact the
work of FInCEN. Electronic wire transfers move funds between financial institu-
tions. This question does not relate to cyberpayments as defined as “stored value”
or “smart cards” to transfer funds or financial transactions which occur via the
Internet.]

Answer: Electronic wire transfer systems move funds between financial institu-
tions and handle a daily volume in excess of 500,000 transactions, moving more
than $2 trillion around the world each day. Wire transfers offer criminal organiza-
tions an easy, efficient and secure method of transferring huge sums of money over
a very short period of time. Because wire transfer messages are often sent through
several banks and wire transfer systems, money launderers have been able to easily
confuse the money trail, making it difficult for law enforcement to trace the criminal
proceeds. However, it should be noted that while there has been a steady increase
in funds transfers between financial institutions, the use of these systems are not
increasing in a manner greater than anticipated.

Because of their use by money launderers, FinCEN issued (under the Bank Se-
crecy Act) two new regulations last year to prevent and detect laundering as money
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is moved around the country and the world. The first rule, issued jointly by Treas-
ury and the Federal Reserve Board, requires banks and non-bank financial institu-
tions to collect and retain information about transmittals of funds in the amount
of $3,000 or more; it also requires the verification of the identity of non-account
holders that are parties to such transmittals of funds. The second rule (known as
the travel rule), issued by Treasury alone, requires each financial institution that
participates in a wire transfer to pass along certain information about the transfer
to any other financial institution that participates in the transmittal.

The wire transfer rules are designed to help law enforcement agencies detect and
investigate money laundering and other financial crimes by preserving an informa-
tion trail about persons sending and receiving funds through wire transfer systems.
While wire transfers do pose a challenge to law enforcement agencies investigating
money laundering, the regulations significantly assist investigators by preserving
mbcire information identifying parties to such transactions than was previously avail-
able.

SUPPORT TO FEDERAL AGENCIES

Most of FINCEN's users are state and local law enforcement but there are a num-
ber of federal agencies that use FINCEN's expertise.

Question. Can you briefly describe for the Subcommittee who FIinCEN's federal
users are and what information are you able to provide them?

Answer. First, it should be noted that FInCEN's primary law enforcement cus-
tomers are federal agencies. The Internal Revenue Service and the Bureau of Alco-
hol, Tobacco and Firearms were FInCEN's top two federal customers. The U.S. Cus-
toms Service's Office of Internal Affairs and the Treasury Inspector General were
also significantly assisted by FinCEN.

Additionally, FInCEN continues to see a demand for services from all segments
of law enforcement around the country. Department of Justice agencies, such as the
FBI, USMS, and DEA are significant users of FinCEN, as are the Department of
Defense users such as Naval Criminal Investigative Services, Defense Criminal In-
vestigative Service, AFOSI, and U.S. Army Criminal Investigative Division.

FinCEN'’s original and primary mission is centered on law enforcement. In addi-
tion to housing key databases, FINCEN assists investigators by obtaining unique
and complex data and performing research and analysis that plays a vital part in
successful investigations. FINCEN assistance has proved crucial in investigations of
criminal activity ranging from money laundering to national security issues.

FinCEN’s work is concentrated on combining information reported under the BSA
with other government and public information. This information is then disclosed
to FinCEN's customers in the law enforcement community as intelligence reports.
These reports help them build investigations and plan new strategies to combat
money laundering.

FIinCEN's Information Sources

FinCEN's information sources fall into three broad categories: Financial, Law En-
forcement, and Commercial Databases.

Financial Database.—The financial database consists of reports that are required
to be filed under the BSA and include the Currency Transaction Report (CTR); Sus-
picious Activity Report (SAR), Report of International Transportation of Currency
or Monetary Instruments (CMIR); Currency Transaction Report by Casinos (CTRC);
and Report of Foreign Bank and Financial Accounts (FBAR).

Law Enforcement Databases.—Through a Memorandum of Understanding (MOU),
a written agreement outlining the details of database access, dissemination author-
ity, etc., FinCEN is able to access individual law enforcement databases maintained
by agencies such as the Treasury Bureaus, Drug Enforcement Administration, De-
partment of Defense, and the Postal Inspection Service. FInCEN currently main-
tains MOUs with a wide range of federal and regulatory agencies, all 50 states and
the District of Columbia.

Commercial Databases.—FINnCEN procures access to a variety of commercially
maintained databases which are valuable in locating individuals, determining asset
ownership and establishing links between individuals, businesses and assets. These
commercial sources of information, coupled with the data from the law enforcement
andI financial databases, form the foundation of information sources for FinCEN
analyses.

Finally, the FInCEN Database serves as the central point upon which FinCEN co-
ordinates information on all investigations it supports, thus enhancing FinCEN's ef-
forts to improve the information sharing network.

Currently, FInCEN has five ways of supporting federal law enforcement investiga-
tions. The following is a brief description of each of those methods.
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Direct Case Support.—Since its creation in 1990, FinCEN has provided almost
38,000 analytical case reports involving over 100,000 subjects to federal, state, and
local law enforcement agencies. Last year alone, FInNCEN worked with more than
150 different agencies, answering more than 7,500 requests for investigative infor-
mation. Using advanced technology and countless data sources, FInCEN links to-
gether various aspects of a case, finding the missing pieces to the criminal puzzle.

Platform Access.—FIinCEN support is also provided to law enforcement agencies
through a “Platform” which is a way to permit others to use FinCEN's resources
directly to carry out their work. FINCEN pioneered the Platform in 1994, offering
training, office space, and database access to employees of other federal agencies
who needed to conduct research on cases under investigation by those agencies.
Platform personnel are on the payroll of other federal agencies and come to FinCEN
on a part-time basis to work only on cases being conducted by their own offices or
agencies. These individuals know the needs of their organization and can support
that need directly through database access. FINCEN is currently assisting 43 Plat-
form participants from 21 agencies. About 10 percent of FInCEN’s case work last
year and 20 percent so far this year was carried out through these Platforms.

Artificial Intelligence Targeting System.—FinCEN's Artificial Intelligence (Al) sys-
tem is yet another avenue available to law enforcement in the fight against money
laundering. This system provides a cost effective and efficient way to locate sus-
picious activity in the tens of millions of currency transaction reports required by
the Bank Secrecy Act.

For the first time in the 25 year history of the Act, every reported financial trans-
action can be reviewed and evaluated. This unique blend of state of the art tech-
nology within a user friendly environment provides intelligence analysts and federal
investigators with the ability to link ostensibly disparate banking transactions, pro-
ducing hundreds of leads for new investigations.

Support to ICG.—FInCEN also is supporting the Interagency Coordination Group
(ICG) whose purpose is to share money laundering intelligence in order to promote
multi-agency money laundering investigations. The group includes the Internal Rev-
enue Service, the U.S. Customs Service, the Drug Enforcement Administration, the
Federal Bureau of Investigation, and the U.S. Postal Service. FInNCEN and the De-
partment of Justice’'s Criminal Division serve as advisors to the group. FinCEN pro-
vides a central site for the group’s operations and the support of four personnel who
provide research and analysis of the intelligence information generated by the
group. This intelligence, coordinated in FinCEN's case lab, is then disseminated to
case agents currently working major money laundering investigations in the field.

Question. Do these federal agencies work with state and local law enforcement
agencies using the information which FInCEN provides?

Answer. A number of our state and local requests involve multi-jurisdictional task
forces comprised of federal, state, and local investigators. In other cases, requests
come from federal agencies who are involved in similar task forces. We do support
the HIDTA (High Intensity Drug Trafficking Areas) and OCEDTF (Organized Crime
Drug Trafficking Task Force) programs with case support, field support, and make
available to them a platform at FinCEN from which they can do their own work.

Question. How does your work with federal agencies differ from the work with
state and local law enforcement?

Answer. FINCEN's databases and its analysts are readily available to assist law
enforcement agents in solving cases at the federal, and state and local levels of gov-
ernment. The primary difference between FinCEN’s work with federal agencies and
the services it provides to its state and local customers lies in the process by which
they access FINnCEN's resources. At the federal level, requests for these services
comes directly from law enforcement agents within each federal agency (see pages
13-15, Support to Federal Agencies for a full description of how federal agencies can
use FinCEN'’s resources). State and local requests, on the other hand, are channeled
to FinCEN through the Gateway program. As mentioned in a previous answer, this
system of state law enforcement coordinators was established to help ensure an effi-
cient response mechanism for the much broader state and local network of law en-
forcement entities (see page 8, Support to State and Local Law Enforcement for a
complete description of Gateway).

WORKING WITHIN THE INTERNATIONAL ARENA

Clearly, much of the task FInCEN must undertake occurs outside our borders,
particularly with the advent of electronic information and electronic financial trans-
actions. Therefore, FINCEN does a substantial amount of its work with other na-
tions.
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Question. Would you outline FinCEN'’s most recent work in the international
arena?

Answer. We are meeting the challenges created by a borderless marketplace for
money launderers by developing and fostering bilateral and multilateral initiatives
aimed at whittling down the number of countries who choose not to play by inter-
national standards. FinCEN provides international leadership in developing and fos-
tering global anti-money laundering strategies, policies, and programs and reaches
out to assist countries in implementing those standards. FinCEN has received
worldwide recognition for its capabilities and accomplishments and is frequently
called upon to provide guidance and assistance in multilateral fora, as well as in
individual government-to-government exchanges.

Our principal efforts in the international arena include:

Financial Action Task Force (FATF).—In just the past three years, FinCEN has
been instrumental in revitalizing the world’s premier anti-money laundering organi-
zation, the Financial Action Task Force. Created at the G—7 Economic Summit in
1989, the FATF is comprised of 26 countries. It is dedicated to promoting the devel-
opment of effective anti-money laundering controls and enhanced cooperation in
counter-money laundering efforts among its membership and around the globe.
FinCEN serves as the lead agency for coordinating the U.S. role within the FATF.
It heads up the U.S. delegation which consists of Treasury, State and Justice, and
FIinCEN's Director serves as one of six members of the FATF Steering Group.

The U.S. held the Presidency of the FATF from July 1995 to July 1996. During
the U.S. presidency, FINCEN spearheaded the successful effort to strengthen the
Task Force’s 40 recommendations, the standards for countries to follow in combating
the laundering of criminal proceeds. This was the first update to the recommenda-
tions since they were issued in 1990.

FATF also mandates “mutual evaluations”—regular, on-site peer-group examina-
tions of each member nation’s progress in implementing anti-money laundering con-
trols. A mutual evaluation of the United States was conducted in December 1996.
The positive evaluation that the United States received lends international credibil-
ity to U.S. anti-money laundering programs as well as further establishes U.S. lead-
ership in countering money laundering worldwide.

FinCEN has given new focus to FATF's Annual Typologies Exercise, this year per-
suading FATF to issue a public version of its report. The annual typologies meeting
brings together law enforcement representatives from member countries to discuss
current money laundering trends and patterns. Disseminating public versions of
these reports to financial institutions in the private sector provides them with valu-
able feedback about the usefulness of compliance programs to law enforcement. This
year's report contains an annex which discusses the money laundering implications
of emerging payment systems, such as electronic money (e-money) and Internet
transactions.

Investigators worldwide will also benefit from an important new tool allowing
them to trace the source of illegal money that flows around the world because of
a FATF initiative FinCEN helped negotiate with the Society for Worldwide Inter-
bank Financial Telecommunication (SWIFT). In November, the SWIFT will modify
its software which will allow electronic messages to include the sender’s bank ac-
count number, critical information in a financial investigation.

A primary goal of the U.S. has been to expand FATF's anti-money laundering
standards to key regions around the world. To this end, it has encouraged the devel-
opment of sister organizations such as the Caribbean Financial Task Force (CFATF)
and the Asia/Pacific Group on Money Laundering.

FinCEN is also co-hosting with CFATF, a Casino and Gaming Conference which
serves as an example of how FinCEN is sharing its domestic experiences abroad.
The Conference will explore the money laundering vulnerabilities of the growing
gaming industry in the Caribbean and discuss possible regulatory requirements for
the region.

FinCEN played a role in the success of a conference held in October 1996 in South
Africa. The conference resulted in 13 countries from the region agreeing to seek the
establishment of a Southern and Eastern African Financial Action Task Force.
FinCEN is especially encouraged by this first but important step towards bringing
a key region of the world under the FATF umbrella.

With strong encouragement from the United States, the current President of the
FATF has been developing contacts with the Multilateral Development Banks, such
as Asian Development Bank and the Inter-American Development Bank.

Financial Intelligence Units and the Egmont.—We are witnessing a new world-
wide phenomenon—the establishment of financial intelligence units (FIUs) in coun-
tries through out the globe. These units serve as the central focal point for coun-
tries’ anti-money laundering efforts. Just five years ago, there were less than a
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handful of FIUs in the world. Today, there are at least 29 such units. The momen-
tum for this development came about as a result of several years of an intensive
antll_ money laundering effort by FinCEN and its counterparts in Europe and Aus-
tralia.

Under the leadership of FinCEN, a core group of FIUs met for the first time in
Brussels in 1995 and created an organization known as the Egmont Group. This
group serves as an international network, fostering improved communication and
interaction among FIUs in such areas as information sharing and training coordina-
tion.

Although differing in size, structure and individual responsibilities, Egmont mem-
bers share a common purpose—cooperation in the fight against money laundering
through information exchange and the sharing of ideas. The Egmont Group has
since met three times, most recently in November 1996 in Rome where participants
agreed on the definition of an FIU. This definition will likely facilitate the establish-
ment of new units by setting minimum standards.

The effort to increase communication among FIUs has been furthered by
FinCEN'’s development of a secure web site that was first demonstrated in Rome.
This web site will permit members of the Egmont Group to access information on
FIUs, money laundering trends, financial analysis tools, and technological develop-
ments. The web site will not be accessible to the public therefore, members will be
able to share this information in a protected environment. We cannot emphasize
strongly enough the importance we place on the expansion of financial intelligence
units around the world. It is the embodiment of the network concept offering sup-
port to law enforcement nationally and internationally.

International Criminal Police Organization (Interpol).—Interpol is an inter-
national organization established to facilitate information sharing and coordination
among nations worldwide on criminal investigative matters. Treasury's Under Sec-
retary for Enforcement serves on Interpol’'s Executive Committee. At the 64th ses-
sion of Interpol's General Assembly held in October 1995, a resolution was unani-
mously adopted establishing the first major anti-money laundering declaration in
the organization's history. Additional progress against money laundering is made
through annual financial analysis conferences which FinCEN co-sponsors with
Interpol's FOPAC unit. At the last conference, held in San Francisco in 1996, more
than 30 countries participated.

As the countries of the Former Soviet Union and Eastern European struggle to
put into place effective regulatory and legal infrastructures, ample opportunities for
criminals to launder their money exist. The Secretary General of Interpol called
upon FinCEN to lead an examination of the economic environment and factors that
impact money laundering in 15 of 26 of these countries. Since July 1995, 13 of the
15 reports have been drafted under “Project Eastwash.”

FinCEN and FOPAC'’s combined efforts have generated the political will in sev-
eral of these countries to begin establishing anti-money laundering regimes. For ex-
ample, the Latvian government used our Eastwash report as the impetus to push
forward with efforts to develop new anti-money laundering measures. Through at-
tendance at the annual financial analysis conferences, Slovakia and Czech Republic
moved to establish FIUs, and most recently, several Latin American countries (Ar-
gentina, Colombia, Uruguay, and Bolivia) used these discussions to initiate similar
efforts.

Summit of the Americas (SOA).—In December 1995, Treasury Secretary Rubin
chaired a conference in Buenos Aires, Argentina, that was attended by Ministers
from 29 of the 34 SOA nations. FinCEN led the year long effort to lay the ground-
work for the Buenos Aires Conference by coordinating the development of a
Communlque—a document which commits each of the participating countries to
take a series of steps to combat money laundering.

FinCEN, together with Treasury and other agencies, is playing a leading follow-
up role. This effort includes offering coordinated training and assistance to SOA par-
ticipating countries. The process is beginning to take effect. At least 25 of the 34
Summit countries have taken positive steps toward implementing the Communiqué
by passing, amending or drafting legislation, or issuing related regulations.

United Nations.—FinCEN has provided leadership in the anti-money laundering
efforts of the United Nations Commission on Narcotic Drugs (UNCND), which is the
central policy making body within the UN for dealing with all drug-related matters.
FinCEN worked in support of a U.S.-sponsored anti-money laundering resolution
which was adopted by the UNCND in March 1995. This resolution calls for UN
member states to encourage the reporting of suspicious or unusual transactions, es-
tablish financial intelligence units to collect and analyze this data, and recommends
formation of financial investigative task forces and anti-money laundering investiga-
tive training programs.
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In April 1996, the UNCND adopted a second U.S.-sponsored anti-money launder-
ing resolution that encourages UN member states to require bank customer identi-
fication procedures and to broaden other anti-money laundering measures such as
confiscation and asset forfeiture provisions, and stresses that the 40 Recommenda-
tions of the FATF are the international anti-money laundering standard.

Asia Pacific Economic Cooperation (APEC).—FIinCEN played a critical role in en-
suring that the APEC Finance Ministers recognize the threat money laundering
poses to the economies in the region and the importance of international standards
which have been established by the FATF to combat the problem. At the APEC Fi-
nance Ministers Meeting held April 5-6, 1997, a Joint Ministerial Statement was
issued which recognized money laundering as a priority concern in the region. Min-
isters welcomed the establishment of the Asia/Pacific Group on Money Laundering,
encouraged a determined global effort against money laundering, and requested that
relevant international organizations integrate anti-money laundering activities into
their operations to strengthen the integrity of financial systems. This most recent
reference to money laundering in the APEC Ministerial Statements follows language
in two previous documents. All were the result of FIinCEN efforts.

The role that the United States plays, both by itself and as part of these multilat-
eral efforts, is critical in setting effective standards in the fight against money laun-
dering. FInCEN is at the forefront of this world wide movement. We have found that
it is Important to share our expertise—as well as our mistakes—with our foreign
counterparts. FInCEN representatives have visited five continents and more than 50
countries in the past three years, urging these countries to take the money launder-
ing threat seriously and adopt effective anti-money laundering measures.

Question. What percentage of FInCEN'’s work is dedicated to helping other nations
combat money laundering?

Answer. Approximately 25 percent of FInCEN's work is directed toward strength-
ening its network by developing partnerships with our international counterparts.

Question. What types of services can you provide other nations in the way of help-
ing them improve their anti-laundering capabilities?

Answer. FInCEN provides international leadership in developing and fostering
global anti-money laundering strategies, policies, and programs, and reaches out to
assist countries in implementing the standards on money laundering. FinCEN has
developed worldwide recognition for its capabilities and accomplishments and is fre-
quently called upon to provide guidance and assistance in multilateral fora, as well
as in individual government-to-government exchanges.

FinCEN’s international training and technical assistance program has two main
components: 1) instruction provided to a vast array of government officials, financial
regulators and others on the subject of money laundering and FinCEN's mission and
operation; and 2) training on financial intelligence units, modeled after FinCEN and
the other central disclosure agencies throughout the world.

FinCEN has provided a wide range of guidance and assistance to a number of
countries around the world in encouraging the creation of FIUs. Countries are at
different stages of evolution in their ability and willingness to implement effective
counter money laundering programs. Therefore, our efforts and approach are tai-
lored to the individual needs of recipient countries. In general, our involvement en-
compasses: 1) providing assessments of money laundering laws, regulations and pro-
cedures; 2) recommending ways in which to develop a partnership between govern-
ment and financial institutions to prevent money laundering; 3) advising foreign
government officials on how to establish advanced systems for detecting, preventing
and prosecuting financial crimes; and 4) offering specialized training and technical
assistance in computer systems architecture and operation.

Question. Are services provided for free, or do these nations pay for services of
FinCEN?

Answer. Nations do not pay a fee for the services provided by FinCEN.

Question. What incentive does our government give other nations for being
proactive in their efforts to combat money laundering?

Answer. For those countries that are proactive in their efforts to combat money
laundering, FINCEN and other US agencies provide support, encouragement and
guidance In how to create an effective anti-money laundering regime. That support
includes providing a wide range of technical assistance and training to countries
geared towards helping them model an effective program to meet their respective
country needs. For its part, FInCEN focuses much of its training and technical as-
sistance in the form of supporting the establishment of financial intelligence units
(FIUs) around the globe. FinCEN has provided guidance and/or technical assistance
to Argentina, Czech Republic, Ecuador, Hungary Mexico, Panama, Poland and Rus-
sia among others in the creation and development of their FIUs.
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Additionally, there are consequences for countries that do not meet international
standards on money laundering. The Foreign Assistance Act of 1961, as amended
requires the USG to certify that certain countries are cooperating in the fight
against drug money laundering. If a country is not certified, most foreign assistance
is cut off and the United States is required to vote against multilateral development
bank lending to that country. Also, the Financial Action Task Force (FATF) can
urge countries to give special attention to business relations and transactions with
persons, including companies and financial institutions, from those countries that
do not or insufficiently apply the FATF forty Recommendations.

Question. What is the average number of consultations you provide to foreign gov-
ernments in a year regarding money laundering?

Answer. Since the fall of 1995, when our efforts to create an international net-
work of financial disclosure units intensified, FInCEN has had over 100 consulta-
tions in the United States with foreign government officials. In addition, during that
same time, FinCEN representatives have traveled for consultations to more than 60
countries urging those governments to adopt effective anti-money laundering meas-
ures.

TRIBAL GAMING

Question. How does FinCEN regulate casinos to prevent and detect money laun-
dering and has tribal gaming been brought under the same regulatory controls?

Answer. Since 1985, when state-licensed casinos were first subjected to the safe-
guards and controls of the Bank Secrecy Act (BSA), the size and availability of ca-
sino gaming in the U.S. has increased dramatically. At that time, the new rules ap-
plied only to casinos in Puerto Rico and Atlantic City, New Jersey. Under an agree-
ment between the state of Nevada and the Department of the Treasury, that state’s
casinos were subject to a separate regulatory regime. Today, commercial casino
gaming is authorized in 15 states and accounts for nearly half a trillion dollars in
wagered funds.

Concurrently, there has been a significant expansion in the availability of bank-
like financial services provided to casino patrons, including the establishment of de-
posit and credit accounts, money transfers, currency exchange, and check cashing
services. Given the large volume of activity occurring at casinos, and the cash-inten-
sive nature of transactions, this industry is vulnerable to abuse by money
launderers, tax evaders and other financial criminals.

FinCEN has worked closely with the industry to ensure that effective anti-money
laundering programs exist, including working with the new American Gaming Asso-
ciation and state casino associations and regulators from Nevada, New Jersey, Puer-
to Rico, Mississippi, and other jurisdictions. Over the past two years, representa-
tives from FinCEN and the Nevada Gaming Control Board have worked closely to
ensure that Nevada casinos are subject to regulatory requirements that not only
meet but, in most cases, exceed current federal standards. This effort culminated
in the recent enactment of state legislation making structuring of currency trans-
actions at casinos a felony and significantly increasing criminal and civil penalties
against casinos found in violation of state regulatory requirements.

Moreover, early this year, Nevada adopted an entire overhaul of its anti-money
laundering regulatory requirements and internal controls. These new changes took
effect on May 1, 1997. In addition, in an important step which will take effect by
October 1, 1997, Nevada will be the first state to require its casinos to report sus-
picious activity to the federal government. FinCEN will examine the experience of
Nevada casinos with this new requirement before imposing a similar requirement
on other state and tribal casinos.

Tribal Casinos.—In addition to the growth in state-licensed gaming, in the six
years since Indian tribal casinos were first established, this segment of the industry
has spread to nearly half of the states and accounted for over $50 billion in funds.
In order to meet the Congress’ direction in the Money Laundering Suppression Act
to end the disparate regulatory treatment of tribal casinos, and in recognition of the
unanticipated growth of this industry, FinCEN began the extensive process of meet-
ing with representatives of tribal governments, casino operators, and others associ-
ated with this industry. We conferred with The National Indian Gaming Commis-
sion, National Congress of American Indians and, most especially, the National In-
dian Gaming Association.

FinCEN representatives have spoken in detail about the effects of this change on
the tribal casino industry at a conference, met with travel governments, and con-
ducted on-site visits at tribal casinos of varying sizes to assess the operational effect
of new regulatory requirements on these developing businesses. In April 1996,
FinCEN sponsored a BSA conference designed specifically to address compliance
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with the new regulations. While tribal representatives often express concern over
the potential threat to their tribal sovereignty, FinCEN has been cited favorably for
its willingness to work with the tribal community through the regulatory process.

Moreover, our regulations were designed to avoid a contentious issue between
tribal and state governments, by applying these regulations uniformly regardless of
whether state-tribal compacts were in force. This rule received no critical comments
and on August 1, 1996, it went into effect largely as proposed.

Our experience in dealing with casinos has taught us that non-traditional finan-
cial services providers require special attention and also a creative, sometimes flexi-
ble, regulatory approach. That experience should serve us well as we deal with the
challenge of upgrading BSA compliance and anti-money laundering controls in what
we've come to call “money services businesses.”

BASE FUNDING

There is funding outlined in the budget request which indicated that the base is
fully funded.

Question. Is your base fully funded?

Answer. Funds requested are expected to enable FinCEN to maintain its current
operating level. It must be noted, however, that FinCEN has received support from
Treasury’s Asset Forfeiture Fund to fully fund the costs of acquiring access to com-
mercial databases and supporting the Gateway program which gives States on-line
access to BSA and other data that can be used to support their investigations. If
these funds were no longer available, full funding for these initiatives could not be
absorbed into FinCEN’s base. This would adversely affect FinCEN's ability to pro-
vide support to law enforcement.

Question. How many positions (FTE) are unfilled?

Answer. As of May 1997, FinCEN has 14 FTE positions unfilled.

Question. What would it take to fill those positions?

Answer. FIinCEN is actively pursuing alternative ways to strike the proper bal-
ance between achieving the appropriate skill mix of personnel—with emphasis being
placed on strong analytical abilities to carry out it's multi-faceted mission—and
guarding against committing a disproportionate share of its resources to meet pay-
roll costs.

Question. Is the amount requested to maintain current levels accurate? What will
all of this funding be applied to?

Answer. Funds requested to maintain current levels ($420,000) are adequate to
meet expected increases. Funding will be applied to pay annualizations, the ex-
pected pay raise, and the other services areas where increased costs are expected.
This OIassumes that the requested $199,000 for a labor cost adjustment is also re-
ceived.

Question. When President Clinton took office he issued Executive Order 12837
that mandated the reduction of administrative costs, as well as personnel over a
four year period. fiscal year 1997 was the last year of the Order, will you continue
to maintain the mandated reductions in fiscal year 1998?

Answer. Executive Order 12387 required a 3 percent reduction in administrative
overhead based on fiscal year 1993 funding levels, taken in each of fiscal years 1994,
1995, and 1996, and a 5 percent cut in 1997. FinCEN will maintain these efficiency
reductions.

Executive Order 12839 mandated a reduction of 6 FTE for FinCEN by fiscal year
1995. FinCEN met its new target of 147. However, in 1995, 16 FTE were trans-
ferred from Treasury: 12 from the Office of Financial Enforcement, and four that
FinCEN was funding through a reimbursable agreement. Additionally, FinCEN re-
ceived 16 FTE from the Violent Crime Trust Fund which were made part of its base
in fiscal year 1996. In fiscal year 1997, Congress authorized 2 FTE to be devoted
to outreach efforts to the law enforcement community. FinCEN'’s current authorized
FTE level is 181.

FEDERAL LAW ENFORCEMENT TRAINING CENTER
FIBER OPTICS

Question. One of your fiscal year 1998 initiatives is funding for fiber optics to re-
place the existing underground telephone cable owned and maintained by Southern
Bell. You have requested a total of $3,001,000 for this project, split between the Sal-
aries and Expenses account and the Crime Bill funding. What is the total cost of
this initiative? How long will this project take? Are there any potential environ-
mental concerns at Glynco which could increase those costs?
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Answer. The total cost is estimated to be $7.5 million. It is anticipated that the
project can be completed about one year after the funds are completely appro-
priated. At this time, there are no known environmental concerns that will affect
this project and increase the estimated cost.

TEMPORARY CENTER AT CHARLESTON, SOUTH CAROLINA

Question. Part of the rationale for establishing this temporary facility was that
the FLETC was unable to commit the current resources to handle the expected in-
flux of trainees. However, | am told that several INS and Border Patrol training
classes have been canceled. With that in mind, would the FLETC have been able
to handle the actual extra training without having to resort to the use of this tem-
porary facility?

Answer. No. While it is true that the Border Patrol has canceled several programs
both at Charleston and Glynco, they hope to reschedule and make them up later
in the year. Also, this was planned to be a three-year initiative. Therefore, the train-
ing could not have been conducted without the temporary site.

RURAL DRUG TRAINING

Question. If the funding for the Rural Drug Training initiative is approved and
the initiative is successful, would you expect that the FLETC would request a simi-
Ia}r a&nount every year? What happens to this initiative when the Crime Bill is de-
pleted?

Answer. The Rural Drug Training initiative consists of “train-the-trainer” pro-
grams; therefore, the FLETC will be training State and local agencies to conduct
this training. Since this will take several years, it will be necessary to continue the
funding. If the Crime Bill fund is depleted and the training has not been completed,
the FLETC would request monies from the regular salaries and expenses appropria-
tion.

BUREAU OF ALCOHOL, TOBACCO AND FIREARMS

Question. The President has requested $1.2 million for the ATF budget to main-
tain current IBIS (integrated ballistic identification system) sites, but no additional
funding for new locations. We have received communications from several entities
expressing support for sufficient funding to expand the IBIS program to new sites.
Did you request funding for deployment of new IBIS systems in your original budget
request to OMB?

Answer. Yes, ATF's original budget request to OMB included new sites. The re-
quest of $5.7 million included approximately 4.5 million for costs associated with
new sites and $1.2 million for costs to maintain the current systems.

Question. 1 am a big proponent of the G.R.E.A.T Program—I believe that the only
way we are going to steer young people away from gangs is through education. |
understand that nine communities in Colorado have applied to participate in this
program. What is the status of those applications?

Answer. All nine cooperative agreements with the communities in Colorado will
be in place by the end of June.

Question. It was my understanding that the Violent Crime Reduction Trust Fund
was designed to be used for one-time expenditures. Can you please explain to the
subcommittee why you have requested funding for ongoing programs such as
G.R.E.A.T and explosives inspections from the Trust Fund?

Answer. The G.R.E.A.T and explosives inspections was initially funded under the
Violent Crime Reduction Trust Fund. The Administration decided to continue to
fund the G.R.E.A.T and explosives inspections from the Trust Fund.

Question. In your prepared statement you say that ATF is contracting with the
National Academy of Sciences to conduct the Smokeless and Black Powder Tagging
Study as required by Congress. We are six months into fiscal year 1997. What is
the status of that contract? What is taking so long?

Answer. ATF and the National Academy of Sciences (NAS) have not yet agreed
on a statement of work for this study due to the NAS position that it is unable to
meet the statutory requirement that the smokeless and black powder study be com-
pleted by September of 1997.

The Omnibus Consolidated Appropriations Act of 1997 mandates that the Sec-
retary shall enter into a contract with the NAS to conduct a study of the tagging
of smokeless and black powder by any viable technology for purposes of detection
and identification. The law specifically requires that the study be presented to Con-
gress no later than September 30, 1997. However, the NAS has consistently taken
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the position that it is not feasible to complete the study within the time frame speci-
fied by the law. Therefore NAS will not agree to a contractual statement of work
that complies the statutory deadline no statement of work can be finalized.

ATF does not have authority to extend the deadline imposed by statute for com-
pletion of the study on black and smokeless powders. Thus, we are unable to agree
to the most recent NAS proposal which calls for completion of a study by August
31, 1998.

ATF submitted its first draft statement of work to the NAS in December of 1996.
This statement of work reiterated the requirements of the law, including the re-
quirement that the study must be completed by September of 1997. On or about
January 29, 1997, the NAS submitted their proposal to ATF, which called for a com-
pletion date of August 31, 1998.

On April 16, 1997, ATF met with the NAS and reiterated that the Bureau lacked
the authority to extend the time for completion of the study beyond the statutory
limit. On May 7, 1997, ATF requested that the NAS amend their proposal to com-
plete the study by September of 1997, or advise ATF in writing that they would not
be able to perform the study as required. On May 16, 1997, the NAS submitted a
revised proposal for the black and smokeless powder study. The revised proposal
calls for the completion of the study by August 31, 1998. ATF has no authority to
accept this completion date.

Question. Can a credible study be conducted in the time remaining? Do you think
that the statutory requirement that the report be presented to Congress 12 months
after the date of enactment (which would be September 1997) should be extended?

Answer. On February 4, 1997, the Chairman of the National Research Council
submitted a letter to the Chairman of the Senate Committee on Appropriations, re-
questing an extension of the statutory deadline for the congressionally mandated
study of the tagging of smokeless and black powder. The letter states that “a longer
timetable is necessary if [NAS] is to carry out a study that will provide the inde-
pendent, scientifically credible, and objective assessment that is needed.”

ATF is not involved in the actual conduct of the study; thus, questions concerning
the time frame necessary to complete a credible study should be directed to the
NAS.

Answer. It is the position of the NAS that an extension is necessary so that they
can carry out a study that will provide the independent, scientifically credible, and
objective assessment that is needed.

Question. There is widespread concern about the ability of the Federal Govern-
ment to address the Year 2000 computer problem in time. What is the status of your
efforts?

Answer. | have appointed Mr. Patrick Schambach, Acting Assistant Director,
Science and Information Technology, and Chief Information Officer, as the Year
2000 senior executive.

An Integrated Program Team (IPT) is being formed to provide technical input and
oversight for all Bureau Year 2000 issues. The IPT will report directly to Mr.
Schambach. It will promote Bureau awareness and ensure that appropriate actions
are taking place throughout the Bureau to correct or mitigate Year 2000 problems.

Ms. Judith Walters, the Year 2000 Program Manager also serves as the IPT
chairperson. She is the Bureau’s single focal point for all Year 2000 information and
actions. Ms. Walters reports to Mr. Schambach via Walter Scott, Chief, Information
Services Division.

The Bureau is working concurrently in the two areas, Information Technology (IT)
and Non-Information Technology (Non-IT). These efforts are well underway.

Information Technology

A Year 2000 contractor is on-site performing impact analysis of all Bureau appli-
cation systems. This task will be completed in July 1997. Deliverables for this task
include a Renovation Task Schedule and Renovation Plans for each Bureau system.

A Conversion Plan is in place for the Renovation Task. This task will implement
the designated impact analysis assessments to repair, retire, or replace systems.
Year 2000 compliance testing will be performed on each Bureau system.

We have an Enterprise System Architecture Plan in place that will ensure Year
2000 compliance for all IT equipment and operating software.

Non-Information Technology

Identification and assessment of impacted classifications of Non-1T inventory and
infrastructure are underway.

The IPT will provide input into the development, staffing and execution of a Non-
IT Vulnerability Assessment Plan and its execution.
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Our Acquisitions Division is working to create an interim measure for future im-
pacted Non-IT acquisitions higher authorities provide policy and guidelines pertain-
ing to Non-IT acquisitions. (No one has not yet addressed Year 2000 compliance for
Non-IT acquisitions.)

The current target date for Non-IT Vulnerability Assessment Plan execution com-
pletion is April 1998. Then, all classifications of impacted Non-IT equipment and fa-
cilities will have been identified for repair, retirement, replacement or other admin-
istrative protective action.

How big of a job is it for ATF?

IT current estimates only include costs for application systems efforts. This figure
now stands at $5,140,000 and 24.6 staff years. It includes full contract life cycle sup-
port through March 2000. We are currently gathering Year 2000 related costs for
our ATF Enterprise Systems Architecture Project.

Non-IT cost impacts will not be known until the Non-IT Vulnerability Assessment
Plan is executed.

Question. You have requested funding to expand the Canine Explosives Detection
Program so that you can train up to 100 dogs per year. How many requests do you
currently have on hand from state and local law enforcement entities for explosives-
sniffing dogs?

Answer. Since the inception of the Canine Explosives Detection Program (CEDP),
ATF has received numerous inquiries and requests from State, local, and Federal
agencies and foreign countries for information and training in our CEDP. ATF has
always supplied as much information as possible to those agencies requesting infor-
mation. It was not until fiscal year 1997 that ATF received any funding in our ap-
propriations to expand and enhance its CEDP, which in turn is now allowing us to
train canines for the State and local agencies who so desperately need it. ATF just
recently started keeping records of requests for assistance and for formal training.

Thus far in fiscal year 1997, ATF has received approximately 50 unsolicited offi-
cial requests from State and local agencies wanting information and applications for
explosives detection canine training and approximately 40 official requests for
accelerant detection canine training. ATF continues to receive daily inquiries and
requests for information from interested law enforcement agencies/personnel across
the United States.

Most of the requests for canine training received are from law enforcement agen-
cies who have heard about the success of our program by “word of mouth” in the
canine training community. Many of these agencies want our canines because of
their ability to also detect weapons. ATF has not officially requested applications
or advertised through any of the professional law enforcement journals (e.g., Inter-
national Association of Arson Investigators, International Association of Bomb Tech-
nicians and Investigators, etc). Only during a few presentations this fiscal year has
ATF informed the law enforcement community of the upcoming training available
for State and local agencies.

ATF has received additional inquiries from foreign governments for canine train-
ing. These inquiries are then directed to the Department of State, Bureau of Diplo-
matic Security, Office of Antiterrorism Assistance (DoS-ATA). ATF only trains ca-
nines for foreign countries that meet the criteria set by the DoS-ATA program. The
DoS-ATA totally funds all training and expenses associated with the foreign classes.
DOD-ATA also stated they would fund all of the classes we are able to train for
them.

Question. If funded, the proposed new National Laboratory Center would be com-
pleted in fiscal year 2000. Yet, you are requesting full funding to cover construction
and relocation costs in the fiscal year 1998 budget. What was the rationale for re-
questing full funding up front? Why didn’t you request partial funding-spread that
required appropriations over two or three years?

Answer. Full funding was requested at the beginning of the project because GSA
requires full funding before a construction contract can be issued. The $55 million
requested in fiscal year 1998 is to be allocated for the construction of the facility
only. According to GSA, they anticipate issuing a construction contract in fiscal year
1998 with completion of the facility by the end of 2000.

Question. Regarding the Youth Crime Gun Interdiction Initiative (YCGII), what
is the expected time frame for the conclusion of this initiative?

Answer. The YCGII established ATF, State, and local law enforcement partner-
ships in 17 pilot cities to target the illegal firearms market to juveniles and gang
offenders; utilized ATF's National Tracing Center (NTC) and Project LEAD (ATF's
illegal firearms trafficking information system) to provide investigative leads that
identify illegal firearms traffickers involved in the transfer and or sale of firearms
to juveniles; and will shortly publish a series of trace analysis reports that provide
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an overview of each site’s crime gun problem based on crime gun traces provided
by local law enforcement that will provide operational information about the illegal
juvenile gun market.

The YCGII originally was established as a 1 year pilot project with respect to field
operations. The YCGII was launched by President Clinton, Vice President Al Gore,
Treasury Secretary Robert Rubin, and Attorney General Janet Reno at the White
House in July 1996.

Question. Most Americans associate the Bureau of Alcohol, Tobacco, and Firearms
with guns, forgetting the other ATF responsibilities. But, there are many ways in
which ATF protects the American consumer. Would you care to comment on other,
less well-known functions of the ATF.

Answer. ATF has a leading regulatory role over alcohol, tobacco products, and ex-
plosives that raises significant revenue for the United States Treasury and protects
the public and consumers in myriad ways.

ATF collects almost $13 billion in excise tax revenues. At the same time, ATF
oversees the production, importation and exportation, and labeling of alcohol bev-
erages and tobacco products. Product integrity inspections and audits of these indus-
try members are an essential part of protecting the revenue and the public. For ex-
ample, in recent years,

ATF has investigated incidents concerning lead levels and other contaminants in
alcohol beverages. Likewise, ATF conducts background investigations on applica-
tions submitted by a person or business wanting to enter the alcohol and tobacco
industries in order to ensure that only qualified applicants are approved in order
to safeguard the revenue and protect the consumers.

ATF regulates the labeling, advertising and unfair trade practice provisions that
govern the alcohol beverage industry. ATF reviews and investigates labels and ad-
vertisements to prevent consumer deception. Approximately 60,000 labels are re-
viewed each year. ATF responds to consumer and industry complaints about labels
or advertisements. In responding to the needs of consumers and the wine industry
for accurate label information, ATF has established almost 150 viticultural areas
where grapes are grown in the United States and has promulgated a definitive list
of American grape varietal names. ATF reviews and approves new wine production
practices and materials to help the American industry stay in the forefront of inno-
vation while still protecting the consumer from being mislead or deceived about the
product in the bottle.

ATF assists the States and the industry in many ways. Under the contraband cig-
arette law, ATF investigates interstate shipments of cigarettes to ensure that the
relevant State taxes are paid. ATF also works with the Joint Committee of the
States on the Study of Alcohol Beverage laws to facilitate coordination between ATF
and State alcohol authorities. Many tax information exchange agreements have
been entered into by ATF with the States to assist in the audit of ATF regulated
industries.

ATF has a leading role in the international area by helping the United States
Government to remove trade barriers that hinder exports by the American indus-
tries. ATF works closely with the United State Trade Representative in bi-lateral
trade negotiations as well as in resolving distilled spirits and wine questions under
the World Trade Organization obligations of the United States and under the North
American Free Trade Agreement. ATF also represents the United States in inter-
national organizations related to these products.

ATF relies on innovation, partnerships and open communications to achieve its
goal of a regulatory and enforcement programs that ensures collection of the reve-
_nude that is due and responds to needs and demands of consumers and the various
industries.

Question. The United Nations International Study of Firearms regulations has
been ongoing since 1995 under the guidance of U.N. Staff and a panel of experts.
That group recently made recommendations to the Crime Commission to set out
ways to regulate approaches to the civilian use of firearms among its Member
States. | would be interested in knowing the ATF policy position concerning the fol-
lowing recommendations for global firearms regulations: (1) mandatory central reg-
istration and licensing of firearms and their owners, (2) mandatory regulations for
firearms use, (3) mandatory safe storage and use regulations, (4) gun bans, (5) for-
feiture programs, and (6) unnecessary regulatory burdens on industry.

Answer. The position of the Administration is to better coordinate with other na-
tions to combat International illegal firearms trafficking and the enforcement of ex-
isting laws. U.S. delegations are instructed to oppose vigorously any attempt to un-
dermine our country’s sovereign right to enact and enforce its own laws to combat
illegal traffic of firearms by criminals and criminal organizations.
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It should be noted that although ATF participated in the United Nations Inter-
national Study of Firearms, the Bureau did not participate in the recommendation
phase of the study nor did it concur with those recommendations. It is ATF's posi-
tion that in order to decrease the illegal flow of firearms to the criminal element
worldwide a cooperative and organized effort by law enforcement agencies must be
the key to accomplishing this goal. In this regard, the expenditures of enforcement
energies can be best served at thwarting criminal activities without infringing on
the rights of legitimate gun ownership. ATF is a neutral enforcer and regulator of
the United States Federal firearms laws and that as an agency of the United States
government, it does not endorse any firearms-related proposals that are contrary to
U.S. law.

Question. Congressman Schumer recently released a report entitled “The War Be-
tween the States.” | understand that this report was based upon raw data supplied
by ATF. Do you believe it is accurate or appropriate to use ATF raw data to draw
conclusions about a pattern of interstate migration of illegal firearms from states
with weak gun laws to states with strong gun laws? Do you think that the dis-
claimer attached to the raw data by ATF is sufficient to prevent misuse and mis-
interpretation of that raw data?

Answer. Congressman Schumer’s report was based upon his interpretation of raw
data supplied by ATF's NTC. ATF provided this information to Congressman Schu-
mer’s office at their request along with a disclaimer that indicated what the data
represents and the limitations of that data. Since firearms tracing information is
available through the Freedom of Information Act, ATF can only advise the data
requester about the limitations of the information. Additionally, ATF is not in a po-
sition where it can monitor or control the interpretation of firearms tracing data.

It has been ATF's experience that the problem with statistical data from the
NTC's records is in the percentage of crime guns that represent the universe of
crime guns in a particular area. As long as the data is examined in the proper con-
text, raw data can be utilized to draw conclusions about a pattern of interstate traf-
ficking. Every year the number of crime guns traced by law enforcement increases.
In calendar year 1996, there were approximately 134,000 crime guns trace requests.
ATF expects the number of crime gun traces to increase as more agencies utilize
the NTC'’s services. Once this occurs, the accuracy of conclusions based upon fire-
arms tracing data will increase since more crime guns are being traced. Until that
occurs, current conclusions drawn from crime gun trace data must be caveated by
stating that the findings are based on a data set that does not represent the entire
universe of crime guns; however, drawing findings from data sampling as opposed
to the entire data universe is a widely accepted and valid practice among the re-
search and academic community. Reasonably valid conclusions can be drawn from
such data sampling methods.

Question. What plans does the Department have to modernize and expand the
business systems for ATF's Firearms and Explosives Import Branch and the Na-
tional Firearms Act Branch? When was the last time these business systems were
updated?

Answer. Modernization of the business system within the National Firearms Act
(NFA) Branch is currently underway. The newer version is being designed to accom-
modate state-of-art technology in the processing of applications, notices and other
documents associated with the manufacture, importation, transfer, registration,
transport and exportation of NFA weapons. This particular business system has
been subject to ongoing enhancements since 1983.

U.S. SECRET SERVICE
WHITE HOUSE SECURITY

Question. The Service is requesting additional funding and staff to further imple-
ment White House Security Review recommendations. Has the review been com-
pleted?

Answer. In September 1996, the Secret Service forwarded the final report to the
Treasury Department concerning the White House Security Review.

Question. When do you expect to begin implementation of the recommendations
and when will it be complete?

Answer. All of the recommendations of this review have been implemented. Per-
manent structural security changes, pending as yet undetermined requirements sur-
rounding the establishment of “Presidential Park”, will be installed over the next
two years. Further, It is anticipated that funding for all of the additional staffing
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and security enhancements will be sufficient with the funding requested in the fiscal
year 1998 Budget Request.

Question. Do you have any idea at this time what the total cost will be?

Answer. The Service, with the funding contained in the fiscal year 1998 funding
request, will have budgeted approximately $70 million for this effort. Approximately
$25 million of this amount is a continuing cost for the increased staffing. These are
the total costs pending final decisions regarding the establishment of “Presidential
Park”.

YEAR 2000 CONVERSION

Question. There is widespread concern about the ability of the Federal Govern-
n?]gnt to address the Year 2000 computer problem in time. What is the status of your
efforts?

Answer. The Secret Service is making excellent progress converting our Informa-
tion Technology assets to be Year 2000 compliant. We have already converted well
over 50 percent of our mainframe/legacy code to be compliant, and we have active
programs to correct problems associated with our personal computers, local area
networks, and mid-range systems. We are actively working with vendors and service
providers to ensure that our communications infrastructure (both voice and data)
will function properly.

Question. How big of a job is it for the Secret Service?

Answer. The Secret Service has an inventory of 31 mainframe/legacy applications.
Our initial assessment identified sixteen applications that were non- compliant,
thirteen of which are being corrected and three which will be replaced with new
technology. The thirteen applications being corrected contain a total of approxi-
mately 2.5 million lines of source code. The Service also maintains an inventory of
approximately 4000 personal computer systems, most of which are non-compliant
and will need to be either corrected, upgraded, or replaced.

Question. Have you determined whether the $1 million requested for fiscal year
1998 will be sufficient?

Answer. The Secret Service has projected an overall cost for conversion of our in-
formation technology systems to be $3.6 million, including both government employ-
ees and contractor support. The $1 million requested for fiscal year 1998 is suffi-
cient to meet our contractor costs in fiscal year 1998. We also project costs in out-
years, to cover such things as the expansion of date displays on reports, and other
less critical or unexpected changes.

The Service recently established a working group to specifically address “non IT”
technology that could be impacted by the Year 2000. Until this working group has
completed its inventory and assessment process, we cannot project the associated
conversion cost.

FINANCIAL CRIMES INVESTIGATIONS

Question. In the minds of most people, the Secret Service is basically responsible
for protecting the President and Vice President. However, the Service protects all
Americans in other ways such as cracking down on counterfeiting and investigating
allegations and computer and telemarketing fraud. Would you care to comment on
other, less well-known functions of the Secret Service?

Answer. In addition to protection, the Secret Service is tasked with several inves-
tigative jurisdictions relating to protecting the public and financial institutions from
organized criminal groups. The Financial Crimes Division of the Secret Service co-
ordinates this mission and is responsible for the following:

Plans, reviews, and coordinates criminal investigations involving Financial Sys-
tems Crimes, including bank fraud; access device fraud; telemarketing and tele-
communications fraud (Cellular and hard wire); computer fraud; fraud associated
with automated payment systems and teller machines; direct deposit fraud; inves-
tigations of forgery, uttering, alteration, false personation, or false claims involving
U.S. Treasury Checks, U.S. Savings Bonds, U.S. Treasury Notes, Bonds, and Bills;
electronic funds transfer (EFT) including Treasury disbursements and fraud within
Treasury payment systems; fraud involving U.S. Department of Agriculture Food
Coupons and Authority to Participate (ATP) cards; Federal Deposit Insurance Cor-
poration investigations; Farm Credit Administration violations; fraud and related
activity in connection with identification documents; fraudulent commercial, ficti-
tious instruments and foreign securities; coordinates the activities of the U.S. Secret
Service Organized Crimes Program and oversees money laundering investigations.

Plans, directs and coordinates all seizures effected by the Secret Service under
Title 18 U.S.C. 492, 981, 982 and 984, as well as Title 49 U.S.C. 80303. Interacts
with the Office of Chief Counsel to ensure compliance with requisite legal mandates.
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Routinely coordinates with the Treasury Executive Office for Asset Forfeiture
(TEOAF) to ensure that all policy and procedure established by the Department of
the Treasury are complied with. Oversees the responsibilities of the national storage
contractor, EG&G Dynatrend, to ensure proper storage, maintenance, accountability
and disposition of seized property. Directs the investigation of contesting parties’
claims of pauper status, and the petitions of those seeking remission or mitigation
of forfeitures. In partnership with the TEOAF oversees the sharing of assets with
local, state, and foreign law enforcement agencies participating in joint criminal/for-
feiture actions. Monitors legal and procedural case trends in the asset forfeiture
community and the courts, and maintains appropriate liaison with other agency
components in an effort to remain abreast of community practice.

FINANCIAL INSTITUTION FRAUD (FIF) AND RELATED CRIMINAL INVESTIGATIONS

On November 5, 1990, pursuant to Public Law 101-529, Section 528, the Secret
Service received concurrent jurisdiction with Department of Justice law enforcement
personnel “to conduct or perform any kind of investigation, civil or criminal, related
to fraud or other criminal or unlawful activity in or against any federally insured
financial institution...”

Annually, agents of the U.S. Secret Service review thousands of criminal referrals
submitted by bank regulators and financial institutions. The Secret Service pro-
motes an aggressive policy towards conducting these investigations in an effort to
safeguard the soundness of the nation’s financial institutions.

Major Initiatives:

U.S. Secret Service has concurrent jurisdiction with the Department of Justice to
investigate fraud, both civil and criminal, against federally insured financial institu-
tions. The Crime Bill of 1994 extended this investigative authority to the year 2004.

The Service's financial institution fraud program distinguishes itself from other
such programs by recognizing the need to balance traditional law enforcement oper-
ations with a program management approach designed to prevent recurring crimi-
nal activity.

We are encountering new and developing criminal schemes which attack financial
institutions, particularly those crimes being committed by organized ethnic criminal
groups such as the West Africans, Asians and East Europeans.

An American Bankers Association survey last year concluded that the two major
problems in the area of bank fraud today are:

(1) the fraudulent production of negotiable instruments through the use of what
has become known as “desk top publishing” and

(2) access device fraud.

Recent U.S. Secret Service investigations indicate that there has been an increase
in credit card fraud, fictitious document fraud and fraud involving the counterfeiting
of corporate checks and other negotiable instruments and false identification docu-
ments through the use of computer technology.

18 USC 514 was enacted into law in 1996 to prevent the increasing amount of
fraud through the use of fictitious instruments. This law was passed through the
joint efforts of Congress, Department of Justice and the Department of Treasury.
The Service’'s Financial Crimes Division is responsible for the investigations of Title
18 USC 514 (Fictitious Instruments).

ACCESS DEVICE FRAUD

Industry sources estimate that losses associated with credit card fraud are in the
billions of dollars annually.

The U.S. Secret Service is the primary Federal agency tasked with investigating
access device fraud and its related activities under Title 18 USC 1029. Although it
is commonly referred to as the credit card statute, this law also applies to other
crimes involving access device numbers, (e.g., automatic teller machines, cell phone
accounts.)

COUNTERFEIT AND FRAUDULENT IDENTIFICATION

Since 1982, the U.S. Secret Service has enforced laws involving counterfeit and
fraudulent identification. Title 18, Section 1028 of the U.S. Code, defines this crimi-
nal act as knowingly and without lawful authority producing, transferring, or pos-
sessing an identification document or false identification document in order to de-
fraud the U.S. Government. The use of Desk-Top Publishing computers to counter-
feit and produce different forms of identification for the purpose of obtaining funds
illegally, remains one of the Secret Service’s strongest core violations.
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MONEY LAUNDERING

The Money Laundering Control Act makes it a crime to launder proceeds of cer-
tain criminal offenses called “specified unlawful activities” (SUA), which are defined
in Title 18 USC 1956 and 1957, and in Title 18 USC 1961, (the Racketeer Influ-
enced and Corrupt Organizations Act (RICO)).

The Secret Service has observed an increase in money laundering activities as
they relate to these predicate criminal offenses. This is especially witnessed in the
area of financial institution fraud, access device fraud (credit card, telecommuni-
cations and computer investigations), food stamp fraud, and counterfeiting of U.S.
currency.

COMPUTER FRAUD

In 1986, Congress revised Title 18 of the U.S. Code to empower the Secret Service
to investigate fraud and related activities concerning computers that were described
as “Federal Interest Computers” as defined in Title 18 USC Section 1030. The Se-
cret Service has also investigated cases where computer technology has been used
in traditional Secret Service violations such as counterfeiting and the creation of
false identification documents. In order to address these technologically advanced
violations, a number of special agents of the U.S. Secret Service have been trained
in the forensic examination of computer systems as well as other electronic devices.

In 1996, a newly established state of the art computer and telecommunications
laboratory was added to the Financial Crimes Division.

TELECOMMUNICATIONS FRAUD

The Secret Service continues to maintain its role as one the most active law en-
forcement agencies in the investigation of telecommunications fraud. Gangs and or-
ganized criminal groups require instantaneous, reliable, and international
connectivity in order to maintain and expand their illicit operations.

The Secret Service works closely with other law enforcement agencies as well as
representatives of the telecommunications industry in conducting telecommuni-
cations fraud investigations. These types of investigations, in many instances, act
as a nexus to other criminal enterprises such as access device fraud, counterfeiting,
money laundering, and trafficking in narcotics.

PROGRAM FRAUD INVESTIGATIONS

The Program Fraud Investigations Branch was created to coordinate investiga-
tions related to fraud committed against government programs that are within the
investigative jurisdiction of the Secret Service. This branch is responsible for identi-
fying systemic weaknesses in government programs (Electronic Benefit Transfer,
food stamps) which permit recurring criminal activity, and recommend corrective
measures to strengthen these systems.

FORGERY

Hundreds of millions of government checks and bonds are issued by the United
States each year. This large number attracts criminals who specialize in stealing
and forging checks/bonds from mail boxes in apartment houses and private homes.
During a fraudulent transaction, a check/bond thief usually forges the payee’s signa-
ture and presents false identification.

OPERATION TRIP (TREASURY RECIPIENT INTEGRITY PROGRAM)

In March 1994, the Secret Service established “Operation TRIP,” which was cre-
ated to identify systemic weaknesses in the Treasury Department's disbursement
systems and to subsequently suppress the associated fraudulent activities involving
these systems worldwide. In a cooperative effort with other government agencies,
the Financial Crimes Division has assisted in establishing uniform standards of
benefit recipient verification, developed anti-fraud disbursement procedures, identi-
fied weaknesses in current verification systems and proposed acceptable alternatives
to eliminate program fraud in this country and abroad.

To date, the Financial Crimes Division has assisted in Operation TRIP efforts in
Manila, Canada, Guam, Puerto Rico, Spain, Italy, Germany, Japan, Korea and Unit-
ed Kingdom.

FOOD STAMP VIOLATION

The Food Stamp Act of 1977 was enacted by Congress to provide nutritional food
to low- income families. It further directed the Secret Service to aggressively pursue
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fraud in the food stamp program. The possession or use of Food Stamp Coupons,
Authorization to Participate cards, or Electronic Benefit Transfer cards by unau-
thorized persons compromises the integrity of the Food Stamp Program, and is a
criminal violation of the Food Stamp Act.

ELECTRONIC BENEFITS TRANSFER (EBT) CARD

The Vice President’'s National Performance Review has designated the Electronic
Benefits Transfer (EBT) card as the method of payment for the delivery of recurring
government cash benefit payments to individuals without a bank account, and for
the delivery of non-cash benefits such as Food Stamps. For individuals with bank
accounts, Electronic Funds Transfer will continue as the preferred method of mak-
ing federal benefit payments. The National Performance Review has created the
Federal EBT Task Force to design and implement the new nationwide program, a
program which will annually deliver over $111 billion in benefits from government
agencies such as the Departments of Agriculture, Health and Human Services, and
Vetegans Affairs, the Office of Personnel Management, and the Railroad Retirement
Board.

The Federal EBT Task Force is attempting to design a system that will piggyback
on the existing commercial credit/debit card infrastructure. The task force has pro-
posed that EBT payment services be provided by financial institutions designated
as financial agents of the government. The new EBT card will be an on-line debit
system with benefits periodically placed in a customer’s account. Customers will use
their cards to retrieve the cash benefits from automated teller machines and food
benefits from Point of Sale terminals at participating retail stores.

The Financial Crimes Division is taking a preventive approach and is recommend-
ing fraud deterrent features to this new system as it is designed.

As with any recurring payment system, EBT is open to a wide variety of fraud,
including: multiple false applications for benefits, counterfeiting of the EBT card,
and trafficking in non-cash benefits for cash or contraband.

In an attempt to combat these potential attacks, the Financial Crimes Division
has suggested the use of: biometric identifiers to verify applicants’ identities and
prevent application fraud; counterfeit deterrents such as four color graphics and fine
line printing and the use of holograms and embossing in the design of the card; and
features that allow investigators to monitor transactions and utilize the audit trail
to identify criminals who illegally traffic in food benefits.

Although the new EBT system design is still evolving, it can be assured that
criminals with expertise in credit/debit card fraud will attack a program of this
magnitude. Fraud associated with EBT programs is a violation of two of the Secret
Service's primary jurisdictions; Title 18, USC 1029, Access Device Fraud and Title
18 USC 1030, Computer Fraud.

NIGERIAN ADVANCE FEE FRAUD "“OPERATION 4—1—9"

The U.S. Secret Service has initiated “Operation 419" which is designed to target
Nigerian Advance Fee Fraud on an international scale. Indications are that losses
attributed to advance fee fraud are in the hundreds of millions of dollars annually.
Agents on temporary assignment to the American Embassy in Lagos, in conjunction
with the Regional Security Office, supplied information in the form of investigative
leads to the Federal Investigation and Intelligence Bureau (FIIB) of the Nigerian
National Police. This project was designed to provide Nigerian law enforcement offi-
cials with investigative leads to enable them to enforce their own jurisdictional
venues.

On July 2, 1996, officials of the FIIB, accompanied by Secret Service agents in
an observer/advisor role, executed search warrants on sixteen locations in Lagos, re-
sulting in the arrests of forty-three Nigerian nationals. Evidence seized included
telephones and facsimile machines, government and Central Bank of Nigeria letter-
head paper, international business directories, scam letters and addressed enve-
lopes, as well as files containing correspondence from victims throughout the world.

On July 25, 1996, two of these agents received awards from the Secretary of the
Treasury for their work in this area over the last two years.

TASK FORCES

The Secret Service is involved in numerous task forces with Federal, state, coun-
ty, city, and local law enforcement agencies nationwide. Several of these task forces
specifically target international organized crime groups and the proceeds of their
criminal enterprises. All assets forfeited are shared with members of the task forces.
Congress continues to recognize the West Africans and Asians as two of the emerg-
ing organized criminal groups in this country.
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These groups are not only involved in financial crimes, but investigations indicate
that the proceeds obtained from financial fraud are belng diverted towards other
criminal enterprise. During fiscal year 1996, the Secret Service arrested 2,843 indi-
viduals through the use of task force operations. The Secret Service is involved in
the following task forces that specifically target these groups:

Nigerian Task Forces

Criminal Alien Task Forces

Financial Crimes Task Forces

Asian Organized Crime Task Forces

Violent Crimes Task Forces

HIDTAs (High Intensity Drug Trafficking Areas)
INTERPOL

IBFWG (Interagency Bank Fraud Working Group)
CABINET (Combined Agency Border Intelligence Network)

ASSET SEIZURES AND FORFEITURES

_Provides assistance to investigative offices by supplying counsel, direction, exper-
tise and temporary support personnel as needed in terms of criminal investigations
and the seizure and forfeiture of assets.

Major Initiatives:

Continued emphasis on forfeiture actions involving program fraud (e.g. food stamp
fraud and Medicare fraud). This emphasis is underscored by specialized training of
both Asset Forfeiture Division and field personnel, and active involvement in these
investigations from onset to criminal prosecution.

Continued funding of task forces which have prioritized the use of asset forfeiture
as a significant criminal deterrent.

Continuation of an aggressive training program to enhance the quality and quan-
tity of Secret Service seizures involving fraud and money laundering. Continued
training of field investigators and support components, emphasizing basic asset for-
feiture skills, and providing skill enhancement to those already possessing a basic
knowledge of the program.

As a funding source for the Service, allocates monies for the purchase of items
having intrinsic law enforcement benefit and which perpetuate forfeiture investiga-
tions. Such items include vehicles, communications systems, law enforcement/foren-
sic technologies, and the purchase of evidence/information.

Coordination of the distribution of forfeited property requested for official use by
Secret Service field offices, as well as other federal, state, and local law enforcement
agencies participating in joint investigations resulting in the seizure and forfeiture
of assets.

TRAINING

The Financial Crimes Division has become involved in the training of foreign law
enforcement officials in the areas of investigative techniques, types of international
fraud schemes, and identification of systemic weaknesses in their financial systems
which lead to fraudulent activity. The Financial Crimes Division has provided train-
ing for over 2,000 foreign law enforcement and banking officials from the following
countries: Latvia, Russia, Japan, Slovenia, Cyprus, Ukraine, Pakistan, Australia,
Hong Kong, Peru, Korea, France, Aruba, South Africa, Mexico and Spain.

THE ECONOMIC IMPACT TO U.S. CITIZENS

As stated, the Secret Service recognizes that only through partnerships with the
community, financial systems, and international law enforcement can an effective
strategy to thwart organized financial crime be successful. In fiscal year 1996, the
actual losses associated with Secret Service financial crime investigations was ap-
proximately $500 million. Were it not for the intervention of the Secret Service In
identifying and arresting criminals executing these schemes, the industry estimated
that in excess of $10 billion in “potential losses” would have occurred. These figures
demonstrate the requirement for an innovative, flexible, coordinated law enforce-
ment strategy designed to adapt to the criminal schemes of the future.

Question. One of your other functions is financial crime investigations. How does
your responsibility dove-tail with those of the Financial Crimes Enforcement Net-
work, FINCEN?

Answer. The Secret Service has responsibility for conducting investigations relat-
ing to fraud committed against federally insured financial institutions and systems.
Federally insured financial institutions are required to file Suspicious Activity Re-
ports (SARs) when a crime or suspected crime is committed against or through their
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institutions. The SARs are filed with FInCEN and the Secret Service receives the
SARs through FinCEN. The SARS are filed as a result of our financial crime inves-
tigations and are also used to initiate investigations.

Due to our unique jurisdictional responsibilities we have access to many of the
databases which FINCEN maintains. These databases allow us instant access to in-
formation, and we utilize these resources prior to tasking FInCEN to conduct simi-
lar inquiries. Many of the agencies which utilize FInCEN do not possess these
databases and must use FinCEN.

FinCEN is also a repository for Bank Secrecy Act (BSA) information which is
often used in our financial crime and money laundering investigations.

The Secret Service maintains a good working relationship with FinCEN and is
currently working with them on the SARs to create a database which can be utilized
by all of the pertinent law enforcement bureaus.

U.S. CusToOMS SERVICE
DRUG SMUGGLING

I would like to take the time to recognize in fiscal year 1996 the Customs Service
was responsible for seizing 1 million pounds of narcotics, more than any other fed-
eral agency. Unfortunately, as the Customs Service gets better at doing its fight
against drugs, the drug traffickers get better at smuggling across our borders.

Question. Commissioner Weise, your submitted testimony mentioned intelligence
as being a key objective for the Customs Service, can you explain the types of intel-
ligence information you're talking about?

Answer. With the enormous volume of activity taking place at all ports of entry
it is imperative that Customs applies its resources most effectively and targets those
persons or conveyances that present a high risk of smuggling contraband into the
United States. Just like any other law enforcement agency, Customs develops its
own intelligence from investigations and informants. This intelligence is specific to
Customs border drug interdiction mission and focuses on specific tactical intel-
ligence that is needed to target high risk modes of conveyances, traffickers and
smuggling methods. In addition, Customs depends on the Intelligence Community
and other U.S. Federal law enforcement agencies to provide the much needed for-
eign based intelligence that is specific to Customs collection requirements. While ef-
forts of these organizations meet some of Customs requirements there is still a need
to develop and exploit targeting intelligence that is specific and unique to Customs.
That is why Customs established a series of Intelligence Collection and Analysis
Teams (ICATSs) along the Southwest border whose core responsibilities are to collect
all-source intelligence, intensify source and informant recruiting, analyze data, and
disseminate tactical intelligence products to line officers. The ICATs have been very
successful in their year and a half existence and have contributed to the seizure of
over 16,550 pounds of cocaine, 37,214 pounds of marijuana and over $4.3 million
in currency.

Question. Can you highlight for the subcommittee the Customs Service's most ef-
fective tools in catching drug smugglers at the ports of entry?

Answer. With the deep concealment methods that are being utilized by smugglers,
the technologies that allow us to perform non-intrusive examinations have proven
to be a tremendous asset. Such technologies include the following:

—Large scale truck x-ray system

—NMobile truck x-ray system (prototype system in testing)

—Transportable gamma-ray imaging system (prototype system in testing)

—X-ray vans and Pallet x-ray machines.

In addition to the gamma/x-ray systems listed above, the following tools have been
successfully utilized by inspectional personnel to detect narcotics:

—Busters (density detection devices)

—Laser Range Finders

—Contraband Detection Kits (CDK'’s) with Fiberscopes

Please see the attached material on Customs applied technology for explanations
of these devices.

[CLERK’S NOTE.—The photos of Customs applied technology do not appear in the
hearing record but are available for review in the subcommittee’s files.]

While the above represents some of the most advanced technologies to date, one
of the most effective tools in combating narcotic smuggling is the utilization of ca-
nines. Narcotic detection dogs have proven to be one of the most cost effective tools
used in the fight against smugglers.
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One must also realize that, prior to using any of the above tools, the most signifi-
cant factor in making seizures is the ability to target effectively. Sound research
coupled with Officer intuition is the base on which meaningful enforcement is built.
The most advanced technologies used on poor targets will yield poor results. But
when the proper tools are put at the disposal of a well trained, well informed officer,
the result is a well equipped individual capable of combating the narcotics smuggler.

A Rocky Mountain HIDTA was created in fiscal year 1997, which is an entity cre-
ated to coordinate drug enforcement efforts at the state and local level.

Question. Can you tell me how the HIDTAs are assisting the Customs Service in
its work at the port of entry?

Answer. The High Intensity Drug Trafficking Areas (HIDTAs) enable Federal,
State and local law enforcement agencies to marshal the efforts of manpower and
assets with the consolidated mission of disrupting and dismantling international
drug smuggling organizations operating in their specific HIDTA location. This is ac-
complished by collectively investigating and arresting suspects, seizing their assets
and dismantling their hierarchy. The intelligence gathered as a result of the HIDTA
investigations regarding smuggling methods, routes and techniques is in turn pro-
vided to those border interdiction agencies such as Customs and the Border Patrol.

Customs inspectional personnel conducting narcotics enforcement operations at
the Ports of Entry are faced with enormous volumes of cargo and passengers enter-
ing the United States. Inspectors focus their attention on the ever changing trends
and concealment methods employed by the smuggling organizations. The intel-
ligence provided as a result of the HIDTA investigations assist Customs Inspectors
to identify and target vehicles, pedestrians and specific cargo shipments.

BORDER CORRUPTION

Commissioner Weise, there have been numerous articles on the apparent corrup-
tion of Customs agents and inspectors, primarily along the Southwest border. And
of course, it's the scandal that sells papers in this town, so unfortunately the actions
of a small number of corrupt people get more attention. The Customs Service has
responded not only with requesting an FBI investigation, but also in proposing to
fund relocations of Customs agents.

Question. Under this program of agent relocation, would the agents be transferred
voluntarily or involuntarily?

Answer. The Office of Investigations does not currently have a system to rotate
personnel off the Southwest Border. Personnel assigned to the Southwest Border
must apply and are relocated based upon merit staffing practices. They can be reas-
signed on a voluntary or involuntary basis, dependent upon Customs needs. Cus-
toms seeks to fill all assignments with volunteers where possible. However, if suffi-
cient volunteers cannot be found, personnel may be relocated to meet the threat.

Question. Would these transfers be focused on particular individuals thought to
be susceptible to corruption or would this be a random transfer program in high-
threat drug zones?

Answer. Were Customs to establish a formal rotational policy on the border, the
policy would require employee rotation on a systematic basis after the completion
of a border tour. A systematic relocation policy would be based upon law enforce-
ment threat. This would enable Customs to effectively maintain its border presence
and systemically rotate personnel off the border to a new duty station. A new agent
would be assigned to the border location. Of course, the establishment of a formal
rotation policy on the border so that our personnel could be systemically rotated
would require that Customs be provided the additional funding required to imple-
ment the policy. This has been a problem previously when attempts to establish a
formal rotation program failed due to a lack of resources. Currently, Customs esti-
mates that the average cost to relocate one employee agent is $60,000. These ex-
penditures would have to be allocated to Customs before the agency personnel could
be rotated on and off the border upon completion of a tour of duty.

Question. Could you outline for the subcommittee what type of person would the
Customs Service look to transfer?

Answer. Customs could transfer agent personnel on an systematic basis since all
agents are subject to mobility reassignment as a condition of employment. While
recognizing the funding requirements, If properly funded, it would be better to sys-
tematically rotate personnel onto and off the border. If funded, a systematic ap-
proach to agent relocations would be the best way to assist in the elimination of
perceived corruption on the border. A systematic approach to rotation in hard-to-fill
border locations would also enhance recruitment of highly qualified personnel and
would enhance morale on the border.
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Question. If someone was identified as being potentially influenced by drug smug-
glers, why would Customs just transfer them instead of separating them from the
Customs Service?

Answer. The term “influenced” is somewhat ambiguous. Understanding the under-
lying meaning of the question however, an employee suspected of wrong doing would
be subject to investigation. If this investigation could prove by a preponderance of
the evidence (the standard used by the Merit Systems Protection Board (MSPB)) the
employee in question would be subject to disciplinary actions including separation.
In the case of special agents, Customs has the ability to relocate these employees
for a variety of reasons, including concern over conflicts of interest or public percep-
tion of same.

CURRENT ISSUES

At the direction of Congress, the GAO has conducted an initial survey of the Cus-
toms’ computer modernization program called ACE, or Automated Commercial Envi-
ronment.

Question. What did the Customs Service request for the ACE program in fiscal
year 1998 and under which accounts are the funds requested?

Answer. The President’s fiscal year 1998 Budget contains $15 million for ACE as
part of the Treasury Department’s Automation Enhancement Appropriation. As was
done in fiscal year 1997, these funds will be transferred to Customs in the Salaries
and Expenses Account.

Question. What is the ACE request amount based on?

Answer. The ACE budget request for fiscal year 1998 is $15 million, which is the
annual recurrence of the amount requested in Customs fiscal year 1995 ACE budget
initiative. That initiative assumed a multi-year approach for developing ACE, with
the annual budgets directed toward the segments of the system development life
cycle occurring during those years. Having completed the strategic planning and
user requirements for ACE in fiscal year 1995, and the functional requirements and
internal prototyping in fiscal year 1996, Customs is now engaged in developing the
first operational demonstration of ACE which will be implemented as the National
Customs Automation Program (NCAP) prototype beginning at the end of fiscal year
1997. Based on this progress and the recently updated ACE Project Plan, we have
developed a detailed budget plan for fiscal year 1998.

Rather than a single “switch on” of the new system, ACE will be implemented
in a series of “releases”, each comprising a set of automated features, and deployed
to selected Customs ports and segments of the trade community. This is the only
effective way to implement a system of this size and manage the inherent risk ap-
propriately, especially when transitioning from a legacy system (ACS) that has been
in operation for 13 years supporting Customs and the trade community. The NCAP
prototype will be the first such release, followed by four more major releases staged
in 9-12 month cycles. Each release will actually be deployed as a series of sub-re-
leases 2 to 4 months apart. The current ACE Project Plan describes, in detail, the
schedule for the NCAP prototype and the first major release of ACE. This plan is
the basis for the fiscal year 1998 ACE budget.

For fiscal year 1998, Customs plans to complete the implementation of the NCAP
prototype (by June 1998) and develop the first sub-releases of Release 1 which will
deployed in the beginning of fiscal year 1999. Customs also plans to expand the de-
ployment of the Trend Analysis Platform (TAP) and ACE data warehouse, which are
analytical systems that support field users of both ACE and the current legacy sys-
tem (ACS). Planned activities for fiscal year 1998 that are supported by the ACE
budget are (in $000s):

Dollars

Project component in thousands
Continuing definition and analysis of requirements ............cccccooiieiiiiieniieeenne $2,800
User training and outreach ...........cccccocoeviiniiiiiniines . 950
Design, programming and testing . .. 3,700
Project management .................... . 400
Security planning and design 450
LG 0T o] o o] o AT 840
TAP and data warehouse development/expansion .. 1,750
Database design/administration ............c...cccc.... . 360
Selectivity redesign project ......... .. 2,750
ACE field equipment deployment ..o 1,000
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The NCAP prototype which will be deployed during fiscal year 1998 and which
is the primary product delivered with the fiscal year 1998 funding will have the fol-
lowing scope:

—it will process truck cargo arrivals at the ports of Laredo, TX, Detroit, Ml, and

Port Huron, Ml;

—based on responses to a recent Federal Register notice announcing the proto-

type, there will most likely be five major importers participating;

—the prototype will implement three of the key automated features from the

NCAP portion of the Mod Act—reconciliation, remote filing, and periodic filing.

—NCAP will include a national, periodic financial statement with automated pay-

ment and an accounts receivable subsidiary ledger (required by the CFO Act);

—it will demonstrate the streamlined ACE “Track 4" process for releasing cargo

with minimal information burden on the trade participants; and,

—it will demonstrate an account-based approach to improving compliance and

tracking compliance related activities.

The first sub-releases of Release 1, which will be developed during the last half
of fiscal year 1998 and deployed in early fiscal year 1999, will expand the NCAP
prototype functions to rail cargo and will also implement the “Track 2” and “Track
3" approaches for handling required trade data. fiscal year 1998 will also include
the expanded deployment of the initial NCAP prototype functions to an additional
six land border ports: Buffalo, Blaine, El Paso, Nogales, Champlain, and Eagle Pass.

Question. How significant of a threat do Customs Service personnel face with
weapons of mass destruction and precursor chemicals?

Answer. There is a small yet significant threat to Customs Service personnel
posed by the illegal export or import of weapons of mass destruction or their compo-
nents. This is supported by threat assessments that have been conducted by the In-
telligence Community and by the results of a pilot program conducted by the Cus-
toms Service and the Department of Energy, relative to the detection of radioactive
isotopes at several large international airports in the United States.

Conversely, the threat to Customs Service personnel posed by the illegal traffick-
ing of precursor chemicals remains high. The attempts at either importing or ex-
porting illegal precursor chemicals poses a very serious threat to Customs Service
personnel stationed at the various border inspection facilities throughout the U.S.
This was evident in a recent incident on the Canadian Border where Customs Serv-
ice personnel intercepted a large quantity of un-manifested precursor chemicals
used to clandestinely manufacture Methamphetamine. These precursors were in a
tractor trailer rig loaded with commercial merchandise destined for the U.S. Al-
though this seizure and arrest was effected without injury or contamination of the
Customs personnel involved, the potential for injury or contamination, when dealing
with un-manifested precursors, is extremely high.

Question. There is a presence of the National Guard at ports of entry. Can you
describe what the role of the Guard is at ports of entry and the percentage of the
Customs’ workload the Guard is a part of?

Answer. National Guard support for our drug interdiction mission has become an
integral part of Customs anti-smuggling efforts.

Some of the specific ways the National Guardsmen assist Customs personnel in-
clude the following:

National Guard personnel assist Customs Canine units by facilitating rapid
searches of cargo, baggage, and conveyances.

Operating under State authority and under direct Customs supervision, they as-
sist in conducting pre-primary inspections, Southwest Border Team Oriented Proc-
essing (STOP) operations, inspecting truck cabs, fuel tanks, tires, trailers and arriv-
ing cargo using density meters (Busters), laser range finders, fiber optic scopes, as
well as forklifts, power tools, and vehicle lifts.

They assist in the devanning and reloading of cargo containers, trailers and com-
mercial shipments.

They assist in traffic control and the handling, transportation, and destruction of
seized narcotics.

They assist inspectional personnel by operating many high technology, non-intru-
sive detection devices such as mobile and permanent x-ray systems and hand-held
density meters.

The assistance provided by the National Guard in counter-drug law enforcement
has been invaluable and is directly responsible for Customs achieving many drug
seizures and related arrests. In the commercial cargo environment in fiscal year
1997 to date, members of the National Guard operating at the ports of entry in the
United States participated and provided support in 89 narcotics seizures totaling
over 75,000 pounds of marijuana and cocaine.
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As a force multiplier, Guardsmen supplement existing staff thereby increasing the
number of examinations, and more importantly, increasing the intensity of these
exams. National Guard support proportionally increases the number of seizures
made by Customs by increasing the number of inspections conducted on high risk
shipments and conveyances. The added staff also decreases the inspection time per
shipment and conveyance.

Question. How does the Customs Service use technology to assist in its mission?

Answer. Technological improvements in computer processing and targeting along
with inspectional aids like the x-ray facility in Otay Mesa, California have helped
us with the challenge of combating narcotics smugglers.

Due to the fact that drug traffickers are themselves investing in high technology
to advantage their own smuggling operations and defeat ours, Customs employees
have been equipped with better tools to perform more intensive narcotics exams and
investigations. Along the Southwest Border for example, port infrastructures have
been fortified to include four additional nonintrusive truck x-ray systems in fiscal
year 1997. The following ports of entry have been scheduled to receive fixed site
(Otay Mesa style) truck x-ray equipment:

—Calexico, California (new cargo facility)

—EI Paso, Texas (Bridge of the Americas)

—EI Paso, Texas (Ysleta)

—Pharr, Texas

The truck x-ray at Calexico, California, has been completed and has been oper-
ational since March of this year. The additional nonintrusive inspection systems for
El Paso and Pharr are scheduled to be operational by October 1997. This will in-
crease the number of operational fixed-site x-ray equipment from a current level of
one system operating in Otay Mesa, California, to a total of five systems at the
above referenced ports of entry.

Additionally, Customs is testing mobile x-ray and transportable gamma ray tech-
nology at various ports of entry along the Southwest Border. A mobile-truck x-ray
prototype system was used at the Nogales, Arizona, port of entry in support of an
all inclusive statewide enforcement operation. This system is scheduled move to var-
ious Texas ports of entry this year in support of Customs coordinated enforcement/
intelligence operations planned for that region.

Seizures in the commercial cargo environment in fiscal year 1996 more than dou-
bled over fiscal year 1995 levels. This dramatic increase was largely due to the im-
plementation of technology and inspection techniques in support of enforcement op-
erations along the Southwest Border, especially Operation Hard Line. The amount
of cocaine seized by weight in the commercial cargo environment along the South-
west Border increased by a factor of almost 5 over fiscal year 1995 levels to a total
of 15 cocaine seizures weighing 15,114 pounds.

In addition, as part of Operation Hard Line, money has also been allocated to pur-
chase equipment such as pallet x-rays, x-ray vans, portable contraband detectors
(Busters), fiberscopes, and computers to allow inspectional personnel to conduct
faster, more intensive, less intrusive examinations.

Customs has numerous automated and non-automated cargo programs in place to
meet the threat of smuggling. Customs automated systems were structured to be
dynamic and versatile to address the fluctuation in smuggling trends, with the ulti-
mate goal of identifying high risk cargo for examination without inhibiting the
movement of legitimate trade. These programs include the Cargo Selectivity System
and Three Tier Targeting System within our Automated Commercial System (ACS)
and the Line Release Program. System criteria may be initiated at both the national
and local level.

Customs has also developed an Automated Targeting System (ATS) to assist Cus-
toms officers in identifying importations which pose a substantial risk of containing
narcotics or other contraband. It is a rule-based expert system which combined the
best features of two previous targeting systems into a single screening, profiling and
targeting system. ATS has been installed in Newark, New Jersey, and Laredo,
Texas. The Anti- Smuggling Initiative in the fiscal year 1998 budget request seeks
$3.0 million to continue the installation of this system at other high-risk ports.

With the passing and implementation of NAFTA there has been a relaxing of tra-
ditional trade restriction with the US, Mexico, and Canada.

Question. Can you explain NAFTA'’s impact on the Customs Service, including
workload?

Answer. While the goal of NAFTA to reduce trade barriers between the parties
has been somewhat realized, the passage of NAFTA has not reduced the regulatory
and enforcement workload of Customs. NAFTA has increased Customs workload
primarily in two ways. Quantitatively, trade volume with Canada and Mexico has
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increased markedly since the enactment of NAFTA. The table below shows this
growth.

[Dollars in billions]

1994 1995 1996
Value of Trade between the U.S., Canada and Mexico $172.2 $206.6 $230.7
Change from previous Year (percent) s s 20 12
Change from 1994 Baseling (PEICENL) ......ccocevereervrrmenerininerineins veeeriseeeneenes 20 34

Land border traffic has increased approximately 25 percent from 1995 to 1996. In
1996 approximately 3.5 million trucks crossed our land borders with Customs in-
specting over 900,000. Customs must process this increasing trade volume without
significant increases in staffing.

Qualitatively, NAFTA has added additional complexity and regulatory activity to
Customs workload because of the verification mechanism provided for in the agree-
ment. A NAFTA verification is performed by the importing nation’s customs admin-
istration to determine if goods claiming NAFTA preferential treatment qualify for
this treatment. Verifications are principally conducted by written questionnaires
and site visits. Customs sends questionnaires to the importer/producer who executed
a Certificate of Origin or conducts a visit to the exporting country to ensure compli-
ance with the appropriate “rule of origin.” The procedures for these verifications are
found in 19 CFR 181.71-76. The table below provides detail on the number of ver-
ifications Customs has performed to date.

Actual
NAFTA Verifications Performed Tolggge !
1994 1995 1996
Canada 271 882 1,807 241
Mexico 128 411 646 109
TOtAl oo 399 1,293 2,453 350

1As of 5/15/97.

Additional complexities result from the opportunity for importers to file for
NAFTA treatment up to a year after date of importation if an entry has not been
liquidated. This requires Customs to research entry documentation and perform ad-
ditional verifications in order to determine whether any refund is due the importer
(see 19 CFR 181.31). This provision is being used by an increasing number of im-
porters as they become more experienced in operations under NAFTA.

The NAFTA Implementation Act includes a provision for establishing an academic
center to focus on Western Hemispheric Trade.

Question. It is the subcommittee’s understanding that there was $2.5 million for
the Texas center and $2.5 million for the Montana center. Can you provide for the
Record the status of the funding of each of these centers?

Answer. Customs fiscal year 1997 Appropriation (Public Law 104-208) contained
the following provision: “. . . That of the funds appropriated $2,500,000 may be
made available for the Western Hemisphere Trade Center authorized by Public Law
103-182". The Conference Report (Rep 104-863) to that legislation contained lan-
guage stating that the conference agreement provided $2.5 million for the Western
Hemispheric Trade Center.

Customs has no knowledge of any requirement to provide $2.5 million in fiscal
year 1997 to the Montana center.

Question. If the funding has not been allocated to the centers, please provide the
subcommittee information why the funding has not been allocated and what would
need to be done in order for that funding to be allocated.

Answer. As of May 14, 1997, Customs is awaiting the submission of a budget pro-
posal detailing how the funds would be spent from the Center at Texas A&M Uni-
versity. Once the Customs Contracting Officer approves the budget plan, the funds
will be provided to the Center, via a modification to their current grant agreement,
within 30 days.

AIR/MARINE PROGRAM

The Customs Service Air and Marine program is responsible for helping to detect,
sort, track, and apprehend aircraft and vessels involved in smuggling.
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Question. What are the current staffing levels of both the Air and Marine pro-
gram?

Answer. The current Customs Air Interdiction Division has a total on board
strength of 740 as shown below.

Current Staffing—Customs Air Program

Number of

Job category personnel

Pilots and Flight ENQGINEEIS .....ccouiiiiiiiieiie e 322
Air Interdiction Officers ......... . 109
Detection Support Specialists ... 93
Field Management and Support ........... 196
Headquarters Management and SUPPOIT .........cccceiiiiiiiiiiiiiee i 20
Lo = | TP 740

Current Staffing—Customs Marine Program

Number of

Job category personnel
Marine Enforcement OffiCers ..o 91
Special Agents (certified to operate VESSEIS) .......cccoceviiiiiiiiiiiniienieiee e 80
Lo = | T TP PP RO PPR T UPPRN 171

Question. Are the Southwest border and Miami areas staffed sufficiently to per-
form their role in the Customs Service interdiction efforts?

Answer. In light of a constrained budget environment, the Administration believes
that Customs proposed staffing on the Southern border presents a balanced resource
allocation and the Customs budget is well-crafted to realize long-term returns on in-
vestment in better tools and logistics for more efficient interdiction operations. We
have made operational employment adjustments to maximize the effectiveness and
efficiency of our existing Air resources. For example, sharing of the alert response
commitment on a coordinated basis between field elements has allows Customs to
cover more land areas with fewer aircraft and personnel—given the current threat
assessment. The diminished airborne intrusion threat levels the past four years
have enabled us to sustain a minimum deterrent posture. However, any resumption
of large-scale domestic general aviation drug trafficking will call for a reassessment
of these techniques.

Through funding associated with Operation Gateway, Customs received twenty-
three additional marine enforcement officers to meet the growing marine smuggling
threat in Puerto Rico and the Caribbean area. With this expanded enforcement ef-
fort in Puerto Rico, Customs has seen a rise in marine smuggling activity along the
Southern tier.

Question. Can you provide the subcommittee the status of the retrofit of the P—
3 airplanes the Customs Service acquired last year?

Answer. The two P-3s slated for retrofit were transferred to the Customs Service
in March 1997, after being excessed from Department of Defense (DOD) inventory.
Both aircraft have been removed from desert storage at Davis-Monthan Air Force
Base in Tucson, AZ, prepared for flight and flown to Lockheed Martin Aircraft Cen-
ter at Greenville, SC. There they will soon begin depot-level phased maintenance
to prepare them for eventual modification to Customs P-3 AEW configuration.

Customs anticipates the signing of the contract modification with Lockheed Mar-
tin in September, 1997, with eventual delivery of the P-3 AEW aircraft in mid to
late 1999. The Office of the Deputy Assistant Secretary of Defense for Drug Enforce-
ment Policy and Support (DEP&S) received $56.2 million of the total $98.2 million
appropriated for Customs P-3 AEW conversions. The balance ($42.0 million) was
appropriated to the Office of National Drug Control Policy (ONDCP) which trans-
ferred the funds directly to Customs. After numerous discussions, DEP&S has
agreed to enter into an Economy Act Agreement whereby Customs will contract for
both P-3 AEW aircraft with Lockheed Martin with reimbursement from DEP&S. All
retrofit program requirements, including spare parts and nonrecurring engineering
costs, are included.

Question. Do you have enough personnel in the Air and Marine program to utilize
your equipment sufficiently?

Answer. As we pointed out in our response to the question relative to staffing and
performance in Florida and along the Southwest border, we have a sufficient num-
ber of personnel in the Aviation Program to man our equipment on the current
schedule.
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Customs currently has ninety-one Marine Enforcement Officers along the south-
ern tier and eighty Special Agents that have been certified as vessel operators. The
Special Agents are performing the role of vessel operator on a part-time basis to ad-
dress the increase in marine smuggling events.

Question. How many P-3 aircraft will the newly requested P-3 hangar accommo-
date?

Answer. The second hangar bay will accommodate one aircraft. The additional
hangar bay will be used for maintaining aircraft rather than storage. The existing
hangar bay is used exclusively for mandatory, time-consuming heavy phased main-
tenance programs. The second hangar bay will permit indoor opening of fuel cells
and other delicate (corrosion prone) areas of the aircraft, while protecting against
the elements and related introduction of corrosion and damaging materials to these
vital components.

Safety is also a critical factor in determining the need for an additional hangar.
Maintenance operations utilizing bucket trucks, man lifts and forklifts in lieu of the
more appropriate overhead hangar hoist are dangerous. The second hangar, like the
existing hangar, will be used exclusively as a maintenance facility thus enhancing
the operational availability of the P-3 aircraft and providing a safer working envi-
ronment. In addition, a significant dollar savings will be realized by reducing corro-
sion damage and effectively extending the useful life of these aircraft.

BASE FUNDING

There is funding outlined in the budget request which indicated that the base is
fully funded.

Question. Is your base fully funded?

Answer. Customs base funding is an aggregate of funding received in past years
for a variety of purposes. An attempt is made each year to make the appropriate
adjustments for “maintaining current levels,” but occasionally these adjustments are
insufficient to meet increased costs from one year to the next. The fiscal year 1998
President's Budget includes $29.0 million to address a funding shortfall for rent re-
quirements associated with new headquarters and border facilities, $10.0 million for
replacement vehicles, $5.735 million for Laboratory Modernization, and $4.0 million
for agent relocation to correct these identified deficiencies.

Question. How many positions (FTE) are unfilled?

Answer. Customs currently has 210 vacant FTEs comparing our on-board
strength with our FTE controls.

Question. What would it take to fill those positions?

Answer. The completion of hiring for fiscal year 1997 initiatives (Operation Hard
Line, Gateway and, Counter-Terrorism) during the remainder of fiscal year 1997
will fill most o